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1. About this Guide

This guide is intended for installers and network administrators of the RedPort Optimizer Enterprise wXa-524
routers. It features only those sections of the user interface that require configuration for a specific service or may
need to be accessed to perform a specific function.

During normal daily operation, there is no need to access the full user interface that you see here. A separate
document is designed for use by the onsite administrator that includes the login to the Home Page for access to
the common tasks that will be used locally: generate PIN-Codes, create users, and look at call data records for the

Captive Portal, create and manage crew email accounts, etc. See the Optimizer Enterprise Onsite Administrator
Guide for details.

For information regarding the installation of the hardware, please see the RedPort Optimizer Enterprise Quickstart
Guide.

wXa refers to the webXaccelerator by RedPort, a trademark of Global Marine Networks, LLC.

© 2018 RedPort Global
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2. Introduction to the Optimizer Enterprise

Global Marine Networks (GMN), the leaders in advancing satellite data speeds and services, helps Fixed and
Mobile Satellite Services providers and their customers by offering the industry’s fastest, most reliable and
easy-to-use email, web, VoIP and other hardware and software services to maritime, oil and gas, first responder
and business continuity users. The company’s products include XGate high-speed satellite email, weather and
oceanographic data software, and vessel tracking systems.

Ship to shore network management solutions are sold by GMN under the RedPort Global brand name at
redportglobal.com and as white-label solutions for the world’s Enterprise satellite data service providers.

Optimizer Enterprise is a VolP gateway and data router that provides an all-in-one solution for those looking to get
the most out of all available data connections including long-range cellular and satellite broadband services.

2.1. Key Features

+  Configurable to automatically select among available data connections to choose the lower-cost or preferred
available service. Full-featured load balancing and least-cost routing.

+  VolIP to circuit-switch conversion allows calls using a smartphone over the satellite connection. Some SatCom
systems may require additional hardware.

+  Compatible with RedPort VoIP service for voice call savings and controlled use.

+  Flexible Routing to manage even the most complex network.

«  Proxy Server enables HTTP filtering: whitelist/blacklist of URLs, domains, and rudimentary content filtering.

+  Powerful firewall accommodates virtually any installation scenario, with advanced features including block or
allow any range of port, IP address and protocols; port forwarding, network address translation and detailed
whitelisting and blacklisting of websites and services.

+ LTE/GSM Compatibility with optional LTE/GSM modem (and your own SIM card) and optional LTE/GSM
external antenna and/or amplification.

+  Remote Router Access available to manage the network from any Internet connection

+  Supports Shared Web Compression with transparent proxy service.

+  Captive Portal included for locally controlled access by crew and passenger.

+  Supports RedPort XGate Email Service via included full POP/SMTP RedPort Mail Server for easy local email
access.

+  Supports GPS Tracking.

«  Multi-Interface Failover and Load Balancing support.

+  GPS NMEA Repeater reads the built-in GPS in any satellite broadband terminal and rebroadcasts via WiFi for
access by an NMEA compliant device.

+ Broadcasts data connection for use with WiFi enabled devices.

+  Compatible with virtually any IP-based satellite broadband terminal.

2.2. Services Included

The following services are included:

« Captive Portal for Crew Internet Access — generate PIN codes that can be given away or sold to crew and/or
passengers to control web access. See Chapter 5.1.

+  GPS NMEA Repeater - allows other devices on-board/on-site to read your GPS location. For example, a
navigation program running on an iPad could be used on your boat, or you could get weather information
tailored to your location. See Chapter 5.7.

+  SMS Messaging - allows smartphones to send SMS messages to others on the local area network for free, or
over the satellite link at standard satellite airtime rates. Requires a supported satellite terminal. See Chapter
5.5.

+ Voice PBX - allows smartphones to send/receive calls to others on the local area network for free, or over the
satellite link at standard satellite airtime rates. Requires a supported satellite terminal. See Chapter 5.8.

+  GPS SMS Tracking via satellite provider's SMS service with compatible satellite device. See Chapter 5.6.

+  Transparent Proxy to redirect HTTP traffic for filtering. See Chapter 5.2.

© 2018 RedPort Global
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+ LTE/GSM Support with optional LTE/GSM modem and your own LTE/GSM SIM card. See Chapter 9.10.
+  Automatic Failover as LTE/GSM > Sat1 > Sat2. Easily configurable to meet your needs. See Chapter 9.13.

2.3. Premium Services Available

The following additional services are available. Contact your RedPort dealer to purchase.

+ RedPort VoIP Service - Transform your satellite device into a multi-user unit. Up to four users can send
and receive phone calls and/or SMS (text) messages simultaneously. Experience significant price reduction
in outbound calls when using VoIP in lieu of standard satellite airtime rates. Requires a supported satellite
terminal. See Chapter 5.8.

+ RedPort Email - is a multi-user satellite email service. Crew and/or passengers can access their RedPort
Email account via smartphones, tablets or computers. See Chapter 5.3 and the Optimizer RedPort Email
Administrator’s Guide.

+ Shared Web Compression — routes all web traffic through a proxy service that works with an onshore server
to deliver 3-5 times average web compression, along with virus detection and ad blocking. See Chapter 5.2.

+  GPS Tracking - Using a GPS-enabled device, submit position reports to a RedPort Tracking central database
for viewing on the tracking website. See Chapter 5.6.

« Shared Captive Portal Pincode Service - Upgrade the Captive Portal to our upstream pincode server for
shared pincode service for your crew/team. These pincodes can be used at any of your installations with the
Optimizer Enterprise router and Shared Pincode Service enabled. See Chapter 5.1.

* Integrated LTE/GSM Capability - See Chapter 9.10.

+ Internal Transparent Proxy for Web Filtering (Including optional pay service for QL dialadele.com) - See
Chapter 5.2.

© 2018 RedPort Global
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3. Things to Know Before Getting Started

3.1.

More Than Just a Router

The Optimizer Enterprise is more than just a router. It has some enhanced proxy services in addition to basic
routing capabilities. There are three major data components:

3.1.1. Captive Portal

When enabled, it blocks access to the Internet without authentication. Authentication can be via username and
password or Pin-Code or Mac address of a specific PC. The Captive Portal is enabled by default.

3.1.2. Proxy Server(s)

When Transparent proxy is enabled, all traffic on port 80 (http port) is redirected through the internal proxy server.
This allows URL and DNS filtering (whitelist and blacklist sites), some content filtering (i.e. remove flash video)
and you can turn on http logging to see what URLs are being accessed by the users. You also have the option to
communicate upstream to a compression proxy server.

3.1.3. Firewall

3.2.

3.3.

A full-featured firewall is included. Block or allow IP address/ranges, port ranges, different protocols. Rules can be
applied to any path in and out of the router. In a multi-wan environment, each interface can have separate rules
applied.

CAUTION: This router is shipped to you with all WAN ports open, POP and SMTP are open to the WAN if you
enable Email, if you enable the PBX it is listening on all ports. Without further configuration, this could leave you
vulnerable to unwanted traffic. Please review Chapter 4.3.1 How to Secure Your Router.

Designed Use of the Optimizer Enterprise

This router is designed for use in a multi-comm device environment for one or more users with the convenience of
BYOD (bring your own device) for crew and passenger access to Email, Web Browsing and Voice. The idea is that
you, as the installer or network administrator, will configure the router, using these guidelines, before installing it at
its ultimate destination.

CAUTION: Prior to installation, review Chapter 4.3.1 How to Secure Your Router.

Once installed, the onsite administrator will log in and land on the Home page. The Home page has the common
tasks that will be used locally: generate PIN-Codes, create users, look at call data records for the Captive Portal,
create and manage crew email accounts, etc.

The onsite administrator does not have access to the full user interface and therefore does not have the ability to

re-configure the router. There is a separate user guide for the onsite administrator: Optimizer Enterprise Onsite
Administrator Guide.

How It Works at First Launch (Out of the Box)

We ship the router ready for use with Captive Portal enabled for Crew Internet Access, Voice and SMS are enabled
for use with compatible satellite devices, and Automatic Failover is configured in the order of LTE/GSM > WAN1
(Sat1) > WAN2(Sat2) to take advantage of the typically lower cost connections of LTE/GSM, if/when it is available.

NOTE: Prior to making modifications to the router configuration, please see Section 3.4 How Data Flows Through
the Router to determine the customization required to best meet your needs.

© 2018 RedPort Global
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BEST PRACTICE: Have a knowledgeable technician (someone who knows about proxy servers, firewalls, and
routers) go through and generate a custom configuration.

Using the guidelines in Appendix A, the installer will want to address the following areas prior to first use:
«  Configure the Captive Portal for Crew Internet Access.

«  Configure the internal proxy server (Transparent Proxy).

«  Configure LTE/GSM (requires configuration of PPP interface).

«  Configure automatic failover/load balancing.

+  Configure SMS.

«  Configure Voice PBX.

OPTIONAL:

« Enable the upstream proxy for the benefit and cost savings of Shared Web Compression Service.
+  Enable RedPort VoIP Service for savings on voice calls.

«  Configure GPS interface.

In a fleet environment, the custom configuration can be recorded and used on other Optimizer Enterprise routers
within the organization.

CAUTION: This router is shipped with all WAN ports open, POP and SMTP are open to the WAN if you enable

Email, if you enable the PBX it is listening on all ports. Without further configuration, this could leave you vulnerable
to unwanted traffic. Please review Chapter 4.3.1 How to Secure Your Router.

How Data Flows Through the Router

It is important to understand how data flows through the router, so you can customize your configuration.

3.4.1. Default Configuration

«  Captive Portal (Crew Internet Access) - enabled.

+ Internal Transparent Proxy for http URL and content filtering - enabled Firewall - open.

+ DNS - open.

+  SMS - enabled, for compatible satellite devices.

+  Voice Capability - for compatible satellite devices, disabled.

«  Automatic Failover/Load Balance (All Traffic) - LTE/GSM > WAN1 > WAN2 Web Compression Service -
disabled.

+  RedPort Email Service - disabled GPS Tracking Service - disabled RedPort VoIP Service - disabled.

With the Captive Portal enabled, the firewall is automatically modified to allow data traffic through the router and
users must ‘authenticate’ in order to access the Internet. You have several methods available for controlling user
access to the Internet: you can whitelist and/or blacklist hosts and URLs; you can modify the firewall, you can
modify the load balance to allow only certain traffic types through a certain interface, and you can require the use
of

PIN-Codes.

When generating PIN-Codes you can set the amount of data the user can download, you can limit access to
certain hours of the day, and you can limit the speed of their connection.

© 2018 RedPort Global
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Optimizer Enterprise Default Configuration (Data Flow)

Optimizer
Enterprise
|
Captive Portal
Enabled
[
User
Authentication
Required/Access
Limits Apply
I
Transparent
Proxy
ENABLED
I
| I I |
Non http traffic Blacklisted Hosts
(nttp, dns, ftp, pin, Whitelisted Hosts or URLsS http traffic
etc) (including http) (NO ACCESS) (port 80)
| | | [
Internal proxy
To the Internet per
Failover & Load ::nﬁLIEITC'S:"]
Balance config a g
[
Compression
DISABLED

[
To the Internet per
Failover & Load
Balance config

Once a user logs in to the Captive Portal, data can take one of three paths:

1. Non-http traffic goes straight to the Internet: https, dns lookups, ftp, ping, scp, etc. The firewall rules are totally
open so there is nothing blocking full access to the Internet. You can limit access through the Captive Portal. See
Chapter 5.1.1.

2. Traffic to a Whitelisted Host in the Captive Portal, including http, goes straight to the Internet, bypassing the
internal proxy server. If you whitelist a web-server, that traffic goes straight to the Internet, bypassing the internal
proxy server, so there is no filtering. Typically, you would not want to whitelist a web-server; however, you may
want to whitelist a mail server, or a vpn. See Chapter 5.1.1.

3. All http traffic (on port 80), that is not Whitelisted, and only http (not https or secure traffic) is intercepted and

© 2018 RedPort Global
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redirected to the internal proxy server. This is known as transparent proxy. The internal proxy server does URL
blocking and domain blocking. Also, the internal proxy server can speak to an upstream proxy server to provide
compression (premium service--fees apply). Traffic through the internal proxy server can take one of several paths,
dependent upon whether or not compression is enabled.

+ In the default state of compression DISABLED, all traffic goes straight to the Internet.

+  With compression enabled, all the http traffic goes to the upstream compression proxy server and returns a
compressed page. Ads are stripped out, text is compressed, images are re-sampled and more. On average,
you will experience 3-5x compression on http traffic, thereby increasing the speed of your connection and your

effective per Mb cost of your connection.

+  With compression enabled, Whitelisted Hosts or URLs bypass the upstream compression proxy server and go
straight to the Internet, bypassing compression.

Blacklisted Hosts or URLs have no Internet access, regardless of compression status. See Chapter 5.2.2.
*The default Failover /Load Balancing configuration is as follows:

Setup is required for the LTE/GSM Interface.

NOTE: All traffic to the Internet is subject to the firewall and load balance configuration. You can change the

Failover configuration and you can Load Balance between and among the interfaces. For example, you can create
rules to send all http traffic through the LTE/GSM Interface but never through the WAN ports. See Chapter 9.13.

© 2018 RedPort Global
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Optimizer Enterprise Default Failover/Load Balancing Configuration (Data Flow)

Optimizer
Enterprise

LTE/GSM Interface

Active Inactive
| |
All Traffic to the WAN1 (Sat1)
Internet*
|
Active Inactive
| |
All Traffic to the WAN2 (Sat2)
Internet*
|
Active Inactive
| I
All Traffic to the No Access
Internet*
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3.4.2. Data Flow - All Paths

Optimizer Enterprise All Paths (Data Flow)

DRAFT

Optimizer Enterprise
Data Flow
[
| I 1 ]
Using RedPort-certified
services (ex. XGate, Captive Portal Captive Portal RedPort Email Service
XWeb) DISABLED ENABLED
I . 1 [ [
XWeb Browsing to User Athentication
Email to upstream upstream compression Required/Access Limits Email to/from Internal
XGate email server server (no filters) Apply mail server
1
. . I
Transparent Proxy Transparent Proxy Email to/from upstream

DISABLED ENABLED RedPort email server

I | L 1 1 1
All Traffic to the Inter-
net per Failover & Load Non http traffic (https, Whitelisted Host Blackdisted Host http traffic
Balance config dns, ftp, ping, etc) (including http) or URLs (NO ACCESS) (port 80)

1 J |

1
to the Internet per internal proxy server
Failover & Load Bal- (URL & Domain
ance config Blocking)
|
[ ]
compression DISABLED compression ENABLED

to the Internet per
Failover & Load Bal-
ance config

upstream compression
proxy server

[
to the Internet per
Failover & Load Balance
config (compressed

page returned to user)

3.5. Navigating the User Interface

Access to the user interface depends upon how you log in to the router. There are two logins available: admin and
superadmin. See Chapter 4.1.

The user interface is divided into sections; use the tabs to access the required service or information.

On many pages in the user interface you will see three buttons in the bottom corners:

(Eh Reset () Save [O] Save & Apply

+ Reset: Returns the page to its previous saved state.

Save: Saves the changes but does not yet apply the changes.
Save & Apply: Saves the changes and applies them to the router configuration. In some cases, the router must

reboot to apply the change. If reboot is required, it will be noted on the page.

© 2018 RedPort Global
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4. Getting Started - User Interface Access

4.1.

In a typical situation, the Optimizer Enterprise router arrives to you with the following services enabled:
+  Captive Portal (Crew Internet Access).

« Internal Transparent Proxy for Web Filtering (Including optional Pay service for QL dialadele.com).
+  SMS Messaging using smartphones (for compatible devices).

+  GPS/NMEA Repeater Voice Capability using smartphones (for compatible devices).

+  Automatic Failover from LTE/GSM to WAN1 to WAN2

NOTE: LTE/GSM must be configured.

There are also services available that are disabled:

+ Web Compression (additional fees may apply)

+  RedPort Email (additional fees may apply)

+  GPS Tracking (additional fees may apply)

+  RedPort VoIP for multi-user calls and SMS (additional fees may apply)

This guide is designed to help you understand how the router works so you can customize the configuration to
meet your needs.

Access the Home page

To access the router’s Home page, you must log in to the router. This can be accomplished in several ways
however, the most popular method is to:

1. Connect to the WiFi Hotspot created by the router using a PC. Connect to the WiFi Hotspot just like you would
any other WiFi connection:

+  On a Windows PC, go to: Windows Start > Control Panel > Network Connections.

+  OnaMAC, go to: Apple > System Preferences > Network.

The Network Name will look something like: ‘wxa-524-XXXX-2.4GHz’ or ‘wxa-524-XXXX-5GHz’ where ‘XXXX’ is the
last four digits of the Optimizer Enterprise’s Mac address. Select this wireless network.

For alternative Home Page access methods, see the Optimizer Enterprise Quickstart Guide.

2. Open any web browser on the computer and enter one of the following:
http://192.168.10.1 or http://10.1.5.1.

3. The Optimizer Enterprise ships with two existing administrative accounts:
+ Admin - for normal day-to-day operation by the onsite administrator.
Superadmin - for configuration and maintenance by the installer/technician, etc.

4.1.1. Onsite Administrator Login (Admin)

Onsite Administrator: username=admin, password=webxaccess.

This login opens to the Home page and gives the onsite administrator access to portions of the user interface and
the ability to perform common tasks such as:

+  Generate PIN-Codes (for captive portal use).

+  Send/receive email (if email is enabled).

+ Manage crew email accounts (if email is enabled).

+  Monitor the system status.

+  Manage the local WiFi setup (change the network name, password, etc.).
+  Modify traffic routing if configured for Manual mode.

+  Enable remote support for diagnostics and/or maintenance.

© 2018 RedPort Global
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«  Change the router password for the admin account, if necessary.
+ Reboot the router, if necessary.

See the Optimizer Enterprise Onsite Administrator Guide for information in administering the most-used features.
4.1.2. Installer/Network Administrator Login (Superadmin)
Technician: username=superadmin, password=webxaccess.

This login opens to the Home page and provides full access to the user interface for configuration and
maintenance of the router. Once logged in, you will see the router’'s Home page.

Home | Services || Status || System [| ven || Matwork || Usars | Statistics

| Tasks | Traffic Routing  MWAN Overview

Welcome

Crew Internet Services

Captive Portal URLs:
* Login - hittp://10.1.5.1: 4990/ www/login.chi
s Etatus - http://10.1.5.1:4000 www/statis chi
* Logout - http://logout
@Geﬂmlﬂ pincodes
.@Cluatﬂ USErS

|El@enerate pincade usage reports {CORs)

,E Yiew/Manage pincodes

Email Access

Email access settings and parameters:
* WEB - http:/10.1.5.1/webmail
« POP-10.1.5.1:110
* SMTP - 10.1.5.1:25 with no connection or authentication security

|Ele to webmall

Email Management

ﬁCmato and manags crew cmail accounts
.Qlle:rim, delete, or drop large emails (BigMal) gquerentined on the server
-é]_l’orform common email tasks

) View email logs

System Status

{13 System status overview
[l Realtime bandwidth usage over satellite link
J_.1|H'|s_tnric_‘. bandwicth usage over satellite link

[ system message log

Local WiFi setup

551D and Security (2 wiFi setup
=] Change hotspot name and/or add security and set password

(ElRouter passwore

|| Reboat router

This Home Page is the onsite administrator’s gateway to the most used features. See the Optimizer Enterprise
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Onsite Administrator Guide for Home Page details and use.
From the Home Page you have access to the remaining sections of the user interface.

Services: allows access to all the services available on the router.

Services | Status Jf System | VPN l Wetwerk

| Crew Internet A&esu l' Web Compression and Filtering  RedPort Email  Remote Access  SMS  GPSTracking  Dynamic DNS  GRS/NMEA Reoeater Voice PEX  SNMP  Network Shares
Set!ings i lsers Pass-mmughm Pincodes C(DRs  Tools
Each service is contained in its own tab under the Services section. This is where you will enable/disable the
services and configure them for use.

Status: displays how much memory the router is using, who is connected via WiFi and other information you may
find useful.

System | VPN W Nebwork J Users § Stakistics

 Ovenview Fiewal Rowes Systemlog Kernellog Reatime Graphs

The System Log contains detailed information of the router’s performance. It will report error messages and can
be useful when troubleshooting connection issues. Realtime Graphs report how much data is being using by the
different interfaces. All Status information is Read Only.

System: contains some of the router’s basic settings for you to configure plus a few maintenance functions.

Home § Services | Siakus | System § VPN I Network | Users

| Syatem | Admnstation  Profles Bk  Flash irvare  Retoot

Use this section to set your time zone, change the ‘admin’ and/or ‘superadmin’ password, flash new firmware to
the router, reboot the router if necessary. Profiles is a way to ‘clone’ the router configuration for use on another
Optimizer Enterprise router.

VPN: Virtual Private Network permits a continuous shared private network across a public network.

Services | Status § System | VPN § Nebwork | Users

e 1PSec  OpenComnect VPN OpenVPN

Use this section to set up a VPN through PPTP, IPSec, OpenConnect VPN, or OpenVPN options to configure a
private network that transcends through a public network.

Network: contains access to the network Interfaces, the Firewall, and Failover and Load Balancing setup.

Home | Services | Status Jf System | VPN I Network | Users f Siaiskics

Dagputis Iteras Vil VA DICOmDIS Heranes Saickus ol PdelCace PP SNOS DSOS Floren Boig

Use this section to configure network interfaces, run diagnostics, or modify the firewall. You can also change the
Failover sequence and configure the load balance.

Users: contains information about User(s) and User(s) access.

Services | Status | System J VEN | Network § Users | Statistics

i sers ;

Use this section to edit both User accounts as well as allow/limit access for each User.
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Statistics: contains information about resource usage.

Senvices § Status | System § VPN § Network | Users | Statistics

Grphs  Setup  Bandwidind

Use this section to review system statistical data related to the router’s Interfaces, Wireless, System Load, Memory,
Processes, and Uptime.

4.2. How to Use with Default Setup

We ship the router ready for use as follows:

+  Anyone with an existing Primary Account with a RedPort-certified compression email service (such as XGate)
and/or web browsing account (such as XWeb) is able to immediately use the router to send/receive email or
browse the web. There are no Internet access restrictions when using these services. Users simply connect
a computer, iOS, or Android device to the Optimizer Enterprise’s wireless network, set the email “Connection
Type” to “Optimizer xxxx” where xxxx represents the satellite connection. See the XGate Help file for more
information.

+  Captive Portal and Transparent Proxy are enabled to control access to the Internet so anyone opening a web
browser (outside of XGate/XWeb) and entering a URL will be re-directed to the Captive Portal. They will not be
able to access the Internet until they are setup as a user. Users that are given access via the Captive Portal can
go anywhere on the Internet unless the installer has configured the proxy server to restrict access. Individual
user access can be restricted by time; by data; by time of day; by speed. See Chapter 5.1.

«  Voice is enabled for use with compatible satellite devices using standard satellite airtime. See Chapter 5.8.
+  SMS is enabled for use with compatible satellite devices using standard satellite airtime. See Chapter 5.5.

+  Failover sequence is set to Automatic - LTE/GSM > WAN1 > WAN2. LTE/GSM must be configured for use. See
Chapter 9.13.

+ Load Balance is set to ALL traffic through the one Active interface. See Chapter 9.13.
+  Firewall is Open allowing all traffic to pass. See Chapter 9.18.

This out-of-the-box configuration works well for single broadband users with an XGate and/or XWeb primary
account and can be suitable for the multi-interface, multi-user environment where each person has a separate
primary XGate email and/or XWeb browsing account.

If in a multi-user environment we recommend the optional RedPort Email service for easy access and management
of crew accounts. See Chapter 5.3. Additional fees may apply. Contact your service provider for current pricing.

Enabling Web Compression Service will direct all http traffic to the upstream compression proxy server and return
a compressed page to the user. Ads are stripped out, text is compressed, images are re-sampled and more. On
average, you will experience 3-5x compression on http traffic, thereby increasing the speed of your connection and
the effective per Mb cost of your connection. See Chapter 5.2. Additional fees may apply. Contact your service
provider for current pricing.

Transform your satellite device into a multi-user voice unit with the optional RedPort VoIP Service. Up to four users
can send/receive phone calls and/or SMS (text) messages simultaneously. Experience significant price reduction
in outbound calls when using VoIP in lieu of standard satellite airtime rates. Requires a supported satellite terminal.
See Chapter 5.8. Additional fees may apply. Contact your service provider for current pricing.

CAUTION: This router is shipped to you with all WAN ports open, POP and SMTP are open to the WAN if you
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enable Email, if you enable the PBX it is listening on all ports. Without further configuration, this could leave you
vulnerable to unwanted traffic. Please review Chapter 4.3.1 How to Secure Your Router.

Router Security

By default, your router is open to the Internet:

+ WAN ports are open.

+  Voice PBX, if enabled, is listening on all ports.

+  POP and SMTP are open to the WAN, if Email is enabled.

This setup could leave you vulnerable to unwanted traffic. Note that ports open to the Internet on satellite systems
that have public IP addresses are vulnerable to attackers that run dictionaries trying to guess usernames and
passwords on the router. These dictionary attacks, at best, can result in large amounts of accounted traffic; and, at
worst, they are a security breach that could endanger communications on the vessel. Systems open to the public
Internet must take special precautions to secure the router from intrusion. Web Proxy is not a problem, by default,
unless you make changes since the software, by default, only listens to traffic on the LAN.

Before you block the WAN ports, read the next chapter. Blocking the WAN ports at this stage may lock you out of
the router. We’ve built in some measures to help minimize that possibility but please pay special attention when
making router configuration modifications.

4.3.1. How to Secure Your Router

First, confirm that the Disable anti-lock rule setting is “Unchecked” in System > System Settings. See Chapter 7.1.
If it is checked, you want to uncheck it to Enable the anti-lock rule. The anti-lock rule prevents the administrator
from inadvertently locking him/herself out of the router when programming firewall rules.

Confirm that in Network > Firewall > Firewall Rules that the first rule “BLOCK WAN?” is disabled. If you Enable
(check) this rule you will lock yourself OUT of the router, unless the anti- lock rule is enabled (unchecked). If you
lock yourself out of the router you must perform a factory reset.

Confirm that in Services > Web Compression and Filtering > Advanced that Listen Interfaces is set to LAN. Do not
change this to WAN unless you desire proxy service through the WAN port. If changing the default configuration
to listen on the WAN, then firewall rules must be created to allow access to the proxy listen port (port 3128 by
default).

Go to Services > Crew Internet Access > Tools and change the Admin password for the Captive Portal admin
access. See Chapter 5.1.4.1.

Go to System > Router Password and change the router password for both the “superadmin” and the “admin”
access. See Chapter 7.2.

If RedPort Email is enabled, the POP and SMTP servers are listening on ALL ports, so they are open to the WAN,
leaving them vulnerable. If you enable RedPort Email, you should configure the firewall to block all but desired
email traffic. See Chapter 9.8. Note that the BLOCK WAN firewall rule, if enabled, will prevent access to these
ports.

If Voice PBX is enabled, it is listening on all ports. You can specify the Interface to Listen (such as Captive Portal or
LAN) in Services > Voice PBX > Settings (See Chapter 5.8). OR, you can leave it to listen on all interfaces and use
a firewall rule to restrict traffic (See Chapter 9.8).

CAUTION: Blocking WAN firewall rule, if enabled, will prevent access to these ports.

If planning to access the web user interface over the WAN port, then create firewall rules with higher precedence
than the BLOCK ALL rule that allow traffic from your Internet IP address to the router.
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CAUTION: Ports 80, 443 and 22 are open, if not disabled.

When you have completed and tested your configuration and are confident that it is working as desired, you can
remove the Anti-Lock rule in System > System Settings. See Chapter 7.1.

Now you can Enable the BLOCK ALL from WAN firewall rule in Network > Firewall > Firewall Rules.
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5. Services

5.1. Crew Internet Services (Captive Portal)

The Optimizer Enterprise is shipped with Captive Portal enabled. This allows controlled access to the Internet by
requiring authentication by users. It blocks access to the Internet without authentication. Authentication can be via
username and password or PIN-Code or Mac address of a specific PC. See Chapter 5.1.2.

PIN-Codes to restrict access can be created by the Onsite Administrator. In addition, the speed of access can be
limited by the PIN-Code as can the duration/or time of the session. See Chapter 5.1.2.3.

User sessions are logged in Call Data Records (CDR) for tracking the amount of time on the service and the
amount of data transferred. See Chapter 5.8.3.

Hmls.enicaslstatuslsystem|upu|.‘ietvmrk|u;ers|5taﬁstiu
Crew Infernet Access | Web Compression and Fitering  RecPortEmal  Remote Access  SMS  GPSTracking  Dynamic DNS  GPS/NMEA Repeater Voice PBY  SNMP  Network Shares
. Settings Users Pass-through MAC  Pincodes CDRs  Tools

Captive Portal Settings for Crew Internet Access

Share and control 2ccess to the Internet by requiring users to enter pincodes or username/password before being granted permission. Restrict Speed of access and session duration as needed. User
sessions are logged by Call Data Records (COR) tracking time and amount of data transferred,

Note: Router wil reboot cn Save & Apply.

General Settings

Enable () Enable/Disable captive portal
Caution: Enabling this feature will open the firewall to all traffic. This can result in extremely high traffic usage

unless managed properly. High traffic usage can result in very high airtime costs. Best netwark management practice is
to configure the firewall and proxy filtering faatures to reduce usage. Issuing pincodes to users with prudent filters and
restrictions wil also drastically halp manage network access and use,

Enable Fleetwide Pincodes "1 (@) low the use of pincodes that can float between vessels,
Caution: this feature will drive addtionzl administrative airtime overhead that is not accounted for in the pincode CDRs.

flote: floating pincodes czn not be generated on the router. Please contact your provider to acquire floating pincoces
should you wish to use this feature,

Enable Transparent Proxy & Enable/Disable transoarent routing to upstream HTTP proxy for compression and filtering,

HatSpot Name hedPort HatSpe |
(& Neme of hotspat as displayed on login and status screens.

fﬁﬂave @Saus & Apply

The image above is the default state of the Captive Portal Settings as the router is shipped to you. See the
Optimizer Enterprise Onsite Administrator Guide for information on how the onsite administrator manages Captive
Portal use.

5.1.1. Captive Portal Settings

5.1.1.1. General Settings
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Requires ‘superadmin’ login.

With the Captive Portal enabled, all users trying to use the Internet will be redirected to a screen where they will be
required to enter a PIN-Code or a username and password before they will be allowed to browse the Internet.

CAUTION: With Captive Portal enabled, the firewall is wide open to all traffic; so, it is important to configure a
firewall and/or have internal Transparent Proxy enabled WITH filtering configured, to control usage.

Internal Transparent Proxy is enabled which means that all http traffic that is not whitelisted or blacklisted is
redirected to the router’s internal proxy server. This internal proxy server can be configured for URL blocking and
domain blocking.

CAUTION: If you Disable Transparent Proxy then all http traffic goes straight to the Internet without any filtering.

HotSpot Name is the name on the page that is presented to the user when they log in. RedPort HotSpot is the
default name. Customize the HotSpot Name by entering the text you prefer.

5.1.1.2. Advanced Settings
Requires ‘superadmin’ login.

In general, there are only two items on this page that may require modification, Idle Timeout and Session Timeout.
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Services i Statistics
| Crew Internet Access  Web Compression and Filtering  RedPort Email  Remote Access  SMG  GPS Tracking  DynamicDNS  GPS/NVEA Repeater  Voice PEX  SNMP  Network Shares

| Settings | Users  FPass-through MAC  Pincodes CDRs  Tools

Captive Portal Settings for Crew Internet Access

Share and control access to the Internat by requiring Users to enter pincodes or username/password before being grantad permission. Restrict Speed of access and session duration as needed. Usar
sessions are logged by Call Data Records (CDR) tracking time and amount of data transferred.

Note: Router will reboot on Save & Apply.

Advanced Settings

Idle Timeout [

(& Default idle timeout in seconds. User will be logged out if no traffic is detected for this period. Set to ‘0" for unlimited,

Session Timeout [i: |
(&) Default session timeout in seconds. User will be logged out at the expiration of this timer. Set to '0' for unlimited.

DNS Domain [oca |

Primary DNS Server [EER |

Secondary DNS Server f@z7eas |

Update Interval [ |
@ Captive portal accounting update interval in secends. Smaller intervals result in more accurage accounting at the
cost of higher CPU loads.

@ white space separated list of white listed ports on the router. These are ports on the router itself that are allowed
access through the capitve porta. Port B0 allows access to the web admin, port 110 and 25 to the mail server, etc.

IP Address [ois1 |
gl 1P address of captive partal. Must be in the same subnet as the captive portal netwark.

Redirect URL [ittpe//1045.1:4 090 wwwistatus.ch |
(@ Force user to this URL after login, Leave blank string for default URL.

Network Address 0158 |
12 Network address of captive pertal. Must be in the same subnet as the captive portal IP address.

Natmask [pE5.255.25
18 Network address mask.

(GSave. (Esave & Apply

Idle Timeout - The default is set to 300 seconds (5 minutes). If no traffic is detected for the idle timeout period, the
user will be automatically logged out. They must log in again to continue.

Session Timeout - The default is set to 3600 seconds (60 minutes). The user will be automatically logged out at
the end of the session timeout period. They must log in again to continue.

Both of these timers can be set to ‘0’ for unlimited time period; however, that is NOT recommended. Using Idle
Timeout and Session Timeout minimizes the consumption of data without the user’s knowledge. For instance,
using the default settings as an example, if a user is logged in and has Skype open, and then walks away from the
computer, because Skype is running in the background, the Idle Timeout period will never be reached because
traffic is detected. However, after 60 minutes, the Session Timeout period will expire. The user must log back in to
use the Internet when they return to the computer regardless of the length of time they’ve been gone, 61 minutes
or two days. By having a Session Timeout period, background data is stopped. If there is no background data
running the user is logged out at the end of the Idle Timeout period.

5.1.1.3. Allowed Hosts
Requires ‘superadmin’ login.

This is the whitelist for the Captive Portal. These are the hosts that can be accessed without having to log in
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through the captive portal.

Home I Services I Status l System l VPN I Metwaork I Users I Statistics
| Craw Internct Access | Web Compression and filtering _ RedPort Email _Remotc Access  SMS  GPS Tracking  DynamicDNS  GPS/NMEA Repeater  Voice PBX  SNMP Network Shares

" Settings _ Users Pnss—mm@h.m Pincodess CDRs  Tocls

Captive Portal Settings for Crew Internet Access

Share and contro| access to the Internet by requiring users te enter pincodes or username/password before being granted permission. Restrict Speed of access and session duration as needed. User
sessions are logged by Call Data Records (CDR) tracking time and amount of data transfarrad.

Note: Router will reboot on Save & Apply.

Allowed Hosts
Allowed Hests [pogaz0azs.0n8 )
[oa79.80.0/22 %]
[o8 86.224.0/22 %)
[oa10s.56.0/21 )
[ie3.48.128 0121 *)
[Eaa02780/22 3]
fpa6a64.48 %)
fe16897.37 | %]
[p4.150.188.243 *)
[z0a160.77.225 %)
[Eoai607893 %]
[zo8 85.241104 3
Fanszeej28 o)
[pe.6467.148/29 |
[z 6890024 )|
@ Hosts, [F Addresses, and Networlks that are allowed without authentication. Valid entries include fully gualfied
hostname, IP address, or network address in CICR format. e.0. www.google.com, 8.8.8.8, 208.45.23.0/24.

&) Reset () 5ave [J]Save & Aoply

By default, there are a number of hosts there. They are all GMN hosts for our services (email, VOIP, etc.) If you
don’t want them, you can delete them.

NOTE: If you are using an email service that is not RedPort or XGate, this is where you would add the email servers
of your chosen service.

5.1.1.4. WPAD
Requires ‘superadmin’ login.

WPAD is a special feature for auto configuring the proxy settings on the client’s web browser for tighter control
over access to the Internet.
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Home | Services | Status || System | ven | tetwort || users || statistics
| Crew Internet Access | Web Compression and Filtering  RedPort Email  Remote Access  SMS  GPSTracking  Dynamic DNS  GPS/NMEA Repeater  Voice FBX  SNMP  Network Shares

" Settings _ Users. Pnss—rhm{gh.mc Pincodes: CDRs  Tocls

Captive Portal Settings for Crew Internet Access

Share and control access to the Internet by requiring users to enter pincodes or username/password before being granted permission. Restrict Speed of access and session duration as needed. User
sessions are logged by Call Data Records (CDR) tracking time and amount of data transfarred.

Note: Router will reboot on Save & Apply.

Enable (@) Enable Web Proxy Auto Detection. Enabling this option allows client web browsers to automatically detect the web
proxy server configuration parameters. This 2llows administrators to bleck all firewall ports preventing all internet traffic
{including DNS) while still allowing HTTP and HTTPS access. Aministrators can also white/slack list HTTP/HTTPS hasts
2nd urls, and filter out HTTP content by custemizing web proxy settings.

Note: client browsers must enable automatic proxy detection in their settings to use this feature.

Bypass Proxy for Hosts [ &
12 Host or netwarks that should net be proxied. Valid entries include fully qualified hostname, IP address, or network
address expressed as shell expression, e.q. 8.8.8.8, 208.45.23.%, 192 168.*, www.google.com, *.google.com

Mete: by default RFC1918 private IP addresses (192.168.%, 10.%, 172.15.%) are not proxied.

Bypass Proxy for URL [ ]

(@ uALs or UAL expressions that should not be proxied. Valid entries include fully qualified URLs or portions thereof
expressed as shell expresscins. e.g. http://www.goegle.com, http://abcdomain.com/falder/*, hitp://*.youtube.com

(Esave @Saue & Aoply

@ Reset

5.1.2. Allowing Individuals Access to the Internet

There are three ways to manage access to the Internet via the Captive Portal:

5.1.2.1. Users with Username and Password
Available to both ‘admin’ and ‘superadmin’ login.
Create Users with a username and password with the Users Tab. Use this section to restrict access in lieu of using
PIN-Codes. Typically reserved for the onsite administrator and select crew who need continuing access over a long

period of time.

Services | Sl_atistim

| Crew Intemet Access _Web Compression and filiering  RedPort Email  Remote Access  SMS  GPS Tracking  DynamicDNS  GPS/NMEA Repeater  Voice PX  SNMP _ Network Shares

Settings I.Isers Pass-through MAC  Pincodes CDRs  Teals

Users

Use this section to create pincodes based on login information (username and password). Generally, this kind of controlled internet access is for the Captain and select crew members who need
conkinuing intermet access over a long peried of time,

Username Password Quota Reset Speed Idle Ti t(s) i Description

|| Mare 3 Hever ) (Ful ) Eysiem D

15l Save uJ.Saue & Apply

NOTE: By default, there is one Captive Portal user that is not visible in the Ul. It is username=admin,
password=webxaccess. It is recommended that you change the password for this admin user. See Chapter
5.1.4.1.
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+ Username: A unique character string that this user will enter at log in.

« Password: A character string that the user will enter at log in. The Password must be different from the
username.

+ Quota: You can restrict the username to a specific amount of data transferred. The default is no restriction. To
set a maximum, use the drop-down menu. When you set a maximum, the user has Internet access until the
maximum is reached. When the maximum is reached the user will be disconnected from the Internet.

+ Reset: The Quota assigned to a Username can be configured to reset periodically (daily, weekly, monthly)
using the drop-down menu. When a reset period is selected, the Quota will renew automatically at the start of
the new reset period.

«  Speed: Set the maximum bandwidth allowed for this user.

NOTE: Maximum speed is dependent upon the speed of the satellite device/service.

« Idle Timeout(s): Expressed in seconds, enter the idle timeout period to change it from the default. At the end
of the idle period, the user will be logged out if no traffic has been detected during the period. The default
period is configured at installation and can be found in Services > Crew Internet Access > Settings > Advanced
Settings.

« Session Timeout(s): Expressed in seconds, enter the session timeout period to change it from the default.

At the end of the timeout period the user will be logged out of the session. The default period is configured at
installation and can be found in Services > Crew Internet Access > Settings > Advanced Settings.

«  Description: Optional - Enter a short description of the account.

Click <Save> to enter more users or click <Save & Apply> when all users are entered. Wait for the message
“Configuration Applied”.

5.1.2.2. Pass-Through MAC
Requires ‘superadmin’ login.

Allow specific devices on the local network to immediately access the Captive Portal without having to log in, by
adding the MAC address of the device. (Not Recommended)

Services || Status

_. Crew Internet Access | Web Compression and Fitering  RedPort Emal  Remote Access  SMS  GPS Tracking  Dynamic DNS  GPS/NMEA Repeater  Voice PBX  SNMP  Network Shares.
Saujrpgs Users | Pass-through MAC | Pincodess CDEs  Tools

Pass-through MAC

Aoding MAC addresses to the pass-through fist allows them access through the captive portal automatically without authentication. The device may need to be repowerad or have its DHCP |easa
renewed after assigning It 2 static IP address. Note that pass through MAC address will be disconnected after the captive portal timeout period and become inoperable, Best practice has setting long
timeouts for these devices.

Connected Devices

IMAC IP Addrass

F4-90-EA-10-10-92 10.1.5.3
10-DD-B1-AZ-AD-6C 10.0.6.2

White Listed Devices

Note: [t takes a few seconds to reasign a static [P address. Refresh the page to see updated values.

MAC IP Address Quota Reset Speed Idle Ti t(s) Sessi i E Description

This section contains no values yet

@_Save @Sa\'e & Appy
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RedPor

See Chapter 5.1.2.3 for Quota, Reset, Speed and Timeout descriptions.

5.1.2.3. PIN-Codes
Available to both ‘admin’ and ‘superadmin’ login.

Generate PIN-Codes to limit Internet access. Sell them or give them to transient crew, passengers, or visitors.
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Services Statistics

| Crew Internet Access |

.Wg.h Compression and Filtering  RedPert Email  Remote Access  SMS  GPSTracking  Dynamic DNS  GPS/NMEA Repeater  Vpice PEX  SNMP  Network Shares

Settirgs  Users  Pass-through MAC  Pincodes = CDRs  Todls

Pincodes

Generate captive portal pincodes.

Number of Pincodes fio |

Prefix 1232 |
@ number to be prepended to pincodes.

Quota ( None 4

12 Pincodes will allow users on the internet until their quata is exhausted.

[Neu'ar :]

( Never 4

2 Pincodes will unconditiona y expire this time period after creation (i.e. drop dead date). This setting fakes
(& Pincodes wil ditionall this ti d aft tion (i.e. drop dead date). This sefting tak
precedence over the "Reset" period.

Speed (Ful 0|

Start Time (Unrestricted ¢
@ Limit a data session from start through end time. Times are in the router's local timezone,

Stop Time [ Unrestricted #J
(@) Limit & data session fram start through end time. Times are in the router's local timezone.

Pincades [create
(@ Create Pincodes.

Enter Filename fpincodes-2018-02-25 csv

Download [E)Downlead
(@ Download & CSV file containing pincodes.

[To create pincodes for controlled Internet access:

- Sglect pincode parametars (quota, reset interval, and speed).
- Push 'Creata’ to create pincodes.

- Push ‘Download' to downloags CSY formatted spreadshest,

Description of Parameters:
- Number of Pincodes : Specifies the number of unique pincodes to generate with the same Quota, Reset period, anc Spaed.

- Prefix : An arbitrary fext to add to the pincode number. This might be helpful for tracking pincada inventory,
- Quota : size in Mb of the pincode. The user will be able to use their pincode for internet or email access
until the total rumber of Mb sent/received exceeds this value, Once that threshold is met, the user
will be logged out and no longer able to access internet/email. If thare is a reset pariod on the
pincode, the user will o2 able to log back in using the same pincode ance the reset period is reached.
- Reset : Reset peried for pincode. This allows for a specifiec renewal time for the pincode to become active
again. If a pincode as a reset period of 'None' the pincode will not renew when it expires {this would
be a one-time pincodal.

- Expire : Drop dead date for pincode. Pincodes will unconditionaly expire the selected period after creation,
Tne drop dead date 1akes presedence over the "Reset” period.

- Speed : Maximum bandwidth consumed by the user.

- Stary/Stop Time: Specifies time slot for which a pincode user is allowed access to the Internet

+ Number of Pincodes: Enter the quantity of pincodes that will have the same configuration/restrictions, up to
the maximum of 100 pincodes can be created in a batch.
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Prefix: This can be useful for tracking pincode inventory. Enter up to a five-digit number that will be added to
the pincode.

Quota: You can restrict a pincode to a specific amount of data transferred. The default is no restriction. To

set a maximum, use the drop-down menu. When you set a maximum, the user has Internet access until the
maximum is reached. When the maximum is reached the pincode will stop working.

Reset: The pincode can be configured to reset periodically (daily, weekly, monthly) using the drop-down menu.
When a reset period is selected, the pincode configuration will renew automatically at the start of the new reset
period. For example, if a pincode has a quota of 10Mb of data and the reset period is set to daily, that user

will be allowed to transfer a maximum of 10Mb of data each day. Once the maximum data transfer of 10Mb is
achieved the pincode will temporarily stop working until the start of the next period. If the Reset period is set to
Never, once the maximum quota is achieved the pincode expires and it cannot be renewed.

Speed: Set the maximum bandwidth allowed for this pincode.

NOTE: maximum speed is dependent upon the speed of the satellite device/service.

Start Time: Use Start Time in conjunction with Stop Time to limit the time of day a pincode can be used.
Select a Start Time from the drop-down menu.

NOTE: A Stop Time must also be selected.

Stop Time: Use Stop Time in conjunction with Start Time to limit the time of day a pincode can be used.
Select a Stop Time from the drop-down menu.

NOTE: A Start Time must also be selected.

Pincodes: When all the parameters of the pincode are selected in the fields above, click <Create> to generate
the pincodes. The list of pincodes will display in the text window.

Number of pincodes: 10
Quota: none bytes
Reset interval: Never
Expire: never

Speed: Full

4086782-0184
BO66715-8954
1968416-0520
4031340-7508
3197847-4155

1510602-2117

Enter Filename: Use in conjunction with Download to create a .csv file as the new pincodes are generated.

Enter a name for the .csv file.
Download: Use in conjunction with Enter Filename to create a .csv file as the new pincodes are generated.
Click <Download> and Save the file to the computer. Open the .csv file to see the pincodes.

5.1.3. CDRs (Call Data Records)

Available to both ‘admin’ and ‘superadmin’ login.

Call Data Records (CDRs) are usage logs. They are the accounting for the Captive Portal system. Usage quotas,
time restrictions and resets all use the CDRs. Anyone that logs into the Captive Portal will have a CDR. They can
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be generated for any PIN-Code or any username or any MAC address.

Services || Status

_E"Crew-llrlaélern-e;;n:essi Weh Quppqnandﬁhnnag_ RedPort Emal  Remote Access  SMS  GPS Tracking Dyrmmk: DNS  GPS/NMEA Repeater Voica PBX  SNMP  Nebwork Shares

CDRs

Ussrs  Pass-through MAC  Pincodes | €DRs | Tools

Generate CDRs (Call Data Records, or the reports for internet usage) for users and pincodes.

Submit

Username or Pincode [ |

. Reporting Period (il 8

2l Enter "All" to for a complatz list of all CORs. Note this could take some time to complete on systems with many
pincodes.

3 submit

Username or Pincode: Enter the username or pincode for the CDR you want to view, download or remove.
Reporting Period: Select the period from the drop-down menu.

Submit: Select this to view the log for the username or pincode entered above.

Enter Filename: Use in conjunction with Download to create a .csv file of the CDR. Enter a name for the .csv
file.

Download CSV: Use in conjunction with Enter Filename to create a .csv file of the CDR. Click <Download>
and Save the file to the computer. Open the .csv file to see the CDR.

Remove CDRs: Click <Remove> to delete the CDRs for the username or pincode.

5.1.4. Tools

Requires ‘superadmin’ login.

This section can be used to change the Admin password for the Captive Portal and for Captive Portal clean up.
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| Crew intrnetnc:;ss i Web Compression and Filtering  RedPort Email  Remate Access  SMS  GPS Tracking  Dynamic DNS  GPS/NMEA Repsater  Voice PBX  SNMP  Metwerk Shares

_Sdﬁn_g_s Users Passfthmghm Pincodes  (DRs | Tools

Tools

Admin password [P

|8

& Enter new admin password and then press Set Password below.

[3et Password

Reset database to factory defaults _‘:E;“Res_et Da
@ Deletes all pincodes and CDRs but keeps the users.

Purge expired pincodes @Purgeexpired pincodes
@ Purge &ll expired pincodes from the system.,

Purge unused pincodes * |Purce unused pincodes
@ Purge &ll unused pincadas from the system.

Manage pincodes ZManage pincodes

Sesslon Status

Status, time, and dete usage for currently active sessions,

Username Status Mac Address IP Address Session Time Idle Time Data In(b) Data Out{b)

dnat F4-90-EA-10-10-92 10,153 Q ]
dnat 10-DD-B1-A2-AD-6C 10.1.5.2 0 ]

5.1.4.1. Admin password
This can be used to change the admin password for the Captive Portal. This is NOT the admin password to the
router itself. By default, the Captive Portal login is: username=admin, password=webxaccess. You will notice that it
happens to be the same as the admin password for the router. Best Practice: Create a new password here for the
Captive Portal ‘admin’ login.
To change the password, enter the new password in the text box and click <Set Password>.

5.1.4.2. Reset Database to Factory Defaults
This wipes out the entire pincode database including CDRs.
CAUTION: This action CANNOT be undone.

5.1.4.3. Purge Expired PIN-Codes
Over time, as the database builds, you may want to purge expired PIN-Codes to free up space.

5.1.4.4. Purge Unused PIN-Codes

Use this to purge unused PIN-Codes from the system.

5.1.4.5. Manage PIN-Codes

This will show a summary of all the PIN-Codes, all the usernames, and all the MAC addresses that are active in the
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Home l Services I Status l Systern l VPN l Tietwork I Users l Statistics

; Crew Internet Access

Manage Pincodes
Select All Pincodes [Elseect
Un-Select All Pincodas [Elun-salact

Remove CDRs # |Reset
(@ Deleta CDRs for selectad pincadas

Delete All Selected ZiDaleta

Enter Filename [ins-2018-02-25.c0v

Download CSV & Downlpad

Pincode Spaad Quaoka Expire Time Range Usage(b) Tima(s) Reszet Deleta Edit

test 128 kbps 10485750 never unrestricted il nil % Reset Bpeete it

jasan ppen none newver unrestricted 135267821 4806 30| # Roceat Eipeiete [Eedit
C8-E0-EB-53-98-9E open none never unrestricted nil nil (] # Rezet @ Delete ([Zedit
CB-EQ-EB-53-98-9D open none never urrestricted 17384617 17071 (] # |Reser @ petete [Eedi
CB-E0-EB-53-98-1A 16 kbps neVEr unrestricted nil nil I * Reset @ Delete |2)edit
9295491-7428 open never unrestricted nil nil (] * Reset & Delete ([Sedit!
BO9G6715-8954 ppen never unrestricted nil il & '#/Reset & Delete [Eledi
6632431-14E5 open MEVEF unrestricted nil nil [l # Reset Epelete [t
5840211-0527 open never unrestricted nil nil [ | Racet Bipgete |edi
4860980-5534 open never unrestricted nil nil (] # Rezet EiDclete (Sedi
4T9BIE4-BHT1 open never unrestricted nil nil # Reset @ Detete [EEai
4472760-7312 open never unrestricted nil ] # Reset @ Delete (E)edit
4461521-7673 open never unrestricted nil [ % Reset & Delete |HEqit
429B399-3349 open never unrestricted nil 3 EiDeete [Eledit
4130505-3303 open never unrestricted nil 1 i Eipeicte |Eedi
A0B6780-0184 open never unrestricted i nil T % Reset Eipetete |Eegi
4031340-7609 open never unrestricted i nil 1 # Reset @ Detete (Eedit
3475663-4940 open never unrestricted nil [ % Reset & Delete [BlEdit
3235248-4060 open never unrestricted il I % Reset & Delete | EEdit
3197847-4155 open never unrestricted nil T % Reset & pelete [ElEdit
3156068-7854 open never unrestricted nil % Feset @ petete [lEait
2788226-1302 open never unrestrictad nil ? # Racet Eipeiete (Eedit
2567907-4657 open never unrestricted i nil : # |Reset @ pelete (EEdit
196B416-0520 open never unrestricted i nil 3 % |Reset & Detete ([EEdi
1510602-2117 open never unrestricted i nil 2 * |Reset @ Delete [=)Edic

Using the top section of this screen you can:

+ Remove CDRs for one or more ‘PIN-Codes’.
«  Delete one or more ‘PIN-Codes’.

«  Download the table to a .csv file.

In addition, using the buttons in the PIN-Codes table, you can:
+  Reset the Quota of an individual PIN-Code.

« Delete the PIN-Code from the system, including the CDRs.
«  Edit the parameters of the PIN-Code.
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Horme I Services I Stetus l System l VPN l TieLwork I Users I Slatistics
| Grew Inkornet Access | Vich Compression ard Fllering _ RedPort Emal _ Remots Access  SMS_ GPSTracking  DynamicDNS  GPS/NMEA Repeater

FEL LT T

Pincode Editor

Pincode B966715-8954
Quota [(None ]

@ Pincode will allow usar en the internet until their queota is exhaustad.

Reset [Never 4)

Expire LNevar 8

@ Pincode wil unconditionally expire this time period after save (l.e. drop dead cate). This setting takes precedence
over the "Reset" period.

Speed [ Full

srart Time %;lnmstrictad ‘:]
) Limit a data session from start through end time. Times are in the router's local timezone.

Stop Time [(Unrestricted 5

(@ Limit a data session from start through end time. Times are in the router's local timezone.

Save Changes [Esave

In the example above, we have elected to edit the PIN-Code 8966715-8954. See Chapter 5.1.2.3 for information
on PIN-Code parameters.

5.2. Web Compression and Filtering

This section is used to:

+ Configure filters for the internal proxy server when compression is not enabled.
+ Enable compression so that traffic is passed to the upstream proxy server.

+ Configure filters for the proxy server (internal or upstream).

+ View traffic logs.

5.2.1. Settings

Requires ‘superadmin’ login.
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Home I Services I Slatus l System l VPN l Nebwork I Users I Statistics
Grow Intemat Access | Wab Comprassion and Filtering | RedPort Emal, _ RemoteAccoss  SMS  CPSTracking  DyremicDNS  GPS/NMEA Repester  VoicePBX.  SNMP  Network Shares
| Settings | Content Filtering _ Cache Management  Traffic Management  Access Contml  Logs  Help

Web Filtering and Compression Proxy Settings

Enable and configure web compression and filtering features.

Compression

Enable compression I8l Web compression will, on average, decrease overall bandwidth usage by a factor of 3-5X while simultaneously
increasing overall speed. Don't yet have the incredible girtime savings and optimization of web compression? Contact
your dealer for additional information. They can set you up with an account username and password to enable
compression for this device.

Username Entar_Cor

Password [@Ent

Compression Level

Primary Server xweb.gmn-usa.com

Secondary Server wweb2.gmn-usa.com

(
[
[
(

Service Type Failover

Bypass Regex Domain [ ]
@ Bypass compression for listed sites. Enter host regular expression to match. e.g. *.google.com” to bypass any
domain containing .gocgle.com. See "Domain Syntax" under Help tab for additicnal infarmation.

(Save [dl5ave & Apply

5.2.1.1. Compression
Requires ‘superadmin’ login.

By default, the router is shipped with web compression Disabled. Web compression is a premium service that
carries an additional charge. Contact your service provider for details and pricing.

- Enable Compression: If you have purchased Shared Web Compression service, click the checkbox to Enable
compression. The page will expand, see With Compression Enabled below.

» Username: Enter the Username given to you by your service provider. This username is specific to the
compression service.

+ Password: Enter the Password given to you by your service provider. This password is specific to the
compression service.

+ Bypass Regex Domain: This is the ‘whitelist’ of sites that should not be compressed. To add a site, select the
Add Icon. Proper syntax must be used to successfully bypass compression. See the Help tab for guidance and
examples of using regular expressions.

With Compression Enabled, the page expands to reveal Proxy Authentication by Client, Server, and Compression
Level.
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Home I Services I Slatus l System l VPN l Nebwork I Users I Statistics
Grow Intemat Access | Wab Comprassion and Filtering | RedPort Emal, _ RemoteAccoss  SMS  CPSTracking  DyremicDNS  GPS/NMEA Repester  VoicePBX.  SNMP  Network Shares
| Settings | Content Filtering _ Cache Management  Traffic Management  Access Contml  Logs  Help

Web Filtering and Compression Proxy Settings

Enable and configure web compression and filtering features.

Compression

Enable compression 1@ Web compression will, on average, decrease overall bandwidth usage by a factor of 3-5X while simultaneously
increasing overall speed. Don't yet have the incredible girtime savings and optimization of web compression? Contact
your dealer for additional information. They can set you up with an account username and password to enable
compression for this device.

Username Entar_Cor

Password [@Ent

Compression Level

Primary Server xweb.gmn-usa.com

Secondary Server wweb2.gmn-usa.com

(
[
[
(

Service Type Failover

Bypass Regex Domain [ ]
@ Bypass compression for listed sites. Enter host regular expression to match. e.g. *.google.com” to bypass any
domain containing .gocgle.com. See "Domain Syntax" under Help tab for additicnal infarmation.

(Save [dl5ave & Apply

+  Proxy Authentication by Client: By default, this is unchecked as it does not work with the Captive Portal
enabled. In this state, unchecked, the upstream proxy server will log in on your behalf. If this is checked, then
the authentication happens at the user end, which means that when a user goes to any website they will be
prompted for a username and password.

+ Server: Do not change this unless instructed to do so by your service provider.
+ Compression Level: Set the level of compression that meets your needs. Those on entry level airtime plans
should select “Maximum”. Those on high data plans may prefer “Standard” or “Minimum”.

5.2.1.2. General Settings
Requires ‘superadmin’ login.
These are the general settings for the internal proxy service when the Captive Portal is Disabled.

Since the Captive Portal is enabled by default, there is no need to change anything on this page. In fact, if the
Captive Portal is enabled, the features on this page will automatically be disabled to prevent conflicts.

You can still use the internal proxy server and enable transparent proxy to redirect all http traffic for filtering.
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Services Status M System Statistics
Crey Intermet Access | Web Compression and Filtering | Redfort Emall  RemotaAccess  SMS  GPS Tracking  DynemicDNS  GPS/NMEA Repeater  Vaice PEX SNMP  Network Shares
| CententFiltering  Cache Management  Traffic Management  Access Control  Lags  Help

" | Settings

Web Filtering and Compression Proxy Settings

Enable and configure web compression and filtering features.

General Settings

Enable Web Proxy (@) Enable/Disable web proxy se~vice.

Transparent Proxy [T @ Enahle transparent proxy. i.e. transparently redirect HTTP web traffic to the web proxy for filtering and/or
compression without having to modify the end user's browser settings.
Caution: Enabling transparent mode requires opening TCP ports 53 (DNS), 8D (HTTP), and 443 (HTTPS) which can (will)
resultin high traffic usage.
Nete: This made is not compatible with the captive portal. The captive portal, if enabled, will disable this feature
automatically to prevent conflicts,

Visible Hostname %’Um'w’ ]
Disglayed in proxy error messages to end user.

(D5ave save & Apply

5.2.1.3. Advanced Settings
Requires ‘superadmin’ login.
Under normal operating conditions there is little to change here. See the next page for possible exceptions.

_ Crew Internet A Dynamic DNS _ GPS/NMEA Reprater  Voice PBX,  SNMP  Neiwork Shares
| Settings | Contant Fitering _ Cache Management _ Traffic Management

Web Filtering and Compression Proxy Settings

Enable and configure web compression and filtering featuras.

Advanced

Listen address E_ 128 |
18 Bind proxy to interface IP address and port number using [ipaddress:port] formatting. Omit IP address to bind to all
interfaces.

Listen interfaces @ lan(br-lan) - 192.168.10.1
[~ biz{eth3) - 192,168,111
110,151

@ Bird proxy to the following interfaces

Log rotation ([(weeky )
=] Log rotation schedule.

Rotate now [DlRotate

Purge cache [ElPurge|
1@ Purge and rebuild cache

@Sava @Save & Apply

Some items of interest include:

+ Default Filtering Scheme: This setting affects the amount of content filtering that is applied to a website by
removing elements before presenting it to the end user. It determines the amount of filtering to be done to the
page. “Light” has the least impact and is not recommended for those on low data airtime plans. “Aggressive”
has the most impact and is suggested for the best bandwidth utilization. The Aggressive setting blocks
YouTube, flash, etc.

+ Debug Level: The settings here determine what will show on the Web Compression and Filtering ‘Log’ page.
Adding the debug level of “1”, all URLs will be logged and will appear on the Log page, one line per URL.

CAUTION: Utilization of debug level 1 is not recommended for normal operation. The Log files are kept in RAM
and with debug level 1 activated you run the risk of RAM filling up, the Swap Partition filling up and the router may
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crash.

BEST PRACTICE: Activate debug level 1 for testing that your setup is working as you intend, i.e. the proxy server
working as expected, whitelists and blacklists are working. Deactivate debug level 1 when testing is complete.

5.2.2. Filters (Content Filtering through Diladele)
Requires ‘superadmin’ login.

By default, you have control over what sites are ALLOWED (whitelist) and what sites are BLOCKED (blacklist) and
some control over content filtering without having compression enabled. See next page for details.

Increased Content Filtering is available through a Third-party company, Diladele. This robust pay service provides:
«  Web filtering for HTTP and HTTPS traffic.

+  Prevention of access to various categories of sites.

+  Blockage of explicit content.

+  Removal of advertisements.

+  Control of downloads.

+  Monitoring of traffic.

«  Creation of activity reports.

Navigate to <Services> tab, then to <Web Compression and Filtering> tab, then to <Content Filtering>.

Services Users @ Statistics

Crow Intemet Access | Web Comprassion and Filtering | RedPort Email  Remote Access  SMS  OPS Tracking  Dynamic DNS  GPS/NMEA Repester  Voice PBX  SNMP.  Nebwark Shares

Setfings | Content Filtering | Cache M; nent  Traffic Management  Access Control  Legs  Help

Web Content Filtering and Logging

Block illegal and potentially malicious file downloads, remove annoying advertisements, prevent access Lo various categories of web sites and block resources with explicit content.

Features:
Filter SSL Encrypted HTTPS Web Traffic
Filter Groups of Users Based on Microsoft Active Diractory
Block Pormography and Explicit (Adult) Contents
Block File Downloads
Control Web Usage by Categories
Remove Annoying Web Ads
Protect Cnline Privacy

Enable 12 Enable content filtering

Configure _[j]Conﬁgum Content Filtering
2] Setup blocking by category, usage reperting, and much more.

Update |l Download Now
12 Update categories, malware, and ad site datzbase. Note that the update requires connectivity to the Internet,

Caution: Dewnload size is approximately B0MB which may impact yeur airtime billing.

Automatic Update [(never 3)

=] Automatically schedule categery, malware, and ad site database. Note that the update requires connectivity to the
Internet.

Caution: Dewnload size is appreximately 80MB which may impact yeur airtime billing.

I@Save [ Save & Apply

Obtain license from RedPort authorized dealers.
Click “Enable content filtering”.

Click “Configure Content Filtering”.
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Enter Diladele login and password supplied by RedPort authorized dealer.
5.2.3. Cache Management
Requires ‘superadmin’ login.

System Statistics
Crew Intemet Access =~ Web Compression and Filtering | RedPort Email  Remote Access  SMS  GPS Tracking  Dynamic DNS ~ GPS/NMEA Repeater  Voice PBX  SNMP  Network Shares

Settings  Content Flltering ~ Cache Management Logs  Help

Cache Management

Hard disk cache size

il Amount of disk space {in megabytes) to use for web cache.

Hard disk cache system (auts )
&) Specify the kind of storage system to use,

ufs is the old well-known Squid storage format that has always been there.
aufs uses POSIX-threads to avoid blocking the main Sguid process on disk-1/0, (Formerly known as async-io,)
diskd uses a separate process to avoid blocking the main Squid process on disk-1/0.

null Does not use any storage. Ideal for embedded systems.

Memory cache size fize |
() This is the amount of physical RAM (in megabytes) to be used for negative cache and in-transit cbjects. This value should
not exceed mare than 50% of the installed RAM. The minimum value is 1MB.,

Minimum object size b ]
il Objects smaller than the size specified (in kilobytes) will not be saved on disk. The default value is 0, meaning there is no
mminimum.

Maximum object size [1048576 ]
&) Objects larger than the size specified (in kilobytes) will not be saved on disk. If you wish o Increase speed more than you
want to save bandwidth, this should be set to a low value.

Level 1 subdirectorie (18 )
! Each level-1 directory contains 256 subdirectories, so a value of 256 level-1 directories will use & total of 65536 directaries
for the hard disk cache. This will significantty slow down the startup process of the prexy service, but can speed up the caching
under certain conditions.
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Memory replacement policy Heap GDSF ]

The memory replacement pelicy determines which objects are purged from memory when space is needed. The default
policy for memary replacement is GOSF.

LRU: Last Recently Used Policy - The LRU poficies keep recently referenced objects. |.e., it replaces the object that has not
been accessed for the longest time,

Heap GDSF: Greedy-Dual Size Frequency - The Heap GDSF policy optimizes object-hit rate by keeping smaller, popular
objects In cache. It achieves a lower byte hit rate than LFUDA though, since It evicts larger {possibly popular) objects.

Heap LFUDA: Least Frequently Used with Dynamic Aging - The Heap LFUDA policy keeps popular objects in cache
regardless of their size and thus optimizes byte hit rate at the expense of hit rate since one large, popular object will prevent
many smaller, slightly less popular objects from being cached.

Heap LRU: Last Recently Used - Warks like LRU, but uses a heap instead.

Mote: If using the LFUDA replacement palicy, the value of Maximum Object Size should be increased above Its default of 12KB
to maximize the potential byte hit rate improvement of LFUDA.

Cache replacement policy [(Heap LFUDA (31
1) The cache replacement policy decides which objects will remain in cache and which objects are replaced to create space for
the new objects. The default policy for cache replacement is LFUDA. Please see the type descriptions specified in the memery
replacement policy for additional detail.

Low-water-mark in % £ |
1) Cache replacement begins when the swap usage is above the low-low-water mark and attempts to maintain utilisation near
the low-water-mark.

High-water-mark in % las
@ as swap utilisation gets close to the high-water-mark object eviction becomes more aggressive.

Enable offline mode {1 i Use off-line content and den't try to validate cached objects. The offiine mode gives access to more cached information
than the proposed feature would allow (stale cached versions, where the arigin server should have been contacted).

Do not cache [ 1]
I} Enter each domain or IP address on 2 new line that should never be cached.

& Reset save [JSave & Apply

Powered by RedPort (Copyright © Global Marine Networks, LLC 2015 - All Rights Reserved)
5.2.4. Traffic Management
Requires ‘superadmin’ login.

The <Traffic Management> tab is available when “Content Filtering” is not enabled.

Home I Services I Status l Systermn l VPN l NeLwork I Users I Statistics

(Contant Fltering  Cache Management | Traffic Management | A

Crew Intamet Aczéss | Wels Compression and Filtering |_RadPort Email  RemoteAccess  SMS  GPS Tracking  DynemicDNS  GPS/NMEA Repester  VeicaPBX  SNMP  Netwark Shares

Traffic Management

Maximum download size b |
[E Limit the maximum total download size to the size specified here (in kilobytes), Set to 0 to disable.

Maximum upload size b B
(& Limit the maximum tatal upload size to the size specified here [in kilabytes), Set to 0 to disable.

Overall bandwidth thrattling - |

i@ This value specfies fin kilobytes per second) the bandwidth throttle for downloads. Users will gradually have their
download speed increased according to this value, Set to 0 to disable bandwidth threttling.

Per-host throttling % |
2l This value specifies [in kilobytes per second) the download throttling per host. Set ke 0 to disable this.

Throttle only specific extensions | ) Check this to enable throttling by extension type. Leave unchecked to throttle all downloads/upleads by host or
network.

Flnish transfer It less than X K8 remaining B ]
1@ Retrieval will be completed if the browser connection is dosed and the transfer has less than X kilobytes remaining.
Set to 0 to abort the transfer immediately.

Abort transfer I maore than X KB remaining b ]
12 Retrieval will be aborted if browser connection is closed and the transfer has more than X kilobytes remaining. Set to
0 to abort the transfer iImmediately.

Finish transfer if more than ¥ % finished N ]
1D Retsieval will be completed il browser connection is closed and the transfer has less than X % remaining. Setto O to
ebort the transfer immediately.

(Gisave. [O]Save & Apply

Traffic Management allows you to oversee:
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+  Maximum download and upload sizes.
+  Throttling parameters.
+ Transfer restrictions.

5.2.5. Access Control
Requires ‘superadmin’ login.

The <Access Control> tab is available when “Content Filtering” is not enabled.

Home l Services I Stotus I S'f_s.h:_m I V‘FM I Nnhfv_ol‘k I Users I EI.:_ntisI:!_cs_ - Logout
Crew Infemet Access | Web Compression and Filtering | RedPort Fmail  Remote Access  SMS . (GPS Tracking | Dynamic DS GRS/NMEA Reoeater  Voice PBX.  SNMP._ Network Shares
Settings _ Cortent Filtering_ Cache Management _ Traffic Management. | Access Control | Logs _Help.

Access Control Filters

Unrestricted IPs [ il
12 Enter source [P address that are to have unrestricted access to proxy server.

Bannad nost addresses [ hel
IE) Enter source [P address that are nct allowed to use the proxy server.

Whitelist [ ]
(@ Enter destination domains that wiil be accessable to the users that are zllowed to use the proxy. You also can use
regular expressions.

Blacklist [ i

IEl Enter destination domains that will be blocked [such as ".windowsupdate.micresoft.com” or ".update.") to the users
that are allowed to use the proxy. You alsc can use regular expressions,

Custorn Cptions pefresn_pattern guru.avg.com/™,.(0in) 4320 100% 43200 reload-into-ims

pelresn_patern wir cate.com/, 4320 100% 43200 reload-into-ims
Fefresh_pattern dewn'oad.microsoftcom/®|.(cab|exe) 4320 100% 43200 reload-into-ims
pofresh_pattorn au.d o ad wi i com|*\.(cablexe) 4320 100% 43200 reload-into-ims

4

& vou can put your own custom options here, separated by newlines, They'll be added 1o the configuration. They need
to be squid.conf netive options, otherwise squid will NOT work.

£ Save [0Save & Appy

5.2.6. Logs
Requires ‘superadmin’ login.
The Log shows activity on the router. How much activity is logged is determined by the entry in Web Compression

and Filtering > Settings > Advanced > Debug Level. Descriptions of debug levels can be found in the Help tab (See
Chapter 5.2.7).

MNekwork Statistics

Settings _ Content Fitering _ Cache Management _ Traffic Management _ Access Cantrol | Logs | Help

Log page

Cache jog |

Cl2ar lng entry [Ectear|

Download log [Z/Download

2018/02/25 18:54:18| stareDirwWriteCleanLogs: Starting...
2018/02/25 18:54:18| Finished. Wrete 2166 entries.

2018/02/25 18:54:18| Took 0.00 ds (146747267 entries/sec)
2018/02/25 18:54:18] logfi dasmon:varflog/equidy: !
2018/02/25 18:54:118] logfi acasman:fvar/io e
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Log files are kept in RAM and are rotated weekly, by default. You can change the Log Rotation schedule in Web
Compression and Filtering > Settings > Advanced > Log Rotation.

Log files can be downloaded to a .csv file if history must be maintained.
5.2.7. Help
Requires ‘superadmin’ login.

For your convenience the Help page includes a link to the RedPort Global website.

Home I Services I Status l System l VPN l Nl:ty\jurk I Users I Sl;ut'skiq
Crew Intemet Access | Webb Compression and Filtering |_RedPort Emall _ Remote Access  SMS. GPSTracking  DynamicDNS _ GPS/NMEA Repeater  Voice PBX. Network Shares
Settings  ContertFiltering  Cache Management  Traffic Management  Access Control  Logs  Help |

tation

15 A detailed description all proxy options and settings may be found at www.redportalcbal.com

5.3. RedPort Email
Requires ‘superadmin’ login.
This is a full-featured Crew solution that runs on the router. RedPort email is designed specifically for use over

satellite connections. It uses block compression, mid-file restart, BigMail quarantine and more to maximize data
transfers.

Home I Services I Status l System l VPN l Netwark I Users I Statistics
_.Lrew Internet Access.  Wieb Compression and Filtering, | RedPort Email | Remote Access  SMS,  GPSTracdng  DynamicDNS  GRS/NMEA Repeatar  Vojce PBX  SNMP  Netwark Shares
|| General | Connectiar BigMail_ Logs

General Settings

Rediract to wabmail Q]_nndimct

@ Uzers can access webmail by using http://10.1.5 1/webmail

POP Server Address:Port
@ 10.15.1:110

SMTP Server Address: Port, Connection Security:None, Authentication:None
@ 1015115

General Settings

Erable email server

Main identity userid Enter Main_identity UserD_tere ]
@ A main identity must be configured te use the mail system. Contact your provider for a main identity username and
password.

[EPEntar M= | &

3

Main identity password

Domain Fedoortglobal.com

(&) Default email domain,

Update interval(min) B0
| send/Receive email to/from server at this interval in minutes.

Send and Receive mall concurrently 12} A duplex channzl allowing email to be sent and received at the same time will be created if this optien is selected.

12 Reset [Z)Save  [0|Save & Apply
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Once enabled, the onsite administrator can manage email for the entire crew. The users can log in to a webmail
program to view their email, so they do not need special software on their computer or device. The Optimizer
Enterprise is a POP and SMTP server as well, so users can access email using their preferred email client instead
of webmail access, if desired.

Contact your service provider for details and pricing.

The onsite administrator using the ‘admin’ login to the user interface does not have access to the RedPort Email
Settings.

5.3.1. Enable and Configure RedPort Email
Requires ‘superadmin’ login.

In the RedPort Email General Settings:

General Settings

Enable email server a

Main identity userid Enter et :
& A main identity must be configured to use the mail system. Contact your provider for a main identity usermame
and password.

Main identity password [PEnte ntity_Pa e

Domain fedportgiobal.com

(&) Default email domain.

Update interval(min) Eo
{2 Send/Receive email to/from server at this interval in minutes.

Send and Receive mail concurrently @ a duplex channel allowing email to be sent and received at the same time will be created if this option is
selected.

1. Enable Email Server: Click the checkbox to enable email.

2. Main Identity Userid: Enter the username assigned to the Main Identity Primary Account for email, as given to
you by your service provider.

3. Main Identity Password: Enter the password assigned to the Main Identity Primary Account, as given to you by
your service provider.

4. Update Interval: This is how often (expressed in minutes) the mail program will automatically log in to the
satellite device to send any pending email and to receive any email pending. The default is set to 60 minutes but
can be modified to fit business needs. (See Appendix A of the RedPort Email Guide for information on email block
compression and its impact on Update intervals).

5. Click <Save>.
NOTE: Typically, the Main Identity is the onsite email administrator. The Main Identity must be a Primary Account.
There must be at least one primary account present on the system before sub/crew accounts can be created. See

Chapter 5.3.2 for more information regarding primary accounts.

6. Go to the Connection tab:
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Home I Services I Status l System l WP l Network I Users I Slatistics

Crew Intamt Access _ Web Compression and Fitering, | RedPort Email | Remoie Access  SMS  GPS Trcking DynamicDNS. GPS/NMEARapeater  Voice PBX  SNMP _Natwark Shares.

General | Connection | Filters  Primary Accounts  Crew Accaunts  File Transfer  Spocl  Tools  Bighail  Lags

Connection Settings

Gateway TCP/IP Port # (243 )

Primary XGate Sarver [ xgate.grn-usa.com __‘]

Network Connection Lustwork Connaction ]
18 select satelite connection method.

Dial Override = ]
&' Leave plank to use Interface defauit.

[P Device Password (= |E-}
@ 1P dialer device passward. Leave blank for default. Must have a value if the system password is changed.

IP Dial Override [ |
12 [PAddress:Port {where the port number is optional] of the satellite terminal to control. Leave blank to use default
gateway. Hint: Sheuld be left blank for most installaticns.

Leave Cpen (3 (@ Leave netwerk connection active when done.
Use if Open ~ @ use another connection if already open.
Override network timeouts [~ @ override default connection timeouts. Should not be required.

Persistent Connections [~ 1@ persist with connections until transfer compleles or num times,

(&iSave [LlSave & Apply

7. Click on <Network Connection> to open up the drop-down menu.

webXace Globalstar

webXacc Thuraya

webXace Iridium OpenPort
webXacc Isatphone

JRC Fieet Broadband

webXacc HNS BGAN

Explorer BGAN(100/110)
webXace MSAT USA

webXacc Iridium Direct Internet
Sabrel

Skipper FEB

Sailer Fleet Broadband
Iridium OpenPort

webXace MSAT CAN
Explorer BGAM(not 100/110)
HNS BGAN

8. Select the appropriate setting for your satellite connection method. This tells the router which satellite device
you are using and instructs the router to bring up the connection prior to attempting to send email. Otherwise, it
will attempt to send email before the connection is up and because it cannot open the socket to the server it will
fail due to a timeout error.

The router supports both Managed and Unmanaged connections for broadband terminals.
9. Click <Save & Apply> to apply the change.

For more comprehensive information about RedPort Email setup and use, please see the separate document,
Optimizer - RedPort Email Guide.

5.3.2. Primary Accounts
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Requires ‘superadmin’ login.

The Main Identity must be a Primary Account. There must be at least one primary account present on the system.
The username and password are assigned to you by your service provider.

Typically, there is only one Primary Account, however RedPort Email allows access to multiple primary accounts, if
needed. For example, a fleet manager that travels from vessel to vessel would have a primary account and would
need access to that account from each vessel in the fleet.

Primary accounts have access to email whether on or off the vessel as the account exists on the GMN/RedPort
mail servers.

Primary accounts also have access to Filters to customize settings to meet the account needs. These filters

include:
+  Mail Management including BigMail (See Chapters 6.0 and 8.0 of the Optimizer RedPort Email Guide for
details).

+ Inbound Mail Filter (See Chapter 7.0 of the Optimizer RedPort Email Guide for details).
«  Outbound Mail Filter (See Chapter 7.0 of the Optimizer RedPort Email Guide for details).

The Primary Account receives all Email system messages.

The email address of the primary account will be: username@redportglobal.com. See Appendix A of the RedPort
Email Guide for information on using a custom domain name for the email address.

NOTE: The Main Identity Primary Account is reserved for the Onsite Email Administrator. The Onsite Email
Administrator does NOT have a crew/sub account. With this arrangement, the Onsite Email Administrator will
receive the system messages that cannot be viewed via a crew/sub account.

Once the Primary Account is setup, the onsite administrator can setup and manage the sub/crew accounts.

Please see the Optimizer RedPort Email Guide for comprehensive information on the use of RedPort Email service.

5.4. Remote Access
Requires ‘superadmin’ login.

Used to permit Remote Access to the router Ul. Access permits technical support members the ability to log into
the router from the Internet.

NOTE: Do not set your OE remote Access Port to the presented port in this document’s example. The OE will
present you a port. Do not attempt to log in to the example remote login, it is just presented for your knowledge.

Home || nsD | services | status | System || ven || network || users || statistics

Crew Intarnet Accass  Web Compression and Filtering  RedPart Email | Remote Access _SMS  GPS Tracking. DynamicDNS  GPS/NMEA Repeater  Voice PBX  SNMP. Network Shares |

Remote Access

Options

Remcte access urls:
s http://remote.redportalobal.com:53636
= cch//remote.redportglobal.com: 53535

Enable Remate Access @ Open up a tunnel to remote.redporiglobal.com allowing remate access to the router and keep it running.

Access Fort Ee3s

@ Rezot :‘QQavs ._,_}'1|Save & Apply
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Remote login from the <Services> tab sets up a persistent access that will remain available until disabled.

Click “Enable Remote Access”. Remote access URLs will be presented. The URLs can be utilized by the customer
or passed to technical support members to allow access to the router.

Home | NS [| Services || status || system | ven || wetwork | users | statistics - Logout
Tosks | Traffic Rodting MWAN Overview

Welcome

Crew Internet Services - DISABLED

MEnablc Crew Internet

Email Access

Email access setlings and parameters:
® WEB - http://127.0.0.1/webmail
s POP-127.0.0.1:110
o SMTP- 127.0.0.1:25 with no connection or authentication security

(e to webmail

Email Management

|Zlcreate and manage crew email accourts

|ZRetrieve, delete, or drop large emails {BigMail) guarantined on the server

[E|Perform comman email tasks

|Elview emal Ings

System Status

| system status overview
|ZJReattime bandwidth usage over satellite link
S Histaric bandwidth usage over satelite link

@System message log

Local WiFi setup

SSID and Security [ wFisetup
(@ Change hotspot name and/or add security and set password

Remote Support

Remote access urls:
» hitp://remote.redpartglobal.com:53636
» sshiffremcte.redportglobal.com: 53635

(EJDisanle Remote Support
(@ Terminate remote support

[ Router passwaord

|[ZIReboot router

Optionally, temporary Remote Access can also be given through the <Home> tab.

This access will automatically be disabled when the router is rebooted. The access can also be disabled by
clicking <Disable Remote Support>.
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5.5. SMS Messaging

Requires ‘superadmin’ login.

If using a compatible satellite device, it is possible to send and receive SMS messages directly from the Optimizer
Enterprise router and to route incoming SMS messages to one or more smartphones connected to the local

wireless network.
5.5.1. SMS Settings
Requires ‘superadmin’ login.

Use Settings to enable and configure the SMS parameters.

Home I Services l Status I System I VPN I Netwark I Users I Statistics - Logout

GES{OMEN Rerienier
| Settings | M

sms parameters

(Mol EE ML Diatworie Siares,

configure the parameters for SMS

Enabled

interval in seconds between LOCAL send attempts k4o

number of days that messages stay in queue when receiving B

Satellite device [Ciridium

Check for received messages (in seconds) e

Configure extensions to receive SMS 2| Redirect

(& Reset

1. Click the checkbox to enable SMS.

2. Click the appropriate Satellite device from the drop-down menu.

iSavi
Sailor FBB

3. Click <Save & Apply>.
5.5.2. Configure SIP Extensions to Receive SMS Messages

Requires ‘superadmin’ login.

Esave [save & Apply

With SMS enabled, click <Redirect> (see SMS Settings screen above) to configure which extensions are to receive

incoming SMS messages.
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Home I NSD l Services I Status l System I VPN I Network I Users I Statistics _chout

 Crew [ntemet Access  Web Compresson and Filtering  RedPort Email  Remote Access  SMS ~ GPSTracking  DynamicDNS. ~ GPS/NMEA Repeater = Voice PBX | SNMP  Netwark Shares |
Settings =~ Extensions | Voicemail CDR  Logs  SatSIP Trunk  RedPort VoIP

Extensions

ANalog RI-11 Telephione i

Ring Payment Mode Extension Caller ID Description
Value larger than 200 Free text You may enter a description here for yaur reference

B [ prepaid 4 o [301 | captain analog fine ©
- SIP Extt

Ring 5M5 Payment Mode Extension Password Caller ID Description
Walue larger than 200 SIP extension password Frae text Y¥ou may enter a description here for your referance
201 Jizsa Jeo JEaptain line 1 ipelete

@ @ (prepad % |20z 224 oz |Erew line 1 1 |Delete
/]

postpaid 4 |[203 234 o3 |[Erew line 2 % |Delete

[(postpad % [20s 234 o4 |[Erew line 3 % |Delete

save (2 save & Apply

To enable an extension to receive SMS messages, use the checkbox in the SMS column. For more information on
configuring SIP Extensions See Chapter 5.5.

5.5.3. How to Send/Receive SMS Messages
To use a smartphone or tablet to send/receive SMS messages requires XGate Phone App installed on the
smartphone or tablet. The XGate Phone App can be found in Apple iTunes App Store for iOS devices and the
Google Play store for Android devices.

Using the smartphone or tablet Settings, connect to the Optimizer Enterprise wireless network ‘wxa-524-xxxx’.

100 2 3
4 5 6
7 8 9
* o #

Open the XGate Phone App. Click <Chat> to send a SMS message or to view a SMS message received.
Only one SMS message can be sent at a time. Standard SMS message rates apply.

Multi-user Voice and SMS is possible with the optional RedPort VoIP service. Contact your service provider for
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details.

5.5.4. SMS Management
Requires ‘superadmin’ login.

With SMS enabled you can send SMS messages directly from the Optimizer Enterprise user interface and you can
manage SMS messages that have been sent and received.

Vieb Compre

_Seftings | Management
Management

Create Message

Destination Phone Number

Enter your SIP extension

Message

Send Message [iZ] 5end Message
18 send the text message to the spacified number

Received M

Filename Message Date Respond

This section contains no values yet

Sent Messages

Filename Message Date

This soctian contains no values yet

Remove messages
Select all messages @select
Delete selected messages # |Delete Sclectad
Delete all sent messeges ¢ |Delete Al Sent
Delete all received messages % |Delete All Received

Delete all messages in local queus # |Delete All Queued

Using the <Select> checkbox you can specify which messages to delete or you can delete all messages.

5.6. GPS Tracking
Requires ‘superadmin’ login.

If you wish to have tracking service using your satellite device, the Optimizer offers GPS Tracking service powered
by GSatTrack or Tracking service via SMS message.

5.6.1. Tracking powered by RedPort with GSatTrack

Requires ‘superadmin’ login.
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Using a GPS-enabled satellite device, the Optimizer can be configured to submit position reports to a central
database for viewing on the tracking website.

This tracking service must be purchased separately. See your satellite service provider for details.

Home l Services ] Status l System I VPN I MNetwark I Users l Statistics - Logout

ester  Voice PEX  SNMP _ Network Shaces

| Tracking |

Tracking Parameters

Enable/disable tracking and set parameters. Standard airtime charges apply.

----- General Tracking Par s

Enable Tracking

Tracking Interval o ]
(@) Specify the tracking interval in minutes,

----- Tracking powered by RedPort

Please visit www.RedPortGlobal .com Far registration information

INMARSAT FleetBroadband

Iridium DpenPort/Pilot

INMARSAT Isatphone

VSAT or broadband satalite B (@) A valid NMEA/GPS feed is required. Tracking IMEL: 28913455999902.

Globalstar phane " {E) A valid NMEA/GPS feed is required.

king IMEI: 289134 02,

Iridium terminal/Aurora/MCG-101 T 1ED A valid NMEA/GPS feed is required.

----- Tracking via SM5S
Send GPS information o an email address using satellite provider's SMS service
INMARSAT Isatphone
Iridium terminalfAurora/MCG-101 I A valid NMEA/GPS feed is required.

Recipient Ermail Address Eser@cumaln.com

(2D Enter a valid email address. Also used for S05 messages.

Vessel name [ ]
12 Encer optional vessel name and/or other free text.

@Sava @Save & Apply

1. Enable Tracking by clicking the checkbox.

2. Enter the Tracking Interval in minutes; the default is set to hourly reporting (60 minutes). This means that every
60 minutes a position report will be transmitted over the satellite link. Keep in mind that standard airtime charges
will apply to each position report. Adjust the Tracking Interval to meet your needs.

3. Go to Tracking powered by RedPort and select the satellite terminal you are using.

NOTE: A valid NMEA/GPS feed is required when using some satellite devices.
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----- Tracking powered by RedPort
Please visit www.RedPortGlobal.com for registration information
INMARSAT FleetBroadband
Iridium OpenPort/Pilot
INMARSAT Isatphone
VSAT or broadband satellite

Globalstar phone

Iridium terminal/Aurora/MCG-101

| A valid NMEA/GPS feed is required. Tracking IMEI: 6260B39258683886.
1 @ A valid NMEA/GPS feed is required. Tracking IMEL: 626083925B68386.

" @ A valid NMEA/GPS feed is required,

4. Click <Save & Apply>.

5.6.2. Tracking via SMS

Requires ‘superadmin’ login.

If using certain satellite devices, GPS information can be sent to an email address using your satellite provider’s
SMS service. Standard SMS charges may apply; check with your satellite airtime provider for details.

Tracking Parameters

Enable/disable tracking and set parameters. Standard airtime charges apply.

~~General Tracking Parameters

Enable Tracking

Tracking Interval

Eo |
@ Specify the tracking interval in minutes.

—// -

""" Tracking via SMS

Send GFS information to an email address using satellte provider's SMS service

INMARSAT Isatphone
Iridium terminal/Aurora/MCG-101

Recipient Email Address

Vessel name

1@ A valid NMEA/GPS feed is required.

pser@domain.com

(@) Enter 2 valid email address. Also used for SO5 messages.

(@ Enter cpticnal vessel name and/or other free text,

1. Enable Tracking by clicking the checkbox.

2. Enter the Tracking Interval in minutes; the default is set to hourly reporting (60 minutes). This means that every
60 minutes a position report will be transmitted via the SMS service provided by your satellite provider network.
Keep in mind that standard SMS charges may apply to each position report. Adjust the Tracking Interval to meet

your needs.

3. Go to Tracking via SMS and select which satellite device you are using. At this time, tracking via SMS is
available with the Inmarsat IsatPhone, Iridium handheld 9575 Extreme, Iridium GO! or an Iridium terminal such as

the Pilot.

NOTE: A valid NMEA/GPS feed is required

when using an Iridium terminal.

4. Enter the recipient’s email address. The SMS message with the GPS information will be sent to this email

address at the interval entered in Step 1.

OE Advanced, v1.0 Powered

© 2018 RedPort Global
by Global Marine Networks, LLC.

Page 50 of 140



DRAFT

5. Click <Save & Apply>.

5.7. GPS/NMEA Repeater

Requires ‘superadmin’ login.

The Optimizer Enterprise supports USB and RS-232 NMEA devices allowing multiple applications to share the
GPS/NMEA data. If you have a NMEA RS-422 device, adding a RS-422 to RS-232 converter to your setup may
allow the sharing of data.

The Optimizer Enterprise does not transmit data but can be configured to receive and repeat GPS/NMEA data
from:

A USB connected GPS or NMEA device.
A serial port connected GPS or NMEA device with appropriate USB to Serial Adapter.

5.7.1. Equipment Setup
A physical connection is required from the source (GPS/NMEA device) to the Optimizer Enterprise.
5.7.1.1. USB NMEA Device

When using a NMEA device that supports a USB connection, connect the NMEA device to the USB port on the
rear of the Optimizer Enterprise with an appropriate USB to NMEA device cable as indicated by the NMEA device
manufacturer.

CAUTION: It is not recommended to have a USB Satphone and LTE/GSM modem connected at the same time via
a USB Hub. It may create conflicts.

The Optimizer Enterprise will broadcast the GPS signal over WiFi, so you can connect your computer to the WiFi
network in order to establish a successful connection with your destination software.

5.7.1.2. RS-232 NMEA Device
With Serial Port Connector:

When using a NMEA device with Serial Port connection, a USB to Serial Adapter (PL-2303HX or FTDI Chip) is
required.

CAUTION: While all standard USB to serial adapters may work, the PL-2303HX and the FTDI Chip are the only
USB to Serial Adapters that we recommend as compatible with the Optimizer.
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Connect the NMEA device to the USB port on the rear of the Optimizer with an appropriate USB to Serial Adapter.

The Optimizer will broadcast the GPS signal over WiFi, so you can connect your computer to the WiFi network in
order to establish a successful connection with your destination software.

Without Serial Port Connector:

Some NMEA devices do not have a serial port; instead they have a group of wires extending from the back or
bottom of the unit. These devices require proper wiring to a serial port.

As the Optimizer does not transmit, it only repeats the data you will only need two of the wires. The Receive (RD)
wire goes to pin 2 and the Ground (SG) wire goes to pin 5.

A simple solution is to use a terminal block as shown here. Simply connect the RD wire to pin2 and the SG wire to
pin 5. Then connect the terminal block to a PL- 2302HX or a FTDI Chip USB to serial adapter as noted above.

5.7.1.3. Connecting Multiple NMEA Devices

It is possible to connect up to four NMEA devices if you have the proper hardware. It will require a USB to RS-232
4-port Hub or a RS-232 4-port terminal block that you would simply plug into the Optimizer’s USB port.

NOTE: The Optimizer supports RS232. If you have a NMEA RS- 422 device, adding a properly wired RS-422 to
RS-232 converter to your setup may allow the sharing of data.

5.7.2. Dynamic DNS

Requires ‘superadmin’ login.
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Voicz PBX  SNMP  fietwork Shares

Dynamic DNS

Dynamic DNS allows that your router can be reached with a fixed hostname while having a dynamically changing IP address.

Follow this link
You will find more hints to optimize your system to run DDNS scripts with all optiens

Below is a list of configured DDNS configurations and their current state.
If you want to send updates for [Pvd and 1Pv6 vou need to define twe separate Configurations i.e, 'myddns_ipv4' and 'myddns_ipvs'
To change global settings click here

% Hostname/Domain Last Update Process 1D
Canfiguration. Registered IP Enabled Next Update Start / Stop
yourhost.example.com — Never

No daka Disabled
yourhost.example.com — Never

No data Disabled

myddns_ipvd |£edit % |Delete

myddns_ipvé (£Edit |%]|Delete

| [ lAdd

“save [Hsave & apply

5.7.3. GPS/NMEA Repeater Parameters Configuration
Requires ‘superadmin’ login.

In order for the destination software to properly route the GPS data you must configure the GPS/NMEA Repeater
Parameters in the Optimizer Enterprise User Interface.

Home l Services I Status l Systern l VPN l Tietwork I Users l Statistics
| GPS/NMEA Repeater !
GPS5/NMEA Repeater Settings

Read GPS/NMEA information from a number of sources and repeat the data over WIFi and Ethernet.

- Repeater Parameters

Enable (@ Enable GPS montioring and repeating.

Binary Mode [ & pass raw bmary data through without parsing for NMEA-183 sentenses,

GPS/NMEA Feed from USBE 1@ use USB connected GPS or NMEA feed as a source.
MNote: Mot compatible with R5-232 based szatellite phones.

UDP Listener Port 0101 ]
@ Listen on UDP port number and rebreadcast.

UDP Port i1 ]
18 Broadcast o UDP port number.

fri102 ]

@ Broadcast to TCP port number.

1) Resat i Save [UlSave & Apply

1. Enable - Click this checkbox to Enable GPS monitoring and repeating.
2. GPS/NMEA feed from USB - Select this when connecting a GPS or NMEA device via USB cable.

3. NMEA Baud Rate - Using the drop-down menu, select the baud rate required for the destination software. By
default, most NMEA 183 devices (GPS) and applications use 4800 baud for this setting.

4. UDP Listener Port - Enter the UDP port number that the GPS is connected to. The default is set to the standard
UDP Listener Port for NMEA 183 devices of 10101.

© 2018 RedPort Global
OE Advanced, v1.0 Powered by Global Marine Networks, LLC. Page 53 of 140



5.8.

DRAFT

5. UDP Port - Enter the UDP port number to broadcast the GPS data to. The default is set to the standard UDP
Port for NMEA 183 devices of 11101.

Configure the destination software to match this port number; or, change this entry to match the requirements of
the destination software.

6. TCP Port - Enter the TCP port number to broadcast the GPS data to. The default is set to the standard TCP Port
for NMEA 183 devices of 11102.

Configure the destination software to match this port number; or, change this entry to match the requirements of
the destination software.

The data will be broadcast to both the UDP Port and the TCP Port. It is important to make sure that these two
ports are NOT set to the same port number.

To use the GPS Repeater feature, your computer must be connected to the Optimizer’s WiFi network or directly

connected to one of the Optimizer’s Ethernet ports (i.e. the BIZ port and the WAN ports, by default, are open). Any
port that is configured to go through the Captive Portal will not work with the GPS/NMEA Repeater feature.

VOICE PBX
Requires ‘superadmin’ login.

Services Statistics

(Crew Intemet Access  Web Compression and Filtering . RedPort Email  Remote Access  SMS  GPS Tracking  DynamicONS  GPS/NMEA Repeater  Veice PBX | SNMP  Nebwari Shares

[ scttings | Extensiors Voicemsil CDR  Logs SatSIPTunk  RedPort VoI

PBX Services

Auto attendand (IVR) ~ ED Enable IVR to prompt for extension number and route call appropriately.

Enable PEX [E Enable/Disable PBX VOIP service.

Listen port

12 Part used by the PBYX to listen for SIF traffic. Leave blank for default pert 5060,

Listen interfaces [(ALL- o000 #
1 Bind proxy to the following intarfaces.

Enable voicemail "~ (@) Enable voicemail and directory dialing. Also create a default system voicemail box at extensions 0.

(15ave [dsave & Appy

Users with smartphones can send/receive voice calls and SMS messages over the following satellite

communication setups:

« Sailor FBB terminal - requires XGate Phone app*. (See Chapter 5.8.5).

+ IsatHub iSavi - requires IsatHub Control app and either IsatHub Voice app or XGate Phone app*. (See
Optimizer Voice iSavi Addendum for information on how to pair the iSavi with the Optimizer Enterprise).

+ Any satellite terminal with a RJ-11 port - requires XGate Phone app* AND an ATA adapter. (We support the
Grandstream HT701 and the Cisco SPA 112).

This configuration allows one voice call or SMS message at a time and standard satellite voice airtime rates apply.
Multi-Voice capability is available with the optional RedPort VoIP service on virtually any satellite terminal. This VolP
service allows you to make calls for considerably less than standard satellite voice airtime costs and allows up to
four users sending/receiving phone calls and/or SMS messages simultaneously. See Chapter 5.8.6.

As of this writing, Multi-VolP is compatible with the following:

- FBB.

+  BGAN.
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- VSAT.

*  RedPort Aurora.
* Iridium Pilot.

+  Thuraya IP.

« IsatHub iSavi.

The Optimizer Enterprise allows unlimited SIP extensions with free local calling and text messaging within your
local area network using the XGate Phone app*.

*XGate Phone app is available for free in the Apple iTunes App Store and in the Google Play store.

5.8.1. Setup Extensions
Requires ‘superadmin’ login.

By default, there are 4 extensions enabled. Extension 201 is enabled for inbound and outbound calling. The
remaining extensions are enabled but are configured for outbound calling only.

Incoming calls will ring on those extensions with Ring enabled.

To enable Ring (or SMS) on an extension simply check the box for the service you want enabled.

Home l Services I Status I System l VEN I MNetwark I Users I Btatistics - Logout

Crew Intemet Access  Web Compression and filtering _ RedPort Email  Remote Access  SMS  GPS Tracking  DynamicDNS  GPS/NMEA Repeater | Voice PBX | SNMP  Network Shares.
 Settings | Extensions | Voicemal CDR  Logs  Sat SIP Trunk  RedPort VoIP

Extensions

- SIP Extensions

Ring SMS Extension Password Caller ID Description
Value larger than 200 SIP extension password Free text You may enter a description here for your reference
8 8 |[z3a | [caprain ine w|Delete
7| oz |70 | [Crewine 1 i IDalete
TE] |iz3a |[crew line 2 ® |Delete

7| poa k234 | [crew fine 3 o |Delete

Dsave |ASave & Apply

When Ring is checked, the smartphone configured with the corresponding Extension will Ring with every incoming
call.

When SMS is checked, that smartphone will receive every incoming SMS message.

To use a smartphone to send/receive phone calls requires the XGate Phone app installed on the smartphone. The
XGate Phone app can be found in Apple iTunes App Store for iOS devices and the Google Play store for Android
devices.

The smartphone user configures the XGate Phone app with their corresponding SIP Extension. On this page, you
can also:

+  Change the SIP extension password.

+  Change the outgoing CallerID display.

+  Enter a description for your reference.

5.8.1.1. How to Make/Receive Voice Calls

Using the smartphone or tablet Settings, connect to the Optimizer wireless network ‘wxa-524- xxxx’.
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dPort

Open the XGate Phone App to make and receive calls.

NOTE: Standard voice calling rates apply.

Only one phone call can be active at a time. (Multi-user Voice and SMS is possible -- up to four consecutive
sessions -- with the optional RedPort VoIP service. Contact your service provider for details. See Chapter 5.8)

i 2 3
4 5 6
7 8 9

NOTE: Inmarsat IsatHub (iSavi) users. Please see redportglobal.com for the iSavi Quick Start Guide containing
information and instructions for setup and use of the Optimizer with the iSavi terminal for voice calls and SMS
messaging.

5.8.2. Voicemail

Requires ‘superadmin’ login.

Voicemail options will only be available if Voicemail is enabled on <Services> tab, then <Voice PBX>, and then

<Settings> tab:
tome | services | Status || system || ven || tetwork | users || scavistics Logout
u cess  Web Compresson and Fitering RedPort Emall  Remote Access  SMS GPS Tracking  Oynamlc DS GPS/NMEA Regeatar
Settings  Extansions  Voicemall COR . Logs  SatSIP Trunk  RedPort ValP
PBX Services
| Enable PBX « (@ Enabe/Disable PEX VOIP service,
| Listen port F
) Port used by the PEX to [isten for SIP traffic, Leave tank far cefault gort 5050,
| Listen interfaces [AL-o000 :
i Bind prowy to the following interfaces.
| Auto attendand (IVR) “ @ Enabie VR to promet far extension number and route call appropriately,
Enable voicemail # () Enabie voicemail and directory disling. Aksn creste a cefault system waiceman box at extensions 0.
| voicemail password
i} Password for system voicernail bax.
| Voicemail to email # i Deliver voicemall destined for system voicemall box via emall,
| voicemail emall address pdicksen@gisbaimarinenst.com
' Dieliver volcemeil o default system maibox to this emeil address,
I Delete voicemail ~ &3 Remove voicemall sent to default system mailbax after deliver via emall,
D resar S save [ Save & Apply

+  Click “Enable voicemail and directory dialing”.
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+  Modify Voicemail password if desired.

+ If desired, click “Deliver voicemail destined for system voicemail box via email”.

+  Enter desired email address for voicemail message forwarding.

+ If desired, click “Delete voicemail sent to default system mailbox after deliver via email”.
+  Click <Save & Apply>.

Navigate to <Services> tab, then to <Voice PBX> tab, and then to <Voicemail> tab:

Network M Users Wl Statistics

v Inbanet Aotess st Compresslon and Fitenng o R R T Ramote RS eSS GES Tracking S Dy namic DHS L GRSINMEA Bannateny) Volice PBX | SHMEglistoork Shares,

Settings  Extensions | Volcemall | CDR  logs  SatSIPTrunk RedPortVolP

Voicemail Setup

Voicemail available only for extensions whith Ring enabled.

Extension 0 for company mailbox. When dialing from analog phone use 00 to leave a voice mail in company mailbox.
Extension 411 for company directory.

Extension 999 to access voicemall. Enter extension 0 to access company mailbox.

RedPort Email must be enabled when using email delivery of voicemail.

Ring Enable Email Del Extension - | Password Users Name Email Address
after send VM password Used by company directory dial by name Email destination for veicemail

' 7] ¥ 201 h234 Aaron Dicksen ||gd|'ckson@globaImarinenet.com
! 202 1234
203 234
Lot
204 1234

() Reset il Save [ Save & Apply

To set up Voicemail:

+  Click Ring.

+  Click Enable.

+  Click Email if desired - to enable delivery of voicemail to email.

+  Click Del (delete) if desired - to delete the voicemail from the system after being sent to email.
+  Fill in desired Password - will be entered when retrieving voicemails via phone.

+  Fill in desired Users Name - will allow user name system search via phone system.

+  Fill in desired Email Address - required to permit system to email voicemails.

+  Click <Save & Apply>.

5.8.3. CDR (Call Data Records)
Requires ‘superadmin’ login.
It is possible to view and download the Call Data Records. The Call Data Records stored on the Optimizer

are approximate values and should not be used to resolve billing disputes. They are presented here for your
convenience.
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tome. | Servces | Sisus | Systam | vPh | Networe | Vses | sstves IR Losout

css SMS. GPSTecking | DynamicONS.  GRS/NVEA Repeater | Voice PBX | SNIP NetworS

Generate CDR (Call Data Records).

Disclaimer: CDR call duration and billing seconds may differ from the actual billed units. These recards are approximate values and should not be used to resolve billing disputes.

Reporting Period (22 hours :)
@ Current Date/Time through selectad interval.

Submit Sl submit
Enter Filename [ear-2078-02-76.cv

Download CSV = Dawnload

Trim CDR #|Delete
& Delete CDRs from system older than the reporting Interval,

Purge COR Brurge
& Remove all CORs from syskem.

On active systems, the call data records can quickly use up memory. It is recommended that you periodically Trim
CDR or Purge CDR records from the system.

5.8.4. Logs
Requires ‘superadmin’ login.

This screen provides PBX status information and some management.
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Home || Services Statistics

Crew Internet Access  Web Compression and Filtering  RedPort Email  Remoke fccess  SMS  GPS Tracking  Dynamic DNS  (GPS/NMEA Repeater | Voice PBX | SWMP
Satting_,s. Extensions  Voicemall CDR : Logs Sat SIP Trunk  RedPort VoIP

Netwark Shares

Logs and Status
- Active Calls

Hangup all calls 3 |Hangup

Channel Location State Application{Data)
0 active charnels

0 active calls

0 calls processed

--Vobal Decoder

Decoder is disabled. Please contact your provider for an activation code should you wish te enable the service.

- PBX Status

Restart PBX (lRestart

SIP Status:

ame/username Host Cyn Forcerport Comecia ACL Port Status  Description
[Unspeciied) D Auto (No) No 0 UNKNOWN
{Unspecifiad) O Auto (No) No 0 UNKNDWN
|Unspecified] D Aute (No) No 0 UNKNOWN
[Unspecified| D Auto (Mo No 0 UNKNCWN
(Unspecified] D Auto (Nal No 0 UNKNCWN
(Unspecified) D Auto (Noj Mo 0 UNENCWN

sp peers [Monitored: 0 onling, § offline Unmonitared: 0 enline, O cffiing]

Clear log antry [Aciear

Download log [Dlpawninad

LApr 16 14:14:02] Asterisk 11.12.0 built by lsoitero @ uduntu on 2 x86_64 running Linux on 2018-04-10 18:46:46 UTC
[Apr 16 14:14:02] NOTICE[14012] cdrc: CDR simple logging enabled.

FApr 16 14:14:02] WARNING[14012] cel.c: Could not load celconf

FApr 16 14:14:02] NOTICE[14012] loader.c: 48 modules will be loaded.

Fhpr 16 14:14:02] WARNING[14012] loader.c: Eror loading medule 'res_musiconnold.se’: File not found

LApr 16 14:14:02] NOTICE[14012] res_smd.c: Unable 1o load config smai.cenf: SMOI disabled

FApr 16 14:14:02] NOTICE[14012] res_smd!.c: No SMDi nterfaces are available to listen on, not starting SMDI listener,
CApr 16 14:14:02] WARNING[14012] loader.c: Error loading module 'res_musiconhold s’ File not found

B A AR LAY AR LA P AARAY b o L o

e e o e e o

Active Calls: Displays all active channels in use. Click <Hangup> to immediately hang up all active calls.
Vobal Decoder: Displays the VoIP Activation Key when RedPort VoIP service is enabled. See Chapter 5.8.6.
PBX Status: Displays the current status of all SIP extensions. Click <Restart> to reboot the PBX service.

Log: Displays the current Log of PBX usage. Click <Clear> to remove the log content. Click <Download> to
Open or Save the PBX Log.

5.8.5. Sat SIP Trunk (for Sailor FBB terminal only)
Requires ‘superadmin’ login.
Use this screen to enable and configure SIP calling when using a Sailor FBB terminal.

© 2018 RedPort Global

OE Advanced, v1.0 Powered by Global Marine Networks, LLC. Page 59 of 140



DRAFT

Home I Services l Stetus l S?ak.:ln l VPN I Neh-_mrk I Users l StuLi.'-_Lira
aeb Compressisncend Fitasing, o BedOort Expall o Remate Actpes  LSHE o GRS Trackinn e Dynsiic DNG. o CES/MMER Repenin: _'""ﬂi* PRy D st SRt
Settings  Extensions  Voicemail COR  Logs | Sat SIP Trunk | RedrortVolP
Sailor FBB and iSavi VOIP Configuration

Attention Sailor users, Refer to the IP Handset configuration section in the Sailor FBB users guide.

Note! IP Handset compatability under "Settings->IP Handsets- >Server settings” on the Sailer FBB neads to be set to "version 1.8 or newer”.

Enable

Force Terminal Selection (@ Do net auto-detect satellite terminal

Sateliite Terminal (Sailor Fa8 5]

1P Address of Terminal

& Leave blank for system default.

SIP Extension 501 |
& value must be 501 through 504.

S1IP Password Pz

(& Reset &save [Wsave & Apply

NOTE: You may need to edit the IP Handset configuration in the Sailor FBB user interface. Settings > IP Handsets
> Server Settings on the Sailor FBB must be set to version 1.8 or newer. (Refer to the Sailor FBB users guide for
how to access the Sailor FBB Settings).

5.8.6. RedPort VoIP Activation
Requires ‘superadmin’ login.
With optional RedPort VoIP service, up to four users can send/receive phone calls and/or text messages
simultaneously. Outbound calls are typically less expensive VoIP calls than standard circuit switch (PSTN) calls at

regular satellite airtime rates. Contact your satellite service provider to purchase the RedPort VoIP service.

When the service is activated, you will be given a “Key”. This key is a long alpha-numeric string that must be
entered into the Optimizer user interface.

Home I Services I Status l System I VPN I Network I Users I Statistcs - Legout

Semigs  Extensions  Volcemall  COR  Logs  SaUSIP frunk  RedPort VoIP |

Vobal Decoder

Mac Address 5
15 F4SOEADDD156

Mode (s 3]

1)l 1A uses one sackst for all communication. SIP uses a socket for contral and a diffarert sockat for ATP media.

Activation Key U2F 5dBVkKT/NHAT 3{aDB5sudLZR2Ks wigF 7 TC0xx K EKOr@DmglF IXVKLF OKpKbL1oHELN ¢ 56//pavi==]

)

@ A valid activation key must be entered to use this service. Additional charges will apply. Please contact your provider
for a key.

[Zzave |1Save & Apply

Enter the Key and click <Save & Apply>.
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Home l Services I Status I System I VPN I Ivetwaork. I Users I Statlstics - Logaut

Crew Intemes Access  Wed Compression and Fillering  RedPort £mall  Remote Access  SNS  GPSTrackng  Dynamic NS GPS/HNEA Repeater | Voice PBX | SNMP _ Network Shares

Vobal Decoder

[ RedPo

rtVolP |

Mac Address

Mode

Activation Key

(B F4SUEADDO156

(ax %)
& 1AY uses one socket for all communication. SIP uses a socket for control and a different socket far RTP media.

U2FsdBVEX1/NHAT3 10025 sudL ZRZKe wioF7 TCOxx BHOrADmg IF1XVKLPAGRIGEOKpKL cHELAI=js6/{pdwe= =

.

@ A valid activation key must be entered to use this service. Additional charges will apply. Please contact your provider
for a key.

&) Deactivate

I Note: This action disables voice czlling through this unit but does not deactivate the service. You must contact your
provider to terminate sarvice. Pushing this button will not cancel your subscription.,

21481
12148121481

;‘QSaw J Save & Apply

With RedPort VoIP service activated, the new RedPort VoIP telephone number is displayed.

Configure the SIP extensions for Ring and/or SMS by clicking the checkbox next to the SIP extension. See

Chapter 5.8.1.

Home I Services I Stalus I Syslerm I WP I Network I Users I Statistics

Extensions |

Extensions

| Voice PBX | SNMP et

Analog RI-11 T e

Ring Payment Mode Extension Caller ID
‘alue farger than 200 Free text

Description

‘You may enter a description here for your reference

[ prepaid #}b01 llzot

| [eaptain analag line O

[ prepaic 1Bz [Boz

| [Erew analo:

g line 1

[ (prepaia t)poa R

| Erew analog fine 2

7 [ prepaid 1 |[o4 3o

SIP Extensions

Ring SMS Payment Mode

Value larger than 200 SIP extension password

Caller ID Description

Free taxt fou may enter a description here for your reference

[ prepaic i Em [hz34

eo1

|[caprain Fne % |Delete

L (prepaid — ¥lpo2 Jiz3s

oz

I[erewline T s Delete

| prepaia R [hzza

Jlec2

|[Crew line 2 * [Delete

— | prepaid 4| oa [hzza

Jlzca

|[erawline 3 # |Dalete

@zave [@save & Apply

Select the payment method of each Analog or SIP extension (prepaid or postpaid). There must be at least one
postpaid line. By default, Line 1 always Postpaid.

On this page, you can also:

+  Change the extension password.
+  Change the outgoing CallerID display.
+  Enter a description for your reference.
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When the configuration of the Analog/SIP extensions is complete, click <Save & Apply>.

5.9. SNMP

SNMP - Simple Network Management Protocol.
Requires ‘superadmin’ login.

Statistcs

| Crew Intamet Access  Web Compression and Flitering  RedPort Email  RemoteAccess  SMS  GPS Tracking.  DynamicDNS.  GPS/NMEA Repeater  Voice PBX | SNMP | Mebwork Shares

| General | Communty Com2Sec Group View Access leg

SNMP Settings

Executs "Save & Apply” to apply settings and restart SNMP daemon.

Enable & Enable SNMP server.

Part [NBIHT] ]
[2) SNMP UIDP port to monitor. Transport can be changed to something cther than UDP by specifying [udp|tcp][:IPV4-
address][:port]. See Net-SNMPD{8) for address specification format.

sysLocation pffice
1@ The physical location of this node (e.g., telephone closet, 3rd floor).

sysContact pser@example.com

|2 The textual identification of the contact person for this managed node, together with information on how to contact
this person.

syshName E ecPort Optimizer
& An administratively-assigned name for this managed node. By conventian, this is the node's fully-qualified domain
name.

sysServices 2 ]

@ A value which indicates the set of services that this entity primarily cffers. A node which is a host offering application
services would have a value of 72. See SNMP docs for details.

EI‘:G.F'DF[ Optimizer
@ A textual description of the entity. This value should include the full name and version dentification of the system's
hardware type, software operating-system, and networking softwara,

sysObjectID fz.3a ]

12 The vendor's autharitative identification of the network managemeant subsystem contained in the entity. This value is
allocated within the SMI enterprises subtres (1.3.6.1.4.1) and provides an easy and unambiguous means for
determining “what kind of box' Is belng managed.

@Save @JS&W & Apply

5.10. Network Shares

Available to both ‘admin’ and ‘superadmin’ login.

Network Shares allows the sharing of files without the requirement of a wired local network of computers. The
Optimizer router can be configured with one or more Shared Directories that are available, with or without
password protection, to any Windows or Mac PC that has access to the Optimizer’s WiFi Hotspot.

Network Shares also allows the ability to automatically transfer files via inbound and outbound email (see
Optimizer RedPort Email Guide > Appendix: File Transfer for details).

5.10.1. Create a Shared Directory
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Home I Services l Slatus I System I VPN I Network I Usirs I Statistics - Logout

Crew Internet Access  Web Comprassion and Fiering  RedPorl Emall _ Remote Access | SMS  GPS Tradig  DynamicONS  GPSNMEA Repeater  VoicePBX  SNMP | Network Shares

Network Shares

-~ Samba

General Settings
Hostname Cptimizer ]
Description FedPort Optimizer Shares
Workgroup [Redrort ]
Listen interfaces | LAN - 192.168.10.1

WAN - 192.168.0.79

192,168.11.1
10.1.5.1

(@ Bind shares ta the fallawing intarfaces

-~ Shared Directories
Name Path Allowed users Read-only Allow guests

Share name Relative directary path A camma separated (st

Transferin | [ransterin [[edtest

TransferQut | frensteraut |

“add

Users -

Username Password

patast | #|Deleta
*add

B Recet @gave [Weave & Apply

Click <Add> to create a new Shared Directory:

""" Shared Directories

Name Path Allowed users Read-only Allow guests
Share name Relative directory path A comma separated list
[Transterin {ftransferin | ptest | 2 = # |Delete
[fransterout frransferout [ ] T #|Delete

[ Jndd

« Name: This is the Share Name that is visible on the network. It is the ‘volume’ name that you will use when
connecting to the shared directory.

« Path: This is the name of the Folder that appears on the Optimizer that will be used to store files.

+ Allowed users: You can limit the users that have access to the files in the Path Folder by assigning usernames
and passwords to selected individuals (see Add Users below). Enter the usernames here, separated by a
comma if more than one user will have access to the files.

+ Read-only: Use this checkbox to protect the files in the Path Folder from being changed.

+ Allow guests: Use this checkbox to make the files available to anyone with network access. With this box
checked, users will not be prompted to enter a username and password when accessing the Path Folder.

+ Delete: Use this to delete the Shared Directory. Click <Save & Apply>.

5.10.2. Add Users

If you want to password protect access to the Shared Directories, you can assign usernames and passwords to
each directory.

Click <Add> to add a new username and password.
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Username Password

pdiest | hz34

ladd

&]Delete

Click <Save & Apply>.
5.10.3. How to Access the Shared Directory and Path Folders:

5.10.3.1. From a Mac PC
Go to Finder > Go > Connect to Server.

Enter the Server Address as the LAN address for the Optimizer / plus the Path Folder.

[ ] Connect ta Server
P
BBGI0 B et +| | @

Fasorie Servers:

Click <Connect>.

If the Shared Directory is restricted (i.e. does not allow Guests) you must enter a username and password to

access the files.

Entar your name and passward for the senver
(A 1015

) Conmecths: | Guest
O Reglstered User
Mame:  adtest
Password: | sees

Rpmember this password in my keychain

If the Shared Directory is not restricted (i.e. Allow Guests is checked in Network Shares) you can connect as a

Guest without entering a username and password.

A Finder window opens to the selected Folder for access to the transferred file(s).

Name -~ Date Modified Size Kind

& ninedaystpodart Today, 12:52 PM TMB  PNG image
ell Optimizer...-Guide.pdf  4/10/18, 3:18 PM 21.2MB  Adobe..cument

5.10.3.2. From a Windows PC

Map a Network drive to the appropriate location.
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Go to Start Menu > Computer > Map Network Drive.

In the Folder box, following the Example, enter \\the LAN address for the Optimizer CrewComm\the Path Folder.

What network folder would you fike to map?

Speaty the dnve letter for e connecten and the dolder Inat you want to connect to

oie [ /
/ =

Foider 9216610, Nrenstarin AR

Example \\sarverishare
[ Reconmact at logon
[ Comnect using difierent cracenials

Connact 7 3 Wel site thee you can uge to sigre wour doouments and oictures

o Gl |

Click <Finish>.

Enter Netwark Password
Enter your passwiord Lo Connect 1o: 182.168.10.1

[ user name ]

||:| I Password ‘
Domain, WIN7X64

|| Remember my cradentials

[ ok || concel |

If the Shared Directory is restricted (i.e. does not Allow Guests) you must enter a username and password to
access the files.

If the Shared Directory is not restricted (i.e. Allow Guests is checked in Network Shares) you can connect as a
Guest without entering a username and password.

An Explorer window opens to the selected Folder for access to the transferred file(s).
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RedPort

Lyl ¥ Computer b Tanefoiniigzags 1o

{igerize = Hum  hiewfolde = 0 @

5 Favartes Hame ’ Dinte mndifsd Tpe Sire
B Derking + Atlantic_precipitation SAIMEEJ3 AR gib e H B
1 Dosnlnads

<] Becent Praces

| Litiriris
E: Doeuments
o Music
i Plcturas

B Yideos

, Homegrup

& Computer
& Losal Disk (3
£l Transferlnf 92 168104V
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6. Status
Available to both ‘admin’ and ‘superadmin’ login.

Use the Status tab to display current information of the router’s performance.

| Overview | firevall Routes  Systemlog  Kemellog  Realtime Graphs

The information provided here includes:

Overview tab - general status.

+  System.
+  Memory.
+  Swap.

*  Network.

+  DHCP Leases.

+  DHCPvV6 Leases.

+  Wireless.

« Associated Stations.

+  Dynamic DNS.

«  MWAN.

+  Active OpenConnect Users.

Firewall tab - Firewall Status.
* |Pv4 Firewall details.
+ |Pv6 Firewall details.

Routes tab.

*  ARP details.

+ Active IPv4-Routes.
+ Active IPv6-Routes.
+ |Pv6 Neighbours.

System Log tab.
+  Detailed System log.

Kernel Log tab.
+  Detailed Kernel log.

Realtime Graphs tab.

+ Load graph.

« Traffic graph.

+  Wireless graph.

+  Connections graph.

All Status information is READ ONLY.
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7. System
Requires ‘superadmin’ login.
This section contains some of the router’s basic settings for you to configure plus a few maintenance functions.

7.1. System Settings

Use this section to configure the basic aspects of your device (i.e. hostname and/or time zone).

Home I Earvices I Skatus l System l VAN | Matworke I Users I Statistice - Logout
[ Svetem |opdminislmting ofles . Backun (finsh Siomohobost

System Settings

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

General Settings
Local Time Sun Feb 25 19:51:30 2018 [Dlsync with browsar

Hostname |

Timezone [futc 7

Disable anti-lockout rule 0 (&) The ani-lnckout rule prevents cregting firewall rules that block access to the web admin and ssh ports. Note that

this could cause security issues since these ports will remain open on zll interfaces. The rule is enablad when optien is
unchecked.

Time Synchronization

Enable NTP client

Provide NTP server

NTF server candidates P.openwrt.pooi.ntp.org *®]
[openwrtpeointporg |
[2.openwrt.pool.ntp.org

B.openwrt.cool.ntp.org L

@Ewc L,_SiSu\'c & Appy

Disable anti-lockout rule: The anti-lock rule prevents you from creating a firewall rule that will lock you out of the
router. The rule is Enabled when the box is Unchecked. Best Practice is to complete the router configuration, test it
thoroughly to make sure everything works as intended, then disable the anti-lock role.

For example, if you want to be able to log in to the router from your office, once the router has been installed on a
vessel; if you have WAN blocked and the Anti-Lock Rule is enabled, you will not be able to log in. First you want
to create a firewall rule to allow the office IP into the router, then “Disable anti-lock rule” by checking the checkbox
and now you can Block WAN in the Firewall Rules, if desired.

CAUTION: If you lock yourself out of the router, you must perform a factory reset. This will eliminate your custom
configuration requiring you to start a new configuration.

7.2. Administration

The default password to access the Optimizer Enterprise User Interface for both the “superadmin” login and the
“admin” login are set to: “webxaccess”. The onsite administrator using the “admin” login can change the password
for the “admin” login only, from the Home Page. Anyone using the ‘superadmin” login can change the password for
both “admin” and “superadmin” login.
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Home I Services l Slalus I System I VPN l Metwork l Users l Statistics

System | Administration | Profiles  Backup / Flash Firmmare

Router Password

Change Password
Change passward for the superadmin user,

Password

Confirmation

Change the password for the admin user This password does not epply to the superadmin account.

Password [

Confirmation @

& Reser Clsave [Dsave & Aoply

Use the top section to change the password for the ‘superadmin’ user; the bottom section to change the password
for the ‘admin’ user.

1. Enter the new password in the password text box.

2. Enter the same password again in the Confirmation text box.

3. Click <Save & Apply>.

This procedure changes the password for the Superadmin or the Admin login ONLY. When connecting a computer,

iOS or Android device to the wireless network, do NOT use either of these login passwords. These passwords are
used only to access the Optimizer Enterprise User Interface.

7.3. Profiles
Requires ‘superadmin’ login.

Profiles is designed for users of multiple satellite devices and integrators of custom installations.

Homa I S—e.rvices I Status l System I VPN I Matwork I Users I Statistics - Logout
| Systam  Administration  Profiles | Backup / Flash Firmware  Reboat

Profile Manager

To create predefinad router configurations first adjust router settings then save them by selecting Add, giving the profile a name and description, followed by Save & Apply, The Add function
memarizes the current router configuration and stores it in the named profile.

- Manage Profiles -

Profila

EWiExtenderﬂroﬁle | [ ngran ,i]DeGeta
Eamg Factory default settings | [ &linstall #|Deete
|| Eaaa

Dascription

| Removes the BIZ port and converis it to a wifi extender port for use with the Hale Wifi extendar

(EReset 4 save [Hlsave & Apply

You can configure the Optimizer Enterprise for a specific satellite device and save the profile. This is good for
failover situations when using multiple devices. An extreme example would be that you might have the firewall
wide open on a VSAT device but in an emergency must use an Iridium handheld device where you want the full
protection of the Optimizer firewall. Have a profile for each configuration and select the appropriate one for the
satellite device being used.
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Once a profile is saved it can be exported for use in another Optimizer Enterprise router.
7.3.1. Add a Profile
Before adding a Profile, complete the router configuration. Then access the Profile Manager.

To create and use the new Profile:

Homa I S—e.rvices I Status l System I VPN I Matwork I Users I Statistics - Logout
| Systam  Administration  Profiles | Backup / Flash Firmware  Reboat

[ Profiles |

To create predefinad router configurations first adjust router settings then save them by selecting Add, giving the profile a name and description, followed by Save & Apply, The Add function
memarizes the current router configuration and stores it in the named profile.

- Manage Profiles -

Profile Dascription

EWiExtenderﬂroﬁle | Removes the BIZ port and converis it to a wifi extender port for use with the Hale Wifi extendar | [ ngran ,i]DeGeta

Eamg Factory default settings | [ &linstall #|Deete
|| Eaaa

(EReset 4 save [Hlsave & Apply

1. Click <Add>.
2. Enter a Name of the new profile and a description.
3. Click <Save & Apply>.

The Add function memorized the current router configuration and stores it in the named profile.

7.3.2. Change to Another Saved Profile
NOTE: Changing profiles will cause the router to reboot.

There are two ways under the Profile tab to change to a different saved profile. To change from one profile to
different profile from the Profiles > Profiles tab:

Homa I S—e.rvices I Status l System I VPN I Matwork I Users I Statistics - Logout
| Systam  Administration  Profiles | Backup / Flash Firmware  Reboat
[ Frofiles |

To create predefinad router configurations first adjust router settings then save them by selecting Add, giving the profile a name and description, followed by Save & Apply, The Add function
memarizes the current router configuration and stores it in the named profile.

- Manage Profiles -

Profile Dascription

EWiExtenderﬂroﬁle | Removes the BIZ port and converis it to a wifi extender port for use with the Hale Wifi extendar | [ ngran ,i]DeGeta

Eamg Factory default settings | [ &linstall #|Deete
|| Eaaa

(EReset 4 save [Hlsave & Apply

1. Click <Install> next to the new profile of choice.

2. New profile will be installed and the router will reboot.
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To change to a new profile from the Profiles > Tools tab:

— I e I — l S I 2N I hisheock I Users I Statistics - Logout
- Profiles | Backup / Flash Firmware _ Rebaat
Profiles _i.Tools |

Tools

Select and Install Profiles

Profiles [ Fectory Defauts G

@ Select profile ta install and then Apply

[ appy

Import/Export Profiles

Export Filename bmiilns-ﬂﬂa -02-25.4g%
Exparr
@ Export all profiles and download

Import Filename Choose File no file selected

@!mpon
(7] Impert previcusly exported profiles

1. Click <”Profile Name”> from the drop-down arrow in the “Profiles” section.

2. Click <Apply>.
3. New profile will be installed, and the router will reboot.

7.3.3. Tools - Export a Profile

You can export the profiles from the router and use the exported file to ‘clone’ another Optimizer Enterprise router
in System > Profiles > Tools.

Homﬂ I Scrv):us I Shghl.s l System I VPN I MNetwark I I..Igc.m I Statistics - Legout

Profiles [ Tools |

Tools

Select and Install Profiles

Profiles [ Fectory Defauts G

@ Select profile ta install and then Apply

10 8y

Import/Export Profiles

Export Filename bmiilns-ﬂﬂa -02-25.4g%
Exparr
@ Export all profiles and download

Import Filename Choose File no file selected

@!mpon
(7] Impert previcusly exported profiles

1. Enter a filename or use the default name.

2. Click <Export> and save the file.
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7.3.4. Import a Profile

You can import profiles from another Optimizer Enterprise router in System > Profiles > Tools.

Homﬂ I Scrv):us I Shghl.s l System I VPN I MNetwark I I..Igc.m I Statistics - Legout
System Administration | Profiles | Backup / Flash Firmware  Reboot
Pruﬁlﬁ _i.TooIs !

Tools

Select and Install Profiles

Profiles [ Fectory Defauts G
@ Select profile ta install and then Apply

[ appy

Import/Export Profiles

Export Filename bmiilns-ﬂﬂa -02-25.4g%

Exparr
@ Export all profiles and download

Import Filename Choose File no file selected

@!mpon
(7] Impert previcusly exported profiles

1. Click <Choose File> to locate the saved profiles .tgz file.

2. Click <Import>.
7.4. Backup/Flash Firmware
Requires ‘superadmin’ login.

Use this screen to generate backups of current configuration files, resets, restores, and firmware upgrades.
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Homz I Services I Smk.u.s I System I VPN I Netwark I Lisers I SIEat:istics - Logout
s dmusEtenRiniiesy Backup / Flash Firmware [URGRIQH

Flash operations

Actions | |

Backup / Restore
Click "Generate archive' to download a tar erchive of the current configuration files. To reset the firmware to its initial state, click "Perform reset" {only possible with squashfs images).

Download backup: | Generate archive

Reset to defaults: EPeriorm reset

To restore configuration files, you can upload a previous'y generated backup archive here,

Restore backup: Choose File | no file selected ] Upload archive...

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check “Keep settings" to retain the current canfiguration {requires an Optimizer cempatible firmware image). It is usually best
to leave "Keap settings" unchecked.

Keep seltings:

Image: Choose File | no file selected (& Flasn image...

Flash SD drive Image
Restore SD drive configuration files factory defaults.

Reser 1o defaults: EPeriorm 50 reset

Upload an 5D image here to replace the current disk image. Check 'Download from Internet” to download image over the Internat (Note that this requires a fast Intemet connection).
Reformat SD drive before updating image:

Download from Internet:

SD image: Chooze File | no file selacted |2 Fiash SD image...

SD Disk Upgrade
& new version "1.05" of the SO disk image is available. The current 5D disk image version is "no current version",

(B Upaate SD Image...

7.4.1. Backup/Restore

------ Backup / Restore

Click "G te archiva" to download a tar archive of the current configuration filas. To reset the firmware to its initial state, click "Perform reset" (only possible with squashfs images).
Download backup: (Bl Generate zrchive
Reset to defaults: Eperiorm reset

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: Choose File  no file selected [Hupload archive...

- Download backup <Generate archive>: Create and save a Backup archive of the current configuration.

* Reset to defaults <Perform reset>: Reset the router to the default configuration.

+ Restore backup <Choose File>, then <Upload archive>: Restore the router to a previously saved
configuration.

To apply the same configuration among several Optimizer Enterprise routers (for example in a fleet situation) create
and save a Profile of the configuration that can be applied to other Optimizer Enterprise routers. See Chapter 7.4.

7.4.2. Flash New Firmware Image
NOTE: Changing the firmware will cause the router to reboot.

Get the latest Optimizer firmware version from here: redportglobal.com/support/technical-downloads/.

Save the .bin file to your computer (PC or mac).
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BEST PRACTICE: If you have created any Profiles you may want to Export them before flashing new firmware and
Import them when done.

-~ Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration (requires an Optimizer compatible firmware image). Itis usually
best to leave "Keep settings” unchecked.

Keep settings:

Image: Choose File | no file selected IJ Flashimage...

1. Keep Settings: Click this box to maintain current settings if you have made changes to the configuration. Failure
to check this box will revert the Optimizer back to the default settings.

2. Click <Choose File> to where you saved the .bin file and select that file.

CAUTION: Loading incorrect firmware on your device could render it useless. Be sure to select the appropriate
firmware for your device.

3. Click <Flash Image>.
4. The router will reboot.

5. Wait for the lights on the front of the Optimizer Enterprise to begin flashing. When the flashing lights stop, the
firmware update is complete. This typically takes several minutes.

To confirm the firmware upgrade, log in to the Optimizer Enterprise Home Page. The firmware version displays in
the top banner of the User Interface.

Optimizer | wXa-524 v2.10 | Load: 0.11 0.16 0.08 Dptimizar | WKE'EH \I’Z 1[]

7.4.3. Flash SD Drive Image
NOTE: Changing the SD Drive Image will cause the router to reboot.

NOTE: If there is an SD Disk Upgrade message informing you of a new version, it is recommended that you
update the Image to the most current version.

------ Flash SD drive image

Restore 5D drive configuration files factory defaults.

Reset to defaults: & pertorm SD reset

Upload an SD image here to replace the current disk image. Check "Download from Internet” to download image over the Internet (Note that this requires a fast Internet connection).
Reformat SD drive before updating image:
Download from Internet:

S0 image: Choose File | no file selected [ Flash 5D image...

------ SD Disk Upgrade

A new version “1.05" of the 5D disk image is available. The current SD disk image version is "1.04",

[Elupdate SD Image...

Reset to defaults <Perform SD reset> : Restores the SD drive configuration to its default state.

Reformat SD drive before updating image: If the SD drive goes bad, use this to reformat the drive before updating
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the image.

Download from Internet: Use this only if you have a fast Internet connection to obtain the file. As an alternative, you
can obtain the disk image file from our website and save it for use:
redportglobal.com/support/technical-downloads/.

SD image: Click <Choose File> if you have the file saved to your computer. Click <Flash SD Image> to start the
flash process.

SD Disk Upgrade (only displayed if there is a known new version) <Update SD Image>.

7.5. Reboot

You can reboot the Optimizer Enterprise from within the user interface in lieu of using the reset button on the router
itself.

Home I Services I Stn.hjs I System I WPN I MNetwork I Users I Sratistics - Logout

System

Reboot

Reboots the operating system of your device

Perform reboot

If you have made changes to the configuration without clicking <Save & Apply> you will receive a Warning
message:

Home || Services || status || system || ven || wetwork | users || statistics - Logout
System  Administation  Profiles  Backup / Flash Firmware | Rebaot |

System
Reboot

Reboots the operating system of your device

Warning: There are unsaved changes that will be lost while rebooting!

Perform reboot
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8. Virtual Private Network (VPN)
Requires ‘superadmin’ login.
A Virtual Private Network permits a continuous shared private network across a public network.

Use this section to set up a VPN through PPTP, IPSec, OpenConnect VPN, or OpenVPN options to configure a
private network that transcends through a public network.

8.1. Point-to-Point Tunneling Protocol PPTP

Scrﬁc_ns Statistics
| PPTP | 1pSec  CpenConnect VBN, OpenVen

Settings  Usars

PPTP YPN

i~ Settings -

Enable

Lecal IP D2.1€8.201 ]
(] Usually an IF on a unique subnet (ie. not LAN)

Rermnota IP Range [o-z0 ]
(@ Remote host IP ranga in the same netwark as the local IR i.e. 20-30 for 162.162.20.20-50

@ 5ave [Asave & Apply

Hun‘!e I Services l Slatus I System l VPN I Nemurl} l u&qs l Slatistics
| peTR \BEasi OpntiConpact VPN o Opanl(PN,

Settings | Users |

PPTP VPN

-~ ¥PN users

This section contains no valuss pot

& Reset I save [USave & Aoply

8.2. IPSec

IPSec - Internet Protocol Security
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RedPort

Hame. | Serviees | Statun | srsem | VPN | Networ | ser | Siotiies [ coseet

_J IPSec Configuration

IPSec Configuration
Mote! [PSec tunnels are torn down and restarted only when hitting "Save & Apply" en this screen. "Save & Apply” on other sereens will save the settings but not restart the tunnels,

IPsec Configuration

Listen Interfaces _ | loopback
| lan
biz
_lpep

Firewall Zone 1)

Add to Routing Table a3
@ adds routes for Ipsec tunne! to the system routing table.

Debug Level [(Basic §)

+ ck to Overview. eset ave ave & / 'r
|+ Back to Overvie Ll isa Savie & App!

8.3. OpenConnect VPN
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Home I Scnricm I St.i_ll:ua I E_ystcm l VPN I Nl;twurk. I Uscr.s l Statistics - LD;out
PFTP  IPSec | OpenConnect VPN | OpenlP

; Server Settings |  User Settings

OpenConnect VPN
----- OpenConnect
General Settings
Enable server I
Server's certificate SHAL hash FOA4BDEECSB47 1651657FE3I03D2D8F97C4ABFET0
(@ That value should be communicated to the client to verify the server's certificate
Server's Public Key ID shal:CE0S7B2A92599658D00102A1C29814D3CARB61EBD3
@ An elternative value lo be communicated to the client to wverify the server's certificate; this value only depends on
the public key
User Authentication [_plsin - ]
(@ The authertication method for the users. The simplest is plain with a single username-password pain Use PAM
medules to authenticate using another server [e.g., LDAP, Radius).
Firewall Zone
@ The firewall zene that the VPN clients will be set to
Port laaas I
(&) The same UDP and TCP parts will he used
Max clients e 1
Max same clients E ]
Dead peer detection time (secs) figa ]
Predictable IPs @ The assigned IPs will be sclected deterministically
Enable compression (@ Enable compression
Enable UDP (@ Enable UDP channel suppart: this must be enabled unless you know what you are daing
AnyConnect client compatibility (@ Enable suppert for CISCO AnyConrect dients
VPN IPv4-Netwark-Address [iBz1e81001 |
((255.255.255.0 =]
[ I
@ CIDR-Notation: address/prefic
""" DNS servers
The DNS servers to be provided to clients; can be either IPvE or IPv4
IP Address
Eeas #Delete
[ lAdd
""" Routing table
The routing table to be provided to clients; you can mix IPud and IPvE routes, the server will send only the appropriate. Leave empty to set a default route
IP Address Netmask (or IPv6-prefix)
[3z.68.10.0 | [(255.255.255.0 = % |Delete
[add
) Recet @an dSaue & Apply

8.4. OpenVPN
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RedPort

tiome || Services [ Stotus [ system | ven | etwerk [ users || stotistics

OpenVPN

- OpenVPN instances

Below is 2 list of configured OpenVPN instances and their current state

Enabled Started

custom_config O no | ZJEdit; x’[Delate
sample_server [m] ra |ZEdit | |Dalete
sample_client ] no | ZEdit! % |Delete

(client configuratian for an sthernet % ([ ]Add

(ZSave [Wsave & Apply
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Network
Requires ‘superadmin’ login.
Use this section to configure network interfaces, run diagnostics, or modify the firewall.
CAUTION: This gives you complete control over the router behavior.

BEST PRACTICE: Modifications to the default configuration is best left to those with a full understanding of router/
network behavior, firewall rules, etc. Creating conflicts in the configuration may render the router useless.

Diagnostics

This screen provides diagnostic network utilities:

+ Ping: Click <Ping> to send a set of packet data to a designated website to determine whether the website is
reachable as well as the time required for the action.

+ Traceroute: Click <Traceroute> to send a packet of data to a designated website and return the pathway along
the transmission to provide diagnostic data.

*  Nslookup: Click <Nslookup> to determine information about Internet servers.

Home I Services I Status I System I VEN I Network I Users I Statistics

Dingnostics | Interfaces  Wifi  VLAMSwitch  DHCPand DNS  Hostnames  Static Routes  Firewall  PacketCapture FPRR  SOM QoS DSCROoS  Falover/Load Balancing,

Diagnostics

+ Netwark Utilities

lgev.ogemrt.arg dev.openwrt.org dev.openwrt.org

[EPing 1 Traceroute |5 nstookup

Install iputils-tracerauteé for [PV traceroute

9.2. Interfaces Overview

OE

This screen is an at-a-glance view of the current status of each network interface and provides easy access to edit
the interface. Each interface can have its own firewall rules (See Chapter 9.8).
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Statistice
Disgnostics | Interfaces | Wifi  VLAN Switch DHCPandDNS  Hestnames  Static Routes  Firewall  PacketCapture PP SQM QoS  DSCP QoS  Failover/Load Balancing
WAN2 WAN BIZ PPTP LAN CAP PPP. WANG

Interfaces

- Interface Overview

Network Status

WANG Uptime: 0h Om Os
MAC-Address:
RX: .32 MB (30902 Pkts.)
TX: 929.60 KB (7386 Pkis.)

Uptime: 14h 18m 33s
MAC-Address: 00:00:00:00:00:00
RX: B1.55 KB (884 Pkis.)

TX: 355.31 KB (1016 Pkts.)

IPv4: 10.1.5.1/24

Uptime: 14h 19m 65
MAC-Address: F4:90:EA:00:01:57
BX: 0.00 B (0 Pkts.)

TX: 0.00 8 (0 Pkts.)

IPv4: 192.168.11.1/24

Uptime: 14h 19m 6s
MAC-Address: F4:90:EA:00:01:56
RX: 156.732 KB (1105 Pkis.)

TX: 391.21 KB (1092 Pkts.)

IPv4: 192.168.10.254/24

1Pv6: fdd49:4e0d:af71::1/60

Uptime: 14h 12m 2Bs

RX: 40.180 KB (615 Plis.)
TX: 49.72 KB (881 Puts.}
IPv4: 10.247,113.122/32

MAC-Address:
RX: 0.00 B [0 Pkts.)
TX: 0.00 B (D Pkts.)

Uptime: 14h 18m 565
MAC-Address: F4:90:EA:00:01:54
RX: 8.32 MB (50902 Pkts.)

TX: G20 60 KB (7386 Plts )

IPv4; 192.168.0.79/24

Uptime: 0h Om Ds
MAC-Address: F4:90:EA:00:01:55

RX: 0.00 B (0 Pkts.) | | = Delete
TX: 0.00 B (0 Pkts.)

[ |add new interface...

-~ Global network options

IPvE ULA-Prefix [fd#g:4ead:aiziran

@Resat @Save Save&AppIy

+ CAP: This is reserved for the Captive Portal. If the Captive Portal is enabled, all traffic that comes through the
Captive Portal will be subject to this interface configuration. This allows you to create rules that apply to the
Captive Portal only.

+ BIZ: This is the business port. By default, it is wide open; any computer directly connected to the BIZ port on
the router has full access to the Internet without restrictions.

+  BEST PRACTICE: Restrict access to this port, protect the router under lock and key OR disable the BIZ
interface.

+ LAN: This is reserved for the local area network. All traffic not routing through the Captive Portal will be subject
to this interface configuration.

«  PPP: This is reserved for USB connected satellite phones and LTE/GSM modems.

* WAN: This is typically used for the primary satellite system.

+ WAN2: This is typically used for the secondary satellite system.

9.2.1. Interface Actions
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@ Connact @ Stop iﬂ Edit :ﬂ Delete

+  Connect - Enable an interface.

+  Stop - Disable an interface.

- Edit - Modify the configuration of the interface.

+ Delete - Remove the interface. CAUTION: This action cannot be Undone!

9.2.2. Add a New Interface

To add a new interface, click <Add new interface> button on the Interface Overview page.

Home l Services I Status l System I VPN I Network l Users l Statistics

Diagnostics  Intedfaces  Wifi  VLAN Switch = DHCPand DNS = Hostrames  StaticReutes  Firewall  PacketCapture  PPP SQMQoS  DSCP QoS Failover/Load Balancirg

Create Interface

Name of the new interface

2 The allowed characters are: A-z, a~z, 1-9 and >

Mote: Interface name length
@ Maximum length of the name is 15 characters including the automatic protocol/bridge prefix (br-, 6ind-, popoe-
etc.)

Protocol of the new interface [ Static address :]

Create a bridge over multiple interfaces

Cover the following interface 2 & Ethernet Adapter: *@wan" (wang)
2 Ethernet Adapter: “ethd” (wan, wané)
2" VLAN Interface: "eth0.11"
Ethernet Adepter: "ethl” (wenz2)
VLAN Interface: "ethl.11"
* Ethernet Adapter: "eth2” (lan)
* VLAN Interface: "eth2.11"
" Ethernet Adapter: "eth3" (wext)
* Ethernet Adapter: "gretap0”
| " Ethernet Adapter: "tegl0"
et Ethernet Adapter: "tun0" (cap)
" Ethernet Adapter: "wwan0"
4% Wireless Network: Master "wXa-524-0154-2.4GHz" (lan)
¥ Wireless Network: Master "wXa-524-0154-5GHz" (lan)

" Custom Interface: |

|=]Back to Overview ) submit

Complete the Create Interface screen and click <Submit> to apply the change. Once configured, the new interface
will show on the Interface Overview screen and it will have its own Tab at the top of the Interface Overview page.

The name of the new interface must not match the name of a current interface, member, policy or rule.

If adding a new WAN Interface, be sure to Edit the Interface to complete the configuration.

9.2.3. Select Interfaces Tabs

Use these tabs to select an interface for configuration and/or modification.

Home I Smioes l Status l systg_m l VPN l Network l Usars l Statistics
| Diagnostics  Interfaces | Wifi VLANSwitch DHCPandDNS Hostnames Static Routes  Frewall Packet Capture FPP SQMQoS  DSCPQeS failoverfLoad Balancing
PFTF  WAN  WAN2Z PPP LAN CAP  WEXT  WANS

Use these tabs within a specific interface tab to configure the network interfaces.
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------ Common Configuration

General Setup

The information and selections available will depend upon the Protocol selection for that interface.

9.2.3.1. General Setup

Use General Setup to switch the protocol for the interface and configure the setup for that protocol including Static
IP Addresses, DHCP Server Setup, etc.

Home || Services || status || system [f ven | Network || users || statistics - Logout

Disgrostics | Interfaces | Wi VLANSwitch DHCPand DNS  Hostnames StaticRoutes Firewall PackstCapture  FPP  SQM(QoS  DSCP QS Falover/Losd Balancing

J BIZ | PETR. AN,

Interfaces - BIZ

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces separated by

- Common Configuration
General Setup

Status Uptime: 14h 24m 45s
MAC-Address: F4:90:EA:00:01:57
RX: 0.00 B (0 Pkts.}
ehd % 0.00 B {0 Pkts.)
IPv4: 102.168.11.1/24

Protocol
. 1Pv4 address
. IPv4 netmask
IPvd gateway
IPv4 broadcast
Use custam DNS servers

IPvG assignment length

IPvE address
IPvG geteway

1PvB routed prefix

[ Static address

(92.168.11.1
((255.255.255.0
|

[

(disabed 4]
(@) Assian 2 part of given length of every public IPvE-prefix to this interface

(8 Public prefix routed to this device for distribution to clients.

- DHCP Server

General Setup

Ignore interface

Start

Limit

Leasetime

| (@ Disable DHCP for this interface.

[l |

12 Lowest leased address as offset from the network zddress.

[i50 |
[E) Maximum number of leased addresses.

[rzh |

1) Expiry time of leasad addresses, minimum is 2 minutas {2m).

,qBack to Dverview @Resm @Saua @ Save & Apply

9.2.3.2. Advanced Settings

Use Advanced Settings if you want to bring up the interface automatically on boot up of the router and to configure
the DHCP Server Settings.
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RedPort

tome || Services [ status | system ] ven | metwork || users | statisties

Interfaces iifi v 1, DHCP and BNS

Interfaces - BIZ

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” fisld and anter the names of several network interfaces separatad by

-~ Common Configuration

| | Advanced Setfings
| Bring up on hoot

Use builtin IPvE-managemeant

Override MAC address

| Override MTU

| Use gateway metric

- DHCP Server

| General Setup L

Ignore interface

Start hoo |
& Lowest leased address 2s offset from the natwork address.

Limit fiso |
& Maximum number of leased addresses.

Leasetime fizh ]
& Expiry time of leased addresses, minimum is 2 minutes {2m).

+|Back to Overview [@Reset @save [ savs & Apaly

NOTE: Each WAN interface must be assigned a unique number in the “Use gateway metric” field. This number is
required for configuring Failover/Load Balancing.

9.2.3.3. Physical Settings

Use this page to bridge interfaces and configure the DHCP Server Settings.

© 2018 RedPort Global
OE Advanced, v1.0 Powered by Global Marine Networks, LLC. Page 84 of 140



DRAFT

Home || Services || Stas || System || ven | Network | users | Statistics
Diagnostics | Interfaces | Wifi  VLAN Switch  DHCP and DNS. _ Host
VIANZ AN | BIZ | PeTB AN cAR  PPR. WANG

StaticRoutes  Firewall  Packet Capture  PPP SOM QcS  DOSCP QoS Fallover/Load Balancing

Interfaces - BIZ

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces" field and enter the names of several network interfaces separated by

- Common Configuration

Physical Settings
Bridge interfaces 71 @ creates a bridge over specified interface(s)

Interface ;> Ethernet Adapter: "@wan" (wang)
Ethernet Adapter: "eth0" {wan, wan&)
'VLAN Interface: "eth0.11"
#~ Ethernet Adapter: "eth1" {wan2)
" VLAN Interface: "eth1.11"
= Ethernet Adapter: "ath2" (lan}
U VLAN Interface: "eth2,11"
° & Ethernet Adapter: "eth3" [biz)
(1 = Ethernet Adapter: "gretapD”
.* Ethernet Adapter: "teql0"
2 Ethernet Adapter: "tun0" [cap)
" Ethernet Adapter: "wwan("
4% Wireless Network: Master "wXa-524-0154-2.4GHz" (lan}
% Wireless Network: Master "wXa-524-0154-5GHz" (lan)

.* Custom Interface: I:|

- DHCP Server

General Setup

Ignore interface

Start [ioo |
(2 Lowest leased address as offset from the network address,

Limit [150 |
i@ Maximum number of leased addresses.

Leasetime [12h |
i@ Expiry time of leased addresses, minimum is 2 minutes {2n).

|:-_]Back to O\rerview‘@ Reset @Sa\'e @ Save & Apply

9.2.3.4. Firewall Settings

Use this to select the Firewall Zone you want to assign to the Interface. See Chapter 9.8 for Firewall Zone details.
You can also configure the DHCP Server Settings from this page.
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Home I E‘.en.uoes I St_atus_.l System I VPN l Network I Users I Statistics - Logout
Disgnostics | Interfaces | Wfi  VLANSwitch DHCPandDNS  Hosinemes StatcRoutes  Firewal  PackerCapture PP SQMQMS  DSCPQSS. Failover/Load Balancing
CAP_ PPP WANE

Interfaces - BIZ

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfacas” field and enter the names of several network interfaces separated by

- Common Configuration

Create / Assign firewall-zone

unspecified -or- create: I:l

@ Choose the firewall zone you want to assign to this interface, Select unspedified to remove the interface from the
associated zone or fill cut the create field to define a new zone and attach the interface to it

- DHCP Server

General Setup

Ignore interface

Start [ioo |

(&) Lowest leased address as offset from the network address.
Limit o |

@ Maximum number of leased addresses.

Leasetime [izh ]

15} Expiry time of leased addresses, minimum = 2 minutes [2n).

Esack o Dverview (£ Reset save [ Save & Apply

9.2.3.5. DHCP Server - General Setup

""" DHCP Server

General Setup | Advanced Settings

Ignore interface "1 @) Disable DHCP for this interface.

Start [ioo
@ Lowest leased address as offset from the network address.

Limit [i50 |
(@) Maximum number of leased addresses.

Leasetime fzn ]
() Expiry time of leased addresses, minimum is 2 minutes {2m).

|~ |Back to Cverview (£ Reset () 5ave. @'Saue & Apply

9.2.3.6. DHCP Server Advanced
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""" DHCP Server
Advanced Settings
Dynamic DHCP @ Dynamically allocate DHCP addresses for cliants. If disabled, anly clients having static leasas will be served.
Force B 1@ Force DHCP on this network even if ancther server is detected.
IPv4-Netmask L |
(@ Dverride the netmask sent to cients. Mormally it is calculated from the subnet that is served.
DHCP-Options L 1@
(@) Define additional DHCP options, for example "¢,192.163.2.1,192.168.2. 2" which advertises differens DNS
servers to clients,
,:IBack to Cverview @Reset @Save @ Save & Apply

9.2.3.7. DHCP Server IPv6 Settings

""" DHCP Server

IPvE Settings

Router Advertisement-Service [ bl

ar
s

DHCPvE-Service ((disabiea

ar
TR

NDP-Proxy [ disabled

ar
—

Announced DNS servers [ i}

Announced DNS domains [

B

,‘:]Eack o Overview Z@Reset @Save @ Save & Apply

9.3. WiFi

Requires “superadmin” login.

This screen shows the current status of the wireless hotspot created by the Optimizer.

Home || Services || Status || System || veni | Network || Users || Statistics - Logout
Diagoostics _Interfaces | Wifi | VLAN Switch DHCPandDNS  Hostnames StaticRoutes Firewall PacketCapture PP SQMQoS  DSCPQoS  Failover/Load Baiancig
radio0: Master "w¥a-524-0154-2,4GHz"  radiol: Master "wKa-524-0154-56Hz"

Wireless Overview

|@. Generic MACB0211 802.11abgn (radio0)
=" Channal: 6 (2.437 CHz} | Bitrate: ? Mbit/s

E81D: wiXa-524-0154-2 4CHz | Made: Mastar

03, BSSID: F4:50:EA:00:01:55 | Encryption: None Disable

.m, Generic MACB0211 802.11abgn (radiol)
b Channel: 36 (5.180 GHz) | Bitrate: 144.4 Mbit/s

4l S5ID: wXa-524-0154-5CGHz | Mode: Master

100y BSSID: F4:90:EA:00:01:56 | Encryption: Nlone Disakle

Associated Stations

55ID MAC-Address 1Pv4-Address Signal Noise RX Rate TX Rate
wia-524-0154-5GHz EC:35:86:3B:80:84 ? -32 dBm 0 dBm 130.0 Mbit/s, MCS 15, 20MHz 144.4 Mbit/s, MCS 15, 20MHz
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ad S | Add

@ Disanle ﬂ Edit ﬂ Remove

* Scan: Scans for other wireless hotspot signals available in the area.

+ Add: Add a new WiFi interface.

+ Disable: Disable the selected WiFi interface but it remains on the list.
+ Edit: Edit the selected WiFi interface.

+  Remove: Remove the selected WiFi interface.

9.3.1. Rename the Wireless Network

The default name of the Optimizer Enterprise’s wireless network is wXa-524-xxxx where the xxxx represents a
unique number. This is the name of the wireless network that you connect to using your computer or iOS or

Android device. It is possible to change the name of your wireless network.

Home || Services || Status || System || veni | Network || Users || Statistics

Diagnostics  Interfaces | Wifi | VLAN Switch  DHCPand DNS  Hostnames  Stabc Routes Packet Capture  PPP SQM Q¢S  DSCP QoS  Failover/Load Balancing

radiol: Master "w¥a-524-0154-2.4GHz"  radiol: Master "wXa-524-0154-56Hz"

Wireless Overview

.\@_ Generic MACB0211 802.11abgn (radio0)
=" Channal: 6 (2.437 CHz} | Bitrate: ? Mbit/s

E81D: wiXa-524-0154-2 4CHz | Made: Mastar @
p3, BSSID: F4:90:EA:00:01:56 | Encryption: None

Disable

| Generic MACB0211 802.11abgn (radiol)
=27 Channel: 36 (5.180 GHz) | Bitrate: 144.4 Mbit/s

Jll S5ID: wXa-524-0154-5GHz | Mode: Master @
100% BSSID: F4:90:EA:00:01:56 | Encryption: flone

Disakle

Associated Stations

55ID MAC-Address 1Pv4-Address Signal Noise RX Rate
wia-524-0154-5GHz EC:35:86:3B:80:84 ? -32 dBm 0 dBm 130.0 Mbit/s, MCS 15, 20MHz

TX Rate
144.4 Mbit/s, MCS 15, 20MHz

Locate the wXa WiFi network and click <Edit>.

© 2018 RedPort Global
OE Advanced, v1.0 Powered by Global Marine Networks, LLC.

Page 88 of 140



DRAFT

------ Interface Configuration

General Setup

ESSID [WX2-524-0154-2.4GHz |
Mode [ Access Point iy ]
Network = . la

cap: .~

1. Enter the new wireless network name in ESSID field.

2. Click <Save & Apply>.

This procedure changes the name for the WiFi hotspot only. When connecting your computer, iOS or Android
device to the wireless network, this is the network name that will appear in the wireless network list. This name
does not change the router superadmin or admin name when logging in to access the Optimizer user interface.

9.3.2. Restrict Wireless Network Access

When in public locations, for example, a busy port, you may want to restrict access to the WiFi hotspot created by
your satellite device and the Optimizer. You can password protect the WiFi hotspot so others cannot use it.

Home I Sen_.noes I StatL_.ls I System I \_|'PN I k I Users I m_u' Eic - Logout
Diagoostics _Interfaces | Wifi | VLAN Switch DHCPandDNS  Hostnames StaticRoutes Firewall PacketCapture PP SQMQoS  DSCPQoS  Failover/Load Baiancig
radiol: Master "w¥a-524-0154-2.4GHz"  radiol: Master "wXa-524-0154-56Hz"

Wireless Overview

.@_ Generic MACB0211 802.11abgn (radio0)
Y2Y  Channels & (2.437 CHz} | Bitrate: ? Mbit/s

E81D: wiXa-524-0154-2 4CHz | Made: Mastar Disabl
v BSSID: F4:30:EA:00:01:56 | Encryption: None il

) Generic MACB0211 802.11abgn (radiol)
Channel: 36 (5.180 GHz) | Bitrate: 144.4 Mbit/s

Jll S5ID: wXa-524-0154-5GHz | Mode: Master Disable
100% BSSID: F4:90:EA:00:01:56 | Encryption: flone L

Associated Stations

55ID MAC-Address 1Pv4-Address Signal Noise RX Rate TX Rate

‘wiXa-524-0154-5GHz EC:35:86:3B:80:84 ? -32 dBm 0 dBm 130.0 Mbit/s, MCS 15, 20MHz 144.4 Mbit/s, MCS 15, 20MHz

Locate the wXa WiFi network and click <Edit>.

------ Interface Configuration

Wirzless Security

Encryption (Mo Encryption =

1. Select the Encryption mode from the drop-down menu.

2. Enter your desired password in the Key field.

© 2018 RedPort Global

OE Advanced, v1.0 Powered by Global Marine Networks, LLC. Page 89 of 140



DRAFT

3. Click <Save & Apply>.
This procedure adds/changes the password for the WiFi hotspot only. When connecting your computer, iOS or

Android device to the wireless network, this is the password you will use. This password does not change the
router superadmin or admin password when logging in to access the Optimizer user interface.

9.4. VLAN Switch
VLAN - Virtual Local Area Network

Requires “superadmin” login.

Home I Services I Status I System I VPN I Network I Users I Statistics - Logout
Diagnestics  Interfaces Wifi VLAN Switch | DHCP and DNS Hostnames  Static Routes  Firewall Packet Capture PPP  SQM QoS DSCP QoS  Failover/Load Balancing

Switch

The network ports on this device can be combined to several VLANSs in which computers can communicate directly with each other. VLANSs are often used to separate different network
segments. Often there is by default ene Uplink port for a connection to the next greater network like the internet and other ports for a local network.

- Switch "eth0”

- VLANSs on "eth0"

[ % |Delete
- |[TlAdd

- Switch "eth1"

-~ VLANs on "eth1"

[in *|Delete
" Jadd
-~ Switch "eth2"

-~ VLANS on "eth2"

[ i |Delete

{ladd

) Reset (@ Save [O)Save & Apply

9.5. DHCP and DNS

DHCP - Dynamic Host Configuration Protocol
DNS - Domain Name System

Requires “superadmin” login.
The Optimizer Enterprise is a DNS server.

With the Captive Portal enabled, DHCP and DNS all happen within the Captive Portal, therefore there is no reason
to modify these settings.
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Home || Services || staws | system | ven | Network | users | swtistics - Logout
jagnostics _ Interfsces  Wifi  VLAN Switch | DHCP and DNS | Hostnemes  Static Routes  Firewal PecketCapture  PPP SQMQoS  DSCPQ:

DHCP and DNS

Dnsmasq is a combined DHCP-Server and DNS-Forwarder for NAT firewalls

-~ Server Settings

General Settings
Domain required

Authoritative

Local server [ |
@ Local domain specification. Names matching this domain are never forwarded and are resolved from DHCP or
hosts files only

Local domain = ]
2 Local domain suffix appended to DHCP names and hosts file entries

Log queries | @ Write received DNS requests to syslog

DNS forwardings [fexmmale.ora1012.3 &)
(@ List of DNS servers to forward requesis to

Rebind protection | @ Discard upstream RFC1518 responses

- Active DHCP Leases

Hostname IPv4-Address MAC-Address Leasetime remaining

There are no active leases.

- Active DHCPvG Leases
Hostname IPv5-Address DUID Leasetime remaining

There are ne active leases.

- Static Leases

Static leases are used to assian fixed IP addresses and symbolic hostnames te DHCP clients, They are also required for non-dynamic interface configurations where anly hosts with a corresponding lease
are served.
Use the Add Button to add a new |lease entry. The MAT-Address indentifies the hast, the TPvd-Address ifies to the fived add to use and the Hostname is assigned as symbalic name to the

requesting host.

Hostname MAC-Address IPv4-Address

This section contains no values yot

@Saue @_Sah‘e & Apply

9.6. Hosthames
Requires “superadmin” login.

Use this page to associate a hosthame with an IP address.

Home I Sewines_l Status I System I VPN l ‘ lUsers I iski - Lngout_

Disgnostics,. Interfaces. . Wifl. YLON Swiich . DHCRANGDNS | Wostnames | SiaticRoutes.. Firgwal  Pociet Captire, PP SOMQ0S:, DSCRQ0S

S e S e e R A s e e e e e i, e

Hostnames

Host entries

IP address

[optimizer | (127004 ¥ |Dalete

I add

BIReset Dsave [dsave & Apply

9.6.1. Add Hostname
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Home l Services l Status l System l WPN I Network I Users l Statistics - Logout
Diagnostics Inferfaces Wi VLAN Switch  DHCPand DNS | H s | StaticRoutes Firewall Packe: Capture PP SQMQoS  DSCPQoS Failaver/Load Balandng

Hostnames

OB @R LTI - o s

1P address

. [optimizer | (127004 4 |Delate
 [enHostname (®]Deiete

Fiiadd 182.168.0.1 (00:0d:b9:29:68:10)
192.168.0.254 (00:0d:b9:24:5a:34)
-= cuistom -

@ Reset 1 save [Save & Apply

1. Click <Add>.
2. Enter the new Hostname.
3. Select the IP address from the drop-down list OR select custom to enter the IP address.

4. Click <Save & Apply>.

9.7. Static Routes
Requires “superadmin” login.

This Static Routes table is available for those with a complex network that may include multiple routers. Use this
page to specify how a certain host or network can be reached.

Home I Services l Sta!ys_ l System l VPN l Network l Users l Statistics
ingnostics _ Interfaces  Wifi  VLANSwitch  DHCP and DNS  Hostrames | Static Routes | Firewall  PacketCapture PP SQM QoS  DSCPQoS Failover/Load Balancing

Routes

FRoutes specify over which interface and gateway a certain host or network can be reached.

- Static IPv4 Routes

Interface |~ Target IPv4-Netmask

Host-IP or Network [ftarget Is a netwark

This section contains no values yet

" ]Ade

Interface [+ Target

This section contains no values vet

I Save [0 save & Apply

Static routes take precedent over MWAN Traffic Rules.

9.8. Firewall

Requires “superadmin” login.

The Firewall allows you to control network traffic flow over each interface. Most installations do not require any
firewall modifications due to the flexibility of the Captive Portal configuration (See Chapter 5.1) and the Failover/
Load Balancing configuration (See Chapter 9.13).
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CAUTION: It is important to have an in-depth understanding of network administration including management and
maintenance of routers, firewalls, etc. before attempting to modify the firewall settings of the Optimizer Enterprise.
USE WITH CAUTION AND AT YOUR OWN RISK!

9.8.1. General Settings

Use this screen to create and edit Firewall zones. Each Firewall Zone can have its own firewall rules. Each Interface
must be assigned a Firewall Zone.

Home I Services I Status l System I VPN l Network I Users I isti - Logout
Disgnostics _Interfoces Wil VLAN Swiich  DHCPand DNS _ Hostnames  Static Routes  Firewall | PacketCoplure PP SQM QoS  DSCPQcS  Failover/load Balencing
| General Settings | Port forwards  firewall Rules  IPset 1P Procy,

Firewall - Zone Settings

The firewall creates zones over your network interfaces to contral network traffic flow.

- General Settings

Enable SYN-flood protection

Drop invalid packets

Input

Output

Forward

- Zones

Zone = Forwardings Output MSS clamping

ppp: ppo: Tl = | meoec 3 )(accept 0 (ZJEdit = |Delete

+ ) (accent [accept [ |Z]Edit '®|Delete

‘wan: wan: &’. wand: é: e < #][ accept

((reject ZlEdit ®Delete

[ accepl | éIEdit ﬂDeIete

#)
-t i w3 = ik :]
lan: lan: 2b & & biz: &£ = ppp w :][ accept :][ reject |Z]Edit’ % |Delete
= L ;]
£

vpn: pptp: | = | CCEPT 3] accept

@Saue @ Save & Apply

It is important to understand the following before considering modifications:

* Input: This is accessing the router itself.

*  Output: This is the router accessing the “lan”. DO NOT MODIFY.

+ Forward: This is traffic through the router via an interface and out of the router. If Forward is allowed, you must
configure the Inter-Zone Forwarding.

* Accept: This setting allows traffic unless there is a Rule to block it.

+ Reject: This setting blocks traffic unless there is a Rule to allow it. An error is displayed to the end user.

+  Drop: This setting drops the traffic with no indication to the end user.

The router is shipped to you with several Firewall Zones configured and interfaces assigned to them:

| PPP: pPp: oY | = ! REJECT ! [reject 3][ accept 3][ reject 3] i -] |Zledit | ]Delete |

The “ppp” firewall zone has only the ppp interface assigned to it. This is the zone for dialup connections. In this
default configuration, only Output traffic is allowed. Input and Forwarded traffic is rejected.

| mlcap: &._'_: = .-‘. [ accept :][ accept 3][ accept 3] E 5 |#Edit | % |Delete |

The “cap” firewall zone has only the cap interface assigned to it. This is the zone for the Captive Portal. In this
default configuration, all traffic is allowed but subject to the Captive Portal settings.
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| lan: lan: ;* @@ = ppp | wan [re]'ect :][ accept :][ reject :] - = |£]edit| ®%/|Delete

The “lan” firewall zone has the lan and biz interfaces assigned to it. This is the zone for the internal local network.
In this default configuration, only Output traffic is allowed.

wan: wan: | wan2: S wext: [ —? - i accept + || accept ¥ || reject ¥ v A #]Edit | # |Delete
S wan2; ( J( J( ) (LEat %]

The “wan” firewall zone has the wan, wan2 and wext interfaces assigned to it. This is the zone for satellite
connections. In this default configuration, only Output traffic is allowed.

| vpn: pptp: ;| = ' AccEST | [accept 3][ accept :][accept :] B = |Zledit | |Delete |

The “vpn” firewall zone has the pptp interface assigned to it. This is the zone for virtual private networks.

CAUTION: While it is possible to edit these zones and add new zones, Best Practice is to leave these zones alone
and create MWAN Traffic Rules instead, assigning the new rules to a Zone. See Chapter 9.13.2.5.

FOR EXAMPLE: If a system administrator wants to create firewall zones that are different for each device, such as
firewall rules for WiFi to allow all, rules for vsat to allow dns and http but nothing else, for fbb do not allow anything
but email. You could create three new zones; one for each wan interface, then create firewall rules that pertain to
each of the new zones. You then edit the lan interface to add the three new zones.

OR, do not create zones but use IP addresses added to the mwan traffic rules (not the firewall rules). Leave the

zones the same, use MWAN traffic rules, assigning the rule to a zone and use IP source address or a specific IP
address. The destination can be any address and apply to any zone. See Chapter 9.13.2.5.

9.8.1.1. Add a Firewall Zone
Requires “superadmin” login.

To add a new Firewall Zone, click <Add> on the General Settings page, in the ‘Zones’ section.

..... anes
Zone = Forwardings Input Output Forward Masquerading MSS clamping
ppp: ppp: 0 = [ reject ¢][ accept ¢][ reject ¢] 5t | fEdit ® |Delete
.M:: cap: 28| = [ accept = ][ accept - ][ accept ¢] T [ |Z]Edit # |Delete
lan: lan: 2 & @ = . p.pp ) wan ((reject 4] (accept ][ reject ] Z 3 |FlEdit % |Delete
wan: wan: g wan2: ;® fwext: ;2| = R JE ! [ accept 3][: accept 3][ reject #] [ | #]Edit ¢ |Delete
wpn: ppkp: _._‘_ = . . [ accept #J[ accept #J[ accept ¢] ) :ﬁEdil ﬂDefete
nmm-srewty} T -. 1 [ reject :][: accept #][ reject #] @ @ ;ﬂEdh "L]Dalete
[ |add N
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Home l Services l Status l Systam I VPN I Network l Users l Statistics Logout
Diagnostics  Interfaces  Wifi  VLAN Switch  DHCPand DNS  Hostnames  Static Routes _:_Firewall ]‘ Packet Capture  PPP 5QM QoS DSCP QoS  Failover/Load Balancing

General Settings ;_ Port Forwards  Firewall Rules  IPset  IF Proxy

Firewall - Zone Settings - Zone "newzone"

""" Zone "newzone"

This section defines commen properties of "newzone". The input and oulput options set the default policies for traffic entering and leaving this zone while the forward option describes the policy for
forwarded traffic between different networks within the zone. Covered networks specifies which available networks are members of this zone.

General Settings

Name [newzone |
Input (Crefect 4
Output [(accept )
Forward (Crefect o

Masquerading
MSS clamping

Covered networks —

wext: g*

O create: [ ]

----- Inter-Zone Forwarding

The options below control the forwarding policies between this zone (newzone) and other zones. Destination zones cover forwarded traffic originating from " ", Source zones match
forwarded traffic from other zones targeted at "newzone". The forwarding rule is unidirectional, e.g. a forward from lan to wan does not imply a permission to forward from wan to lan as well.

Allow forward to destination zones:

Allow forward from source zones:

vpn: pptp: .

. wan: [~ ll wan2: [ | wext: g_'_

|:]Back 1o Overview @Reset- Hsave J Save & Apply

Enter the desired General and Advanced Settings. Click <Save & Apply>.
9.8.1.2. Delete a Firewall Zone

CAUTION: This action CANNOT be undone.

To permanently remove a firewall zone, click the Delete icon.
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9.8.2. Port Forwards
Requires “superadmin” login.
To allow remote access to a specific computer or service within the private LAN requires Port forwarding.

CAUTION: It is important to understand networking before making changes to Port Forwards.

Home || Services || Status || system [f ven | Network || Users || statistics - Logous
Disgrostics _Interfaces  Wifi \LANSwich DHCPand DNS Hostimes StaticRoutes  Firewall | PacketCopture PPP  SQM QoS  DSCPQoS fFaiover/Load Balancing
| General Settings | Port Forwards | Firewall Rules  IPset 1P Proxy

Firewall - Port Forwards

Port forwarding allows remote computers on the Internet to connect to a specific computer or servicz within the private LAN.

- Port Forwards

Name Forward to Enable Sort

This section contains ro values yet

New port forward:

Name Protocol External zone Exterral port Internal zone  Internal IP address Internal port

T G | S | m—— i | 2] e—

EReset Esave D save & Apply

This page shows a list of the enabled port forwards configured. To add a new port forward, enter the desired
parameters and click <Add>. To save the configuration, click <Save & Apply>. The new port forward will appear in
the list.

Home [| Sevices | Status [| system [ ven | Network | users || statistics
Diagnostics. _Intefaces Wi _ VLAN Switch  DHCPand DNS _ Hostnames _ Static Routes | Firewall | Facket Capture PP SQM QoS DSCP QoS _Failover/Load Balancing
General Settings j”Fm;;orwnas . Firewal| Rules  IPset 1P Proxy

Firewall - Port Forwards

Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.

Port Forwards
Name Match Forward to Enable Sort

IPv4-TCP, UDP

New- ; = :
Fi iy host 73 P
PortForward ol L any host in cap -] |ZJEdit % |Delete
Yia any router [P

New port forward:

Protocal External zone External pot Internal zone  Internal 1P address Internal port

(Tcrrune ) lear 9 (e #)( 4 [laad

(Fsave [1save & Apoly

You can now enable/disable them, change the sort order, and edit the parameters.

CAUTION: The Delete function cannot be undone.
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9.8.3. Firewall - Traffic Rules

This page is the firewall traffic rules table. The table includes all the firewall rules on the router that will allow you to
enable and disable ports and IP address, etc.

While you can add rules, delete rules and each interface can have its own set of rules, BEST PRACTICE is to
manage router traffic via the Failover/Load Balancing MWAN Traffic Rules (See Chapter 9.13.2.5).

By default, the router is shipped to you with six rules that all say DO NOT MODIFY. They are: ALL, Pass DNS,
DNS, HTTP, HTTPS and FTP. These are the rules that the Captive Portal and Proxy Server automatically enable
and disable so the components work without you having to make modifications to the Firewall Traffic Rules Table.
When enabled, these rules Allow that particular traffic to pass through the firewall. This means that the Firewall is
totally OPEN by default. When you configure the Captive Portal and Failover/Load Balancing you can restrict the
allowed traffic through an interface.

All the firewall rules can easily be enabled (checked) or disabled (unchecked).

The first rule name “ALL”, when enabled, means the firewall is totally open and all traffic goes straight through the
firewall. To disable the rule, uncheck it, scroll to the bottom of the page and hit <Save & Apply>. With the ALL rule
disabled, the remaining rules spring into action.

Rules are evaluated from top to bottom. As soon as traffic hits a rule that matches, it will stop. For example, if you
want to allow all traffic except http traffic:

« Disable (uncheck) the first rule “ALL-DO NOT MODIFY”. This forces the remaining rules to take precedent.

« Disable (uncheck) the rule “HTTP-DO NOT MODIFY”. This blocks http traffic from passing through the firewall.

With the ALL rule disabled (unchecked) you can enable/disable the others very quickly. The next one is DNS. Do
you want DNS? Yes (checked), No (unchecked). Do you want http? Yes (checked), No (unchecked), etc.

You can also create a custom rule.

9.8.3.1. Create a Custom Rule

Requires “superadmin” login.
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Home I Services I Status I_Systgm I WPN l Network ] Users I Statistics - Logout
Diagnostics _Interfaces  Wifi VLAN Switch OHCPancONS Hostnames StiicRoutes | Firewall | Packet Copture PP SQMQoS  DSCP QS Faiover/Load Balancing

General Seftings.  Port Forwards. | Firewall Rules | IPsat 1P Proxy

Firewall - Traffic Rules

Traffic rules define policias for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router.

- Traffic Rules
MName Match Action Enable Sort
Any traffic

From any hostin wan Discard input |Z]Edit % Delete
To any router IP on this devica

BLOCK WAN
DO_NOT_MCDIFY

Any traffic
From any host in any zone Accapt forward |Z]Edit &]D_elet_e
To any host in any zone
Any LD
From any host in any zone Accept forward |£]Edit &]Delete
To any hest, port 53 in any zone
DNS Any UDP
From any hest in any zore Accept input @Edit' ,ﬂDeIete
DO_NOT_MCDIFY F . :
To any router IF at port 53 on this device
Any TCF
From any host in any zone Accept forward iﬁIEdit- # |Delete
To' ey host, port 80 in any zome
Any TCP

HTTPS : e
DO_NOT_MODIFY From any host in any zone Accept forward |ZJEdit % |Delete

ALL
DO_NOT_MODIFY

PASS DNS
DO_NOT_MODIFY

HTTP
DO_MOT_MCDIFY

T vy st pock 44 in sen e
Any TCP
From any host in any fone Accept forward |ZJEdit % IDelete
T any hast, ports 3031 in any 7one

FTP
DO_MOT_MCDIFY

Open ports on router:

Name Protocol External port

[Fiew nput ru | (TceeuDe B | [ ])Add

New forward rule:

Nama Source zona Destinatian zane

[Fan 3] [wan 5] |=]Add and adit...

- Source NAT

Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgeing traffic, for example to map multiple WAN addresses to internal subnets.

Name Match Action Enable Sort

This section cantains no values yeb

New source NAT:

Namga Spurce zone Destination zong Ta source [P To source oort

| [Ian %] [_wan %J [——Pleasachoo: %] [Ba rot rewrits | |[=]Add and edit...

& Reset (save [dlsave & Apply

Scroll down to the bottom of the page to the “New forward rule” section. Click <Add and Edit>.

MNew forward rule:

Name Source zone Destination zane

(lan #) [(wan 4] |£JAdd and edit...

Here you can give the new rule a name, specify the protocol, restrict the rule to a certain zone, identify the source
IP address, the destination IP address, port numbers, etc.

This is standard firewall convention. Once the rule is created, click <Save & Apply>. Place the rule where you want
it on the traffic rule list using the Sort column arrows for up and down.

This is a full-featured firewall that you can customize to meet your needs.
Make the Rules as desired, then click <Save & Apply>.

See IP Sets (See Chapter 9.8.4) for creating block and allow rules by domain name instead of IP address.
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9.8.4. IP Sets
Requires “superadmin” login.

Use IP sets for cloud-based services where standard firewall rules will not work. This allows block and allow rules
by domain name instead of by IP address. IP sets rules take priority over anything in the firewall.

Home l Services I Status l System l VPN I Network I Users l Statistics
Diagnestics  Interfaces  Wifi  VLAN Switch  DHCPand DNS  Hostnames  Static Routes | Firewall | Packet Copture  PPR_ 5QM QoS DSCPQoS  Failover/Load Baancing
General Settings  Port Forwards  Firawall fules. ] "‘nt| 1P Prosy

IP Sets

Block, Allow, or Define groups of domains to be used by the firewall and/or the load balancer.
High priority rules apply before user defined firewall rules while low priority rules apply after.

IPset Name Action Priority Domains

Unigue Name  Fiitering Action Filter Priority Doman{s) to Filter

This section contains no values yet

[ Jadd

& Reset Jsave 4 Save & Apply

Click <Add> to create a new IP set rule.

Action Definitions:

» Block: Rejects the domain.

+ Pass: Allows the domain.

+ Define: Defines the domain only. It neither blocks nor allows. You can specify how routing occurs for that
domain in the Failover/Load Balancing Rules. (See Chapter 9.13).

You can group multiple domain names into one IP set rule.

Each IP set rule must be assigned to a Policy (See Chapter 9.13.2.4).

9.8.5. IP Proxy

Requires “superadmin” login.

istic Logout
| Diagnestics  [nterfaces  Wifi  VLAN Swich  DHCP and DNS  Hostnames  Static Routes | Firewall | Packet Capture  PPP  SOQM QoS  DSCPQoS Failover/Load Balancing
General Settings  Port Forwards.  Firewall Rules  IPset | IP Proxy |

IP Proxy

Provide IP forwarding.

| Local Port Remote Host  Remote Port

This section contains no valves yet
£ lndd

& Reset (Wsave [Elsave & Apply

9.9. Packet Capture

Requires “superadmin” login.
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Home I Services I Status I System I VPN ' k l Users I istic - Logout
Diagnostics _ Interfaces  Wifl_ VLAN Switch  DHCPand NS Hostnames  StaticRoutes  Firewall  Packet Capture | PP SQMQoS DSCPQoS  Fafover/Losd Balancing
Start network capture

Interface seconds, packets Filter Actions
(4] seconds ¥ oogle pap-fiiter(7) manual for synim ave blar | |Elstart capture

- Output

© capture in progress

Capture links
Capture file Modification date Capture size Actions

There are nao captures availzhle yet.

9.10. PPP

Requires “superadmin” login.

It is possible to use a USB connected satellite phone or LTE/GSM modem that does PPP to connect for email and
web browsing (for example: IsatPhone Pro or Iridium handheld).

NOTE: web browsing is not recommended when using a low bandwidth device.

Home || Services || stats | system || ven || Network | users | statistics
| Diagnostics  Interfaces  Wifi VLAN Switch  DHCPand DNS  Hostnames  Static Routss  Firewsll PacketCopiure | PPP | SQM QoS  DSCPQoS Failover/Lpad Belencing
| status | Settings  Log

PPP Status and Tools

Connection Status Connected
B Connact

& Dscannect

With PPP configured, you can bring up the connection manually; it will stay connected until you disconnect, or
the idle timeout is reached. If not using the Demand feature, you must bring up the PPP connection manually. See
Chapter 9.8.1.

9.10.1. PPP Settings Configuration for USB Connected Satellite Device
Requires “superadmin” login.

Use the following to configure the PPP interface for use with a USB connected satellite phone.
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RedPort

I svstem [ ven |

Home I Seryices l Status

e || users | sasistics Logout

HCP and DNS  Hostnames irewall  Packet Capture | PPP

| Leg

PPP and Modem Settings

Settings which control the dialup behavior of USB connected satellite phones.

Network
Network (Gsm 3)
i@ GEM, sateliite, or dialup netwaorlk to connect to. Note that for GSM the APN under PPP parameters must ba set.
Enabla [ (@ Enable on router startup. Implies demand epticn.
EReset Zisave Save & Apply

1. Using the drop-down menu, click the appropriate satellite network.

None Selected
Iricium
Globalstar
|satphone
Thuraya

2. Click the Enable checkbox to maintain this setting during router startup. Otherwise, you must re-configure for
PPP use with each router startup.

3. Click <Save & Apply> to apply the change.

Move to the Settings > PPP Tab:
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Home || Services || Status || system || veu || Network | users || staisi - Logout
Dagnostics _Intefaces  Wifi _VLANSwich DHCPand NS Hostrames _StaticRoutes Firawal  PacketCapiure | PPP | SQMQoS  DSCPQoS  Failover/Load Balancing
Status | Settings | log

PPP and Modem Settings

Settings which control the dialup behavior of USB connected satellite phones.

PPP

Modem Interface ((bsBz 8
12 Select COM part assigned to modem.

Modem Speed ((e21800 2
(2 Baud rate for moedem serial Interface.

Username [ ]
& Leave blank if none required.

Password [ S |
@ Leave blank if none required.

Phone Number N |
@ Phone number to dial. Leave blank for system default,

Idle Timaout 6 ]

@ Drop cennection after X seconds if no network traffic is detected. Note it is not adviseble to use this option with
the persist option without the demand cption. Set to 0 to disable,

Persist @ Enable persistent connections. Persistent connections forces the modem to reconnect If connection drops.

Demand @ Initiate the link only on demand, i.e. when data traffic is present. Implies Persist.

Hold Off Timeout [ETH) ]
(& Time in seconds between reconnection attempts.

Maximum Fail o ]
(@ Maximum reconnection fail attemtps before giving up. set to 0 for infinite retries,

Extra Init [ ]
@ Extra modem initialization. Leave blank if not required, Enter full AT command (including AT} to serd to the
mocem before dialing.

12 set the MTU [Maximum Transmit Unit] value in bytes. Leave blank for system default.

() Writz PPP connection debugging information to the system log.

@ Reset wsave Usave & Apply

Configure the PPP Settings as necessary. These PPP Settings apply to both USB connected satellite phones and
LTE/GSM (cellular) modems. In addition, LTE/GSM equipped OEs will also require PPP Settings configuration.

* Reset LTE/GSM Modem: (Present within LTE/GSM capable OE)

*  Modem Interface: Do not modify from “System Default” unless you have trouble connecting. If required, use
the drop-down list, select the COM port assigned to the USB connected satphone.

*  Modem Speed: Do not modify from “System Default” unless you have trouble connecting. If required, use the
drop-down list, select the baud rate for the USB connected satphone.

+ Username: If the satellite network provider requires a username in order to connect to their network, enter it
here. (If you use the APN Wizard, this will be completed automatically).

+ Password: If the satellite network provider requires a password in order to connect to their network, enter it
here. (If you use the APN Wizard, this will be completed automatically).

*  Phone number: The Optimizer is pre-configured with the standard number to dial for the different satellite
networks. Unless your satellite airtime provider requires an alternate phone number, this field can be left blank
in order to use the default dialup number.

+ Idle Timeout: The default is set to 60 seconds. If no network traffic is detected during this Idle Timeout period,
the connection will drop. To disable the Idle Timeout feature, set to 0.

NOTE: If Persist is enabled with Demand disabled, the Idle Timeout is ignored.
» Persist: Check this box to enable persistent connections. If the connection drops the modem will attempt to

reconnect. With Persist selected, three additional settings appear:
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Demand "1 @ Initiate the link only on demand, i.e. when data traffic is present. Implies Persist.

Held Off Timeout 30 |
12 Time in seconds between reconnection atternpts.

Maximum Fail o |
(@ Maximum reconnection fail attemtps before giving up. set to 0 for infinite retries.

+  Demand: Check this box to bring up the link only on demand, such as when data traffic is present. The
satphone or LTE/GSM modem that does PPP, the link remains down until it detects network traffic. It will
bring up the link automatically and stay up when there is traffic or until the Idle Timeout setting reached. With
Demand selected, Persist is implied. See Persist above.

+ Hold Off Timeout: The default is 30 seconds. If the link is dropped, this is the time it will wait to try connection
again.

+  Maximum Fail: The default is never. This is the number of times it will try to re- connect. If re-connection does
not happen within this number, it will stop trying.

+  Best Practice: When using LTE/GSM in the load-balancing mode, enable this Demand feature so that when
there is PPP traffic the modem will go online, when no traffic the connection is terminated.

+  Extra Init: If required, enter the full AT command to send to the modem before dialing.

+  MTU (Maximum Transmit Unit): This should be blank to use the system default; or, you can set the limit here,
in bytes. Only change this setting if required to do so by your satellite provider.

+  Debug: If you are having trouble with the PPP connection this debug log may help you diagnose the problem.

Click <Save & Apply>.

9.10.2. PPP Settings Configuration for LTE/GSM Modems
Requires “superadmin” login.
The LTE/GSM feature is offered for your convenience, but we are not able to support it. The information provided
here is general in nature but may not be sufficient to establish a connection. If you run into any difficulties, you
must contact your cellular network provider for support.
If you have an LTE/GSM-based cellular phone, it may be possible to use the LTE/GSM network, when available,
for Email and Web Browsing data over the Optimizer. You will get the benefits of compression and a faster data

transfer rate than over a satellite phone which typically equates to cost savings.

Only LTE/GSM-based service can be configured here. CDMA-based service will NOT work. If you are unsure of
which service you have, contact your cellular provider before attempting to configure for connection.

Use the following to configure the PPP interface for use with an LTE/GSM modem.

Home l Services I Status I System l VPN l Network I Users l Statistics

Diagnostics  Interfaces  Wifi  VLAN Switch  DHCP and DNS  Hostrames  Static Routes  Firewall  Packet Capturs | PPP | SQM QoS DSCP QoS  Failover/Load Balancing

Status | Settings | Log

PPP and Modem Settings

Settings which control the dialup behavior of USB connected satellite phones.

Network

Network = %)
@ com, sateliite, or dialup netwaork to connect te. Note that for GEM the APN under PPP parameters must be set.

71 i@ Enable on router startup. Implies demand epticn.

@Saua Save & Apply

1. Using the drop-down menu, click GSM.
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None Selected
I
Iridium
Globalstar
Isatphone
Thuraya

2. Click the Enable checkbox to maintain this setting during router startup. Otherwise, you must re-configure for
PPP use with each router startup.

3. Click <Save & Apply> to apply the change.

Move to the Settings > GSM Tab:

Interfaces  Wifi VLANSwitch DHCPand DNS  Hestnemes  Static Routes  Firewall Packet Capture | P"'._ SQMQoS  DSCP QoS  Failover/Load Balancng

Status _' .Settings Log

PPP and Modem Settings

Settings which control the dialup behavior of USB connected satellite phones.

GSM
Ll APN Wizard
1B Select APN by Country, Provider, and Plan.

APN Broadband ]

(&) Access Point Name.

Username Blank Entry
12 Value set under PPP settings and displayed here for convenience.

Password Blank Entry
IE) Value set under PPP settings and displayed here for convenience.

Pincode [ |
B SIM card pin. Leave blank if none required.

@Reset @Sama Save & Apply

Before you can configure the Optimizer for LTE/GSM, you must:

+  Obtain a USB data dongle from your cellular provider. Your provider may require you to purchase a data plan.

+ Activate the USB data dongle with your cellular carrier and test it to make sure it works. Typically, testing
requires only that you plug the USB Data Dongle into your computer and see if you can get on the Internet. If
testing fails, contact your cellular carrier for support.

The APN Wizard contains many providers and plans. Using it will automatically set the configuration for you. Click
<APN Wizard> to start the configuration:
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Home l Services l_S_tal:us l System l VPN I Network I Users l Statistics - Logout
Diagnostics Intedfeces Wil VLAN Switch DHCPand DNS  Hostnames  StaticRoutes  Firewall Packet Capture | PPP | SQMQoS  DSCP QoS Failover/Load Balancing
Status  Settings  Log

APN Wizard

This assistant helps you easily set up a mobile breadband connection to a cellular network. Select your country or region and hit Mext.

Country

1 Afghanistan
Albania
Algeria
Andaorra
Angola
Argentina
Armenia
Australia

Select the appropriate country from the drop-down list and then, click <Next>.

Home l Services l Status l System l VPN I Network I Users l Statistics - Logout
Diagnostics _ Interfaces  Wifi  VLANSwitch  DHCPand DNS  Hostnames  StaticRoutes  Firewall  Packet Capture | PPP | SQMQoS  DSCP QoS Failover/Load Balancing
Status  Settin Log

APN Wizard

This assistant helps you easily set up a mobile broadband connection to a cellular network. Select your provider and hit Next.

Provider ¥ None Selected 3
| Vodafone ;
EETERL

Select your Cell Provider from the drop-down list and then, click <Next>.

Home I Services I_S_'Ea_tus l System l VPN I Netwark I Users l Statistics ngo!
Diagnostics . Interfaces  Wifi  VLANSwiich  DHCPand DNS = Hostnames  Static Routes  Firewall  Packet Capture | PPP l. SOM QoS DSCPQoS  Failover/Load Balancing

Status Log

APN Wizard

This assistant helps you easily set up a mobile broadband connection to a cellular network. Select your plan and hit Next.
Warning: Selecting an incorrect plan may result in billing issues for your breadband account or may prevent cennectivity. If you are unsure of your plan please ask your provier for
yaur plan's APN.

Plan ¥ None Selected 3

1 TWA
Vodafone Web

Select your Plan from the drop-down list and then, click <Next>.
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Services

Diagnostics  Interfaces  Wifi  VLAN Switch  DHCPand DNS  Hostnames  Static Routes  Firewall  Packel Capturs | PPP | SQM QoS  DSCP QoS Failover/Load Balencing

Status 5ettings- | log

PPP and Modem Settings

Settings which control the dialup behavior of USB connected satellite phones.

G5M

(@ You must hit 5ave & Apply to record new APN.

(5] apN Wizard
(@ select APN by Country, Provider, and Plan.

AFN [Twa ]
12 Access Point Name.

Username Blank Entry
(@ value set under PPP settings and displayed here for convenience.

Password Blank Entry
(@ value set under PPP settings and displayed here for convenience.

Pincode [ |
& 5IM card pin. Leave blank if none required.

@'Save Save & Apply

If you have protected your cellular SIM card with a PIN-Code, enter the PIN-Code in the Pincode text box.
Click <Save & Apply> to complete the configuration.

NOTE: If the APN Wizard does not contain the information for your provider or plan, contact your cellular provider
to obtain the information required to connect to their LTE/GSM network.

The information may include:

«  Access Point Name (APN).

+  Username required for access to the APN.
+ Password required for access to the APN .

Enter the required information in the PPP Settings pages.

See Chapter 9.13 for additional PPP Settings.

9.10.2.1. Using LTE/GSM

When you want to use LTE/GSM service instead of satellite service we recommend that you disconnect the
satellite terminal from the Optimizer before attempting an LTE/GSM connection.

Plug the USB data dongle you obtained from your cellular provider into the USB/LTE/GSM port of the Optimizer.

With the LTE/GSM interface properly configured, it becomes an important component of the Failover sequence.

9.10.2.2. Changing from LTE/GSM service to satellite service

When you travel beyond LTE/GSM range you must:
+  Remove the LTE/GSM data dongle from the Optimizer's USB/LTE/GSM port.
+ Reconnect your satellite phone/terminal to the Optimizer.

NOTE: We are not able to support the LTE/GSM feature. If you experience any connection difficulties when using
this feature, you must contact your LTE/GSM network provider for support.
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9.10.2.3. LTE/GSM capable OE
Requires “superadmin” login.

RedPort Optimizer Enterprise with LTE/GSM capability routers have wireless hardware installed internally and
have an externally accessible SIM Card slot. Using LTE/GSM capability will allow (when available) cellular

data connections for Email, Web Browsing, and SIP phone calling from the router. You will get the benefits of
compression and a faster transfer rate compared to a satellite connection which typically equates to cost savings.

Some recommendations include:

+  GSM or LTE SIM cards only, CDMA-based services will not work.

+  Some LTE/GSM plans have restrictions and limitations or cost increases when used outside of home range
(Country).

+  SIM cards will need to be either “Standard” SIM card size or use a SIM card adapter for an ending “Standard”
size card.

+  Require use of SIM cards provisioned with HOTSPOT, MiFi, or Data capability. Some phone only SIM cards will
work depending on Network provider limitations. Some Pre-paid cell phone SIM cards will not work.

«  RedPort Global does not support LTE/GSM SIM card issues. The material provided is general in nature but
may not be sufficient to establish a connection. If you have issues with the SIM card or connectivity you must
contact your cellular network provider for support.

If you have a GSM-based or LTE-based cellular phone, it may be possible to use the LTE/GSM network, when
available, for Email and Web Browsing data over the Optimizer. You will get the benefits of compression and a
faster data transfer rate than over a satellite phone which typically equates to cost savings.

Use the following to configure the PPP interface for use with an LTE/GSM modem.

Navigate to <Network> tab, then to <PPP> tab, then to the <Status> tab.

Users § Statistics

Diagnostics  Interfaces  Wifi  VLAN Switch  DHCPand DNS  Hostnames  Static Routes  Firewall  PacketCapture | PPP SQM QoS DSCPQoS  Failover/Load Balancing

| Status  Setfings  Log

PPP Status and Tools

No PPP network selected
[@connect

I Discannect

Navigate to the <Settings> tab then to the <Network> tab.
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Settings which control the dialup behavi

| Network | |

Network [ Mone Sel )
(5] GSM, satellite, or dialup network to connect to. Note that for GSM the APN under PPP parameters must be set.

|| () Enable on router startup. Implies demand option.

I Save [Usave & Apply

1. Using the drop-down menu, click GSM.

None Selected
Iricium
Globalstar
|satphone
Thuraya

2. Click the Enable checkbox to maintain this setting during router startup. Otherwise, you must re-configure for
PPP use with each router startup.

3. Click <Save & Apply> to apply the change.

Move to the <Settings> tab, then to the <PPP> Tab:
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PPP and Modem Settings

Settings which control the dialup behavior of USB connected satellite phones.

PPP
Reset LTE Modem

Mogem Interface
' Modem Speed
| . Username
Password
Phone Number
Idle Timeout
Persist

Demand

Hold Off Timeout
Maximum Fail

Extra Init

MTU

debug

D Reset

[ Reset LTE Modem
1) Reset modem to factory defaults. This takes 60 seconds to execute,

[ System Default )
1) Select COM paort assigned to modem.

. System Default 5]
1) Baud rate for modem serlal Interface.,

b Leave blank if none required.
| ]

1) Leave blank if none required.
[

@ Phone number to dial. Leave blank for system default,

60
I@ Drop connection after X seconds If no network traffic is detected. Note it is not advisable to use this option with the
persist optian without the demand option. Set to 0 to disable.

¥ '@ Enable parsistent connections, Persistent connections forces the modem to reconnect if connection drops.

# (E nitiate the link only on demand, i.e. when data traffic is present. Implies Persist.

e ]
I2J Time In seconds between reconnection attempis.

lo ]
1) Maximum reconnection fail attemitps before giving up. set to 0 for infinite retries.

Ie) Extra modem initalization. Leave blank if not required, Enter full AT command (including AT) to send to the modem
before dialing,

L ]

1) Set the MTU [Maximum Transmit Unit] value in bytes, Leave biank for system default,

|1« [ write PPP connection debugging information to the system log.

(5 Save (L Save & Apply

Powered by RedPort (Copyright © Global Marine Networks, LLC 2015 - All Rights Reserved)

4. Select the “Enable persistent connections.” This permits reconnection automatically if a connection is lost.

5. Select the “Initiate the link only on demand.” This causes the LTE/GSM to be started when there is a demand.

6. Click <Save & Apply>

Navigate to the <Settings> tab, then to the <GSM> Tab:
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PPP and Modem Settings

Settings which control the dialup behavior of USB connected satellite phones.

GSM

[ AN Wizard
() select APN by Country, Provider, and Plan.

| APN Broagband ]
Access Point Name.

APN Delay [z |
() some modems (such as the sierra wireless mc7455) require a delay (in seconds) between setting the APN and dialing.

Username Blank Entry
Value set under PPP settings and displayed here for convenience.

Password Blank Entry
(& Value set under PPP settings and displayed here for convenience.

Pincode E ]
I SIM card pin. Leave blank if none required,

& Reset (D save [Hlsave & Apply

The APN Wizard contains many providers and plans. Using it will automatically set the configuration for you. Click
<APN Wizard> to start the configuration:

Diagnostics  Interfaces  Wifi  VLAN Switch  DHCP and DNS
Status Sd:h%s_Lg
APN Wizard

This assistant helps you easily set up a mobile breadband connection to a cellular network. Select your country or region and hit Mext.

Country

~={  Afghanistan
Albania
Algeria
Andaorra
Angola
Argentina
Armenia

Users | statistics

APN Wizard

This assistant helps you easily set up a mobile broadband connection to a cellular network. Select your provider and hit Next,

Provider / Mone Selsctad i)

BendBroadband
Cincinnati Bell Wireless
Lycamaobile

MTPCS [Cellular Onej
Straight Talk

T-Mobile

Verizon

8. Select your Cell Provider from the drop-down list and then, click <Next>.
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Home | services | Status | System | uen | Networc | users | statistics

APN Wizard

This assistant helps you easily set up a mobile broadband connection to a cellular network, Select your plan and hit Next.
Warning: Selecting an incorrect plan may result in billing Issues for your broadband account or may prevent connectivity. If you are unsure of your plan please ask your provier for your plan's APN.

Data Connect (old) §
LTE

LaptopConnect (data cards)
MEdia Net (phones)

PPP and Modem Settings

Settings which control the dialup behavior of USB connected satellite phones.

GSM

@ APN Wizard
() Select APN by Country, Provider, and Flan.

Broadband |
o) Access Point Name,

APN Delay 7
120 Some modems (such as the sierra wireless mc7455) require a delay (in seconds) betwesn setting the APN and dialing.

Username Blank Entry
I value set under PPP settings and displayed here for convenience.

Password Blank Entry
I&) value set under PPP sefttings and displayed here for c

[ |
I SIM card pin. Leave blank if none required,

(2 Save' (L Save & Apply

If you have protected your cellular SIM card with a PIN-Code, enter the PIN-Code in the Pincode text box.

10. Click <Save & Apply> to complete the configuration.

NOTE: If the APN Wizard does not contain the information for your provider or plan, contact your cellular provider
to obtain the information required to connect to their GSM network.

The information may include:

+ Access Point Name (APN).

+  Username required for access to the APN.
+  Password required for access to the APN.

Enter the required information in the PPP Settings pages.

When all actions are complete, navigating to the <Network> tab, then to the <PPP> tab, then to the <Status> tab
will display the following:
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Diagnosties  Interfaces  Wifi  VLAN Switch  DHCP and DNS  Hostnames  Static Routes  Firewall  Packet Capture = PPP SQM QoS  DSCPQoS  Failover/Load Balancing
| status | Seitings Lo

PPP Status and Tools

Connection Status Connected
[Diconnect

& Disconnect

With the GSM interface properly configured, it becomes an important component of the Failover sequence.

See Chapter 9.13 for additional PPP Settings.

9.10.3. Signal Monitor
Requires “superadmin” login.
Signal monitor queries your satellite device or GSM modem to determine if the signal strength is sufficient to
make a successful data connection. Typically, a minimum of 60% signal is required; however, 100% is ideal for the

fastest possible data transfer rate.

NOTE: Some older satellite phones (for example, the Iridium 9505a) do not support the signal monitor feature. For
these older satellite phones, the signal monitor MUST be DISABLED for a successful data connection.

Home I Services I Status l System I VPN I Network l Users I Statistics

Diagnostics  Interfaces  Wifi  VLAN Switch  DHCPand DNS  Hostrames  StaticRoutes  Firewall  Packet Capture PPP | SOMQGS  DSCPOoS  FailoverjLoad Balancing.
Stetus | Settings ' Log
PPP and Modem Settings

Settings which control the dialup behavior of USB connected satellite phones.

Signal Monitor

Enable ] Enable/Disable s:ignal monitoring during connections.

Level 6o |
@ Allow satelite or GSM connections only If signal strength Is larger than this value.

@Resm @ﬁm Save & Apply

From this screen you can enable or disable signal monitor using the “Enable/Disable signal monitoring during
connections.” checkbox.

You can change the level of the Signal Monitor. Keep in mind that 60% is typically the minimum required for a
successful data connection. If you must change the Signal Monitor, we recommend lowering the Level vs. disabling
it. Many IsatPhonePro users have had success by lowering the level to 40 or 30.

CAUTION: Reducing the signal strength to less than 60% or disabling it altogether may cause lengthy data
connections due to poor signal.

When you are done making changes, click <Save & Apply>.

9.11. SQM QoS
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Requires “superadmin” login.

Home I S_enrices I Status | System I VPN l
T MLAN,S

O
b4

Basic Settings
Enable this SOM instance.

Interface name (et

Download speed (kbit/s) (ingress) set to O to selectively disable ingress |a_5uou
shaping:

Upload speed (kbit/s) (egrass) set te O to selectively disable egress 10000
shaping:

Create log file for this SQM instance under

Mvarfrun/sgm/${Inerface name}.debug.log. Make sure to delete log files
manuaily,

Verbosity of SQM's cutput into the system log. [ info {default)

Fiada

1B Reset _@ Save [ES:M_; & Apply

9.12. DSCP QoS
Requires “superadmin” login.

Statistics

Diagnostics  Interfaces.  Wifi  VLAN Switch  DHCP and DNS  Hostnames  Static Routes  Firewall  Packet Capture PPP S0M QoS | DSCP QoS ';_ Failover/Load Balancing

DSCP Rules

Differentiated services or DiffServ is a computer networking architecture that specifies a simple and scalable mechanism for classifying and managing network traffic and providing
quality of service (QoS) on modern IP networks. DiffServ can, for example, be used to provide low-latency to critical network traffic such as voice or streaming media while providing
simple best-effort service to non-critical services such as web traffic or file transfers.

Address can be either a network name, a hostname, a network IP address (with /mask), or a plain IP address. Hostnames will be resoived once only, before the rule is submitted to
the kernel. Please note that specifying any name to be resolved with a remote query such as DNS is a really bad idea. The mask can be either a network mask or a plain number,
specifying the number of 1's at the left side of the network mask. Thus, 2 mask of 24 is equivalent te 255.255.255.0. A "!" argument before the address specification inverts the sense
of the address.

Ranges can be either addresses or ports separated by *=' or ;'

DSCP Value Source IP Source Port Dest IP Dest Port
IP/Net/Range Port/Range 1P/Net/Range Port/Range

This section contains no values yet

[ |add

& Reset Esave [ save & Apply

9.13. Failover/Load Balancing

The default Failover sequence and Load Balance configuration are as follows:
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Optimizer
Enterprise

LTE/GSM Interface

Active Inactive
I |
All Traffic to the WAN1 (Sat1)
Internet*
I
Active Inactive
| I
All Traffic to the WAN2 (Sat2)
Internet*
|
Active Inactive
| I
All Traffic to the No Access
Internet*

Setup is required for the LTE/GSM Interface.

*All traffic to the Internet is subject to the firewall and the load balance configuration. You can change the Failover
configuration and you can Load Balance between and among the interfaces. For example, you can create rules to
send all http traffic through the LTE/GSM Interface but never through the WAN ports. See Chapter 9.13.2 MWAN
Configuration.

This default configuration will work out-of-the-box for those with a LTE/GSM connection and one or two satellite
systems. If your setup differs from the default you will need to modify the Failover/Load Balancing configuration
using the information in this chapter. There are examples of a few failover/load balancing configurations in Chapter
9.13.

9.13.1. MWAN Overview

The Interface Status screen shows you an at-a-glance view of which interfaces are currently online and which
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interfaces are offline. In addition, the MWAN Interface System Log shows the most recent log entries.

Home ] Seryices | status || systen

o | Network | Users | stststcs I Lose:

and DNS Failover/Load Balancing

Interface Status | | Detailed Status .!

--------- MWAN Interface Live Status

----- MWAN Interface Systemlog

No MWAN systemlog history found

The Detailed Status screen shows more details of the current state of the router.
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Home I Services I Status I System I VPN l Network l Users I Statistics
| Diagnostics  Interfaces  Wifi  VLAM Switch DHCPand DNS  Hostnames  Static Routes  Firewall  Packet Capture PPP SQM QoS  DSCP QoS

|| Overview ._ Configuration  Advanced

| Failover/Load Balancing |

Detailed Status

""" MWAN Detailed Status

Interface status:
interface wan is online (tracking down)

interface wan2 is offline (tracking down)
interface ppp is ocffline (tracking down)
interface wext is offline (tracking down)

Policy balanced:
wan (100%)

Folicy gsm_sat_satl:
wan (100%)

Folicy sat2 anly:
unreachable

Folicy sat2 sat:
wan (100%)

Folicy sat_only:
wan (100%)

Folicy sat_sat:
wan (100%)

Folicy wi_gsm:
unreachable

Folicy wi_gsn_sat_sat2:
wan (100%)

Enown networks:
10.1.5.0/24
192.168.10.0
127.0.0.0/8
192.168.0.79
192.168.90.0
192.168.90.0/24
10.1.5.1
10:1.5.0
192.168.10.1
192.168.0.255
192.168.10.255
127.0.0.1
192.168.0.0
192.168.0.0/24
127.0.0.40
192.168.0.254
192.168.90.1
224.0.0.0/3
192.168.90.255
127.255.255.255
10.1.5.255

192.168.10.0/24

Active rules:
504 38880 - wi_gsm_sat sat2 all =-- * * 0.0.0.0/0 0.0.0.0/0

9.13.2. MWAN Configuration

Requires “superadmin” login.

The Optimizer Enterprise offers sophisticated Failover and Load Balancing options. You can block or allow certain
traffic over one or more specific interfaces.

First, let’s define the various components discussed in this section:

- MWAN Interfaces: This is the connection “type” to the Internet. The default is four interfaces.

« MWAN Members: These are profiles whereby each interface is assigned a level of importance relative to the
other interfaces. The default is 16 members.

- MWAN Policies: These are member groupings that control how traffic is distributed among the interfaces. The
default is 7 policies.

- MWAN Rules: These are rules that specify which traffic will use a particular interface. The default is 1 rule.
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9.13.2.1. Interfaces

Requires “superadmin” login.

Home I Services I Status I System I VPN I Network I Users I Statistics

_ Diagnostics  Interfaces  Wifi  VLAN Switch  DHCP and DNS  Hostnames  Static Routes  Firewall  PacketCapture PPP. SQM QoS  DSCP QoS
| Failover/Load Balancing [

| Owerview | Configuration

Interfaces | Members  Polices  Rules

MWAN Interface Configuration

There are currently 3 of 250 supported interfaces configured
WARNING: some interfaces have no default route in the main routing table!

WARNING: some interfaces have no metric configured in /etc/config/network!

2 Interfaces

- MWAN supparts up to 250 physical and/or logical interfaces
. MWAN requires that all interfaces have a unique metric configured in /ete/config/network
. Names must match the interface name found in /etc/config/network (see advanced tab)
 Names may contain characters &-Z, a-z, 0-9, _and no spaces

. Interfaces may not share the same name as configured members, policies or rules

Interface Enabled Tracking IP  Tracking reliability Ping count Ping timeout Pinginterval Interface down Interface up Metric Errors Sort

8.88.8
208.67.222.222
208.67.220.220
8.84.4

wan Yes 1 i s Es 3 3 10 # + || fEdit % ]Delete

B.88.8
wan2 Yes 8.84.4 1 1 s 10s 3 3 20 @ | % || fEdit % |Delete
208.67.220.220

8.88.8 =
Bpp Yes B.84.4 3 1 s 55 3 3 = @ # |+ || FEdit % |Delete
208.67.220.220

1 )add

@ Reset @Save lg'.l Sé\ra & Apply

An MWAN Interface represents the connection type to the Internet. The default interfaces are:
+ wan: The primary satellite device.

+ wan2: The backup satellite device.

*  ppp: The LTE/GSM device.

If you have added a new interface to Network > Interfaces (See Chapter 9.2.2) and want to include that
new interface into the MWAN Failover/Load Balancing distribution it must be added to the MWAN Interface
Configuration:

Enter the name of the interface into the text box and click <Add>.

NewAD] | [ JAad

You may accept these settings as they are or modify if required.
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Home I Services I Status I System I VPN I Network l Users I Statistics
Diagnostics  Interfaces  Wifi  VLAN Switch DHCPand DNS  Hostnames  Static Foutes  Firewall

Overview | Configuration | Advanced

| Interfaces 1 Members  Polides  Rules

MWAN Interface Configuration - NewAD1

Packet Capture  PPP  SQM QoS DSCP QoS " Failover/Load Balancing |

WARNING: this interface has no default route in the main routing table!
WARNING: this interface is configured incorrectly or not at all in /etc/config/network!

WARNING: this interface has no metric configured in /etc/config/network!

Enabled (Ces

)

Tracking IP [

8

online

(@ This 1P address will be pingad to dermine if the link is up or down. Leave blank to assume interface is always

Tracking reliability [

@ Accepteble values: 1-100. This many Tracking 1P addresses must respond for the link to be desmed up

Ping count (1

Ping timeout [ 2 seconds

Ping interval [ 5 seconds

Interface down (3

)

(@ Interface will be deemed down after this many failed ping tests

Interface up (3

)

Metric =

2 Downed interface will be deemed up after this mary successful ping tests

12 This disslays tha metric assigned to this interface in /etc/config/network

|+|Back to Overview (@ Reset

@Save Save & Apply

+ Enabled: Select Yes to Enable or select No to Disable this MWAN interface. The default is “Yes”.
+ Tracking IP: The IP address(or addresses) to be pinged to determine if the link is up or down. If left blank, it is

assumed the interface is always online.

NOTE: In some cases, it may be advantageous and more cost effective to track the IP address of the interface

itself rather than an IP address on the Internet.

» Tracking reliability: Number of IP addresses (in Tracking IP above) that must respond in order for the link the

be determined as Up. The default is “1”.

+  Ping count: Number of pings to be sent in the ping burst. The default is “1”.
+ Ping timeout: How long (in seconds) to wait to see if the ping fails. The default is “2”. Iridium Pilot users please

see suggestions below.

» Ping interval: How long (in seconds) to wait between pings. Iridium Pilot users please see suggestions below.
* Interface down: Number of failed responses before determining that the interface is Down.

+ Interface up: Number of successful responses before determining that the interface is Up.

+ Metric: Read-only display of the gateway metric assigned to the interface when it was created in Network >

Interfaces. See Chapter 9.2.
Click <Save & Apply>.

Some suggestions:

When you have a PPP interface in the failover sequence you may want to set the Ping Timeout to 10 seconds,
set the Ping Count to 2. The PPP interface has to come up at least once, so the system knows that it is a viable
interface, so it must ping at least once. In addition, you may want to change the Tracking IP to the IP of the router,
S0 you are pinging yourself instead of pinging an address on the Internet.

For Iridium Pilot Users:
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The default settings for wan2 is Ping Timeout = 5 seconds and Ping Interval = 1 minute. This is designed to keep
bandwidth usage low. If you have an Iridium Pilot as your wan2 interface, however, these settings are not helpful
because the Pilot automatically goes offline after 20 seconds of idle time and it takes about 10-15 seconds to
bring it back online. Doing a ping every minute with a 5 second timeout is most likely to fail. Changing the Tracking
IP to the IP Address of the Pilot unit itself assures that the ping will always work so the interface will show as
available for failover. With wan2 at the end of your failover sequence, this tricks the Optimizer into believing there is
connectivity, minimizing bandwidth usage.

Home l Services l Status l Syst.g_m l VPN l Network I Users l Statistics - Logout
| Dimgnostics  Interfaces  Wifi = VLAN Switch  DHCPand DNS ~ Hostnames  Static Routes  Firewall  Packst Capture PPP SQM QoS = DSCP QoS  Failover/Load Balancing |

f _: Interfaces Members Polides  Rules

MWAN Interface Configuration

There are currently 5 of 250 supported interfaces configured

WARNING: some interfaces have no default route in the main routing table!

WARNING: some interfaces are configured incorrectly or not at all in fetc/config/network!
WARNING: some interfaces have no metric configured in fetc/config/network!

Interfaces

MWAN supports up to 250 physical and/or logical interfaces

MWARN reguires that all interfaces have & unigue metric configured in /etc/config/network
Names must match the interface name found in fetc/config/network (see advanced tab)
Narmes may contain characters A-Z, a-z, 0-59, _ and no spaces

Interfaces may not share the same name as configured members, policies or rules

Interface Enabled TrackingIP  Tracking reliability Pingcount Ping timeout Ping interval Interface down Interface up Metric Errors

8.88.8
208.67.222.222 e
208.67.220.220 | Z]Edin | |Delete

8.84.4

8.8.8.8

8.8.4.4 | #|Edit % |Delete
208.67.220.220

8.8.8.8

8.8.4.4 | ZEdit x|Delete
208.67.220.220

B.8.8.8

8.8.4.4 I
208.67.222.222 | ZEdin | |Delete

208.67.220.220

= | ZEdit % |Delete
| - Jadd

@save |2 save & Apply

The new MWAN Interface is now available for Failover/Load Balancing configuration.

Use the <Edit> button to edit a MWAN Interface.

Use the <Delete> button to remove a MWAN Interface. The Delete action cannot be undone.
9.13.2.2. Members

Each MWAN Interface should have one or more Member profiles.
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Home [| Services | Siatus || system || ven | Network || users | statistics - Logaut
Diagnostics _Interfaces  Wifi  VLANSwiich DHCPand DNS  Hostnames  StaticRoutes  Firewall  Packet Capture PP SOMQoS  DSCPQoS | Failover/Load Balancing
overview | C.or;F.iéur&ioll Advanced

Interfaces | Members | Policies  Rules

MWAN Member Configuration
""" Members

Members are profiles attaching a metric and weight to an MWAN interface

Mames may contain characters A-Z, a-z, 0-9, _ and no spaces

Members may not share the same name as configured interfaces, policies or rules

Member Interface Metric Weight Sort

sat_mi_wi wan 1 1 # % ZEdit % |Dalete
sat_mi_w2 wan 1 2 # |8 \ZEdit % |Delete
sat_mi_w3 wan 1 ] T8 |ZEdit % ]Delete
sat_m2_wi wan 2 1 %8 |#Edit % |Delete
sat_m2_w2 wan 2 2 # % ZEdit % |Dalete
sat_m2_w3 wan 2 3 # |8 \ZEdit % |Delete
sat_m3_wi wan 3 1 |8 |ZEdit % ]Delete
sat_m3_w2 wan 3 2 %8 |#Edit % |Delete
sat_m3_w3 wan 3 3 # % ZEdit % |Dalete
sat2_mi_wi wan2 1 1 # |8 \ZEdit % |Delete
sat2_mi_w2 wan2 1 2 T8 |ZEdit % ]Delete
sat2_mi_w3 wan2 1 3 %8 |#Edit % |Delete
sat2_m2_wi wan2 2 1 # % ZEdit % |Dalete
sat2_m2_w2 wan2 2 2 # |8 \ZEdit % |Delete

There are 16 default Members (four profiles for each of the four default interfaces).
Each Member is assigned a Metric and a Weight.

The Metric hierarchy is lowest number to highest number; therefore Metric 1 (m1) has a higher standing than Metric
2 (m2), etc.

The Weight hierarchy is the reverse; highest number to lowest number; therefore Weight 4 (w4) has a higher
standing than Weight 3 (w3), etc.

Metric and Weight play an important role in controlling the distribution of traffic.
9.13.2.3. Creating New Member
Requires “superadmin” login.

To add a new Member, enter the Member name in the text box and click <Add>.

NewMbrADI M1 W1 | [ |Add

When creating new Members, it is a good idea to include the metric number and weight number in the Member
name for easy identification on the page.

Select the MWAN Interface associated with this Member and assign a Metric (1-4) and a Weight (4-1).
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MWAN Policy Configuration - NewMbrAD1_m1_W1

Member used )
sat_ml_w2 !
Last resort sat.m1_w3 3]
sat_m2 w1 ne use this behavior for matched traffic
sat_ m2_w2 T
. satm2 w3
----- Currently Configured Members sat m3_w1

sat m3_w2
sat_ m3_w3
sat?_miwi
eat? md w?

Select the MWAN Interface associated with this Member and assign a Metric (1-4) and a Weight (4-1).

MWAN Policy Configuration - NewMbrAD1_M1_W1

Member used ((satmiwn 5l
Last resort v unrﬁ_a‘i_:habh {reject) v
blackhole {drop) ne use this behavior for matched traffic

default (use main routing table)

----- Currently Configured Members

Click <Save & Apply>.

The new Member now appears on the list.

NewMbrAD1_M1_w1 sat_m1_wil unreachable (reject) | ¥ \Z]Edit ® ]Delete

Click <Edit> button to edit a Member.

Click <Delete> button to remove a Member. The Delete action cannot be undone.
9.13.2.4. Policies

Requires “superadmin” login.

Policies are groupings of members. Each policy must have one or more members. As you create Rules (See
Chapter 9.8.3) you must assign the rule to one of these policies.

These policies will be used to control how MWAN distributes traffic.

There are 7 default Policies:
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Home I Services I Status I System I VPN l Network I Users I Statistics

| Diagnostics  Interfaces  Wifi  VLAN Switch  DHCP and DNS  Hostnames  Static Routes  Firewall  Packet Capture PPP. SOM QoS  DSCP QoS  Failover/Load Balancing |

| Overview Configurution_ Advanced

Interfaces | Members | Policies | Rules

MWAN Policy Configuration

""" Policies

Policies are profiles grouping one or more members controlling how MWAN distributes traffic
Member interfaces with lower metrics are used first. Interfaces with the same metric load-balance
Load-balanced member interfaces distribute more traffic out those with higher weights

Names may contain characters A-Z, a-z, 0-9, _ and no spaces. Names must be 15 characters or less
Policies may not share the same name as configured interfaces, members or rules

Policy Members assigned Last resort Errors Sort
sat_only sab_ml_wil unreachable (reject) & | |ZEdit &De?e{e

sat2_only sat2_ml_wl unreachable {reject) s |Z]Edit &]Dele{e

sab_ml_wi

i o 8 | ZlEdi
sat2_m2_wi unreachable (reject) \Z]Edit ®Delete

sat_satl

sat2_ml_wil

i o8 | ZlEdi
sat_m2_wi unreachable (reject) | Z]Edit % Delete

satl_sat

sab_ml_wi

i o 8 | ZlEdi
sat2_mi wi unreachable (reject) \Z]Edit ®Delete

balenced

pep_ml_wl
gsm_sat_sat? sab_m2_wl unreachable {reject) s |Z]Edit &]Dele{e
sat2_m3_wl

wext_ml _wl
pepp_m2_wl
sat_m3_wil
sat2_md_wl

wi_gsm_sat_sat? unreachable {reject) £ | @Edil # |Delete

wext_ml_wl

pop._m2_wl unreachable {reject) o [ | AEdit ® |Delete

wi_gsm

NewMbrADT_M1_W1 sat_mi_wi unreachable (reject) o[ & (ZEdit % ]Delete

@save |2 save & Apply

When there is only one Member assigned to a Policy, all traffic matching the Rule will flow through the one
interface.

sat2_only sat2_mil_wil unreachable (reject) 1 8 |#JEdit % |Delete

When multiple Members are assigned to a policy, the traffic will be distributed based on the Metric and Weight of
the Members assigned.

balanced ::é—rxfh:vll unreachable (reject) Ll |#Edit ﬂDetete
ppo_ml_wil

gsm_sat_sat2 sat_m2_wl unreachable (reject) | % |#Edit | % |Delete
sat2_m3_wil

Here are some examples:

+ balanced: Because the Metric is 1 for both Member profiles, 1/2 the traffic will flow through the wan interface
and 1/2 the traffic will flow through the wan2 interface.

+ wan_wan2: Because the Metric is 1 for the wan and the Metric is 2 for the wan2 and the Weight is 1 for both;
all traffic will flow through the wan interface if it is Active. If the wan interface is not available, the traffic will
automatically failover to the wan2 interface.

+ wan2_wan: This policy is the reverse of the one above. All traffic will flow through the wan2 interface if it is
active and if not, it will failover to the wan interface.

+ wan_heavy: This example is not on the default list but helps further explain how Metric and Weight are applied.
In the fictional Policy “wan_heavy” there are two Members assigned to it: “wan_m1_w4” and “wan2_m1_w1”.
This looks a lot like the balanced policy, however, because the Weight value is higher for the wan interface
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(w4) than it is for the wan2 interface (w1), the wan interface will pass more traffic than the wan2 interface. On
average, for every four packets that flow through the wan, only one packet will flow through the wan2.

To add a new Policy, enter the new Policy name in the text box and click <Add>.

hwan D | £ Jadd

Using the drop-down list, select one or more Members to assign to the new Policy in accordance with how you
want traffic distributed when a Rule invokes this Policy. Click <Save & Apply>.

Home I Services I Status I System I VPN I Network I Users I Statistics
| Diagnostics  Interfaces  Wifi  VLAN Switch  DHCP and DNS = Hostnames  Static Routes  Firewall  Packet Capure PPP SQM QoS  DSCP QoS | Failover/Load Balancing
| Overview Configuration | Advanced

_In_t_erfa_ogz Ml_am_b_el:s_ Policies Rules

MWAN Policy Configuration - wan_AD1

Member used ([ satumiwn st

Last resort Lunruachabla {reject) :]
@ When all palicy members are offline use this behavior for matched traffic

----- Currently Configured Members

sat_mi_wi

sat_mi_w2

sat_mi_w3

The new Policy now appears on the list. Notice that when this Policy is used traffic will be balanced between wan
interface and the db1 interface.

wan_AD1 sat_ml_wl unreachable (reject) #|% |#Edit | % |Delete

Click <Edit> to edit a Policy.

Click <Delete> to remove a Policy. The Delete action cannot be undone.

9.13.2.5. Rules
Requires “superadmin” login.
Rules allow you flexibility in the distribution of MWAN traffic. They can be based on IP address, port, or protocol.
Rules are matched from top to bottom. When a Rule is matched, the rules below that match are ignored. If traffic
does not match any rule, it is routed to the main routing table. (The main routing table can be found in under
the Status Tab > Routes.) If traffic does match a rule, but the interface is down for that policy, the traffic will be

blackholed.

There is one default rule:
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Home lServicx_as l Status l System I VPN I Network I Users l Statistics - Logout

Diagnostics  Interfaces  Wifi  VLAN Switch  DHCP and DNS  Hostnames  Static Routes  Firewall  Packet Capture PPP. SQOMQoS  DSCP QoS | Failover/Load Balancing

Overview  Configuration = Advanced

Interfaces Members  Policies | Rules |

MWAN Rule Configuration

""" Traffic Rules

Rules specify which traffic will use a particular MWAN policy based on IP address, port or protocol

Rules are matched from top to bettom. Rules below a matching rule are ignored. Traffic not matching any rule is routed using the main routing table

Traffic destined for known (other than default) networks is handled by the main routing table. Traffic matching a rule, but all WAN interfaces for that policy are down will be blackhcled
Names may contain characters A-Z, a-z, 0-9, _ and no spaces

Rules may not share the same name as configured interfaces, members or policies

Rule

Source address Source pert Destination address Destination port Protocol Sticky Sticky timeout IPset Policy assigned Errors Sort

default_rule — - 0.0.0.0/0 — all No - —  wi_gsm_sat_sat2 # % || AEdit ®]Deete

| - ]agd

@ save| |E save & Apply

With this Default Rule, any traffic FROM any source and TO any destination (i.e. ALL traffic) will use the Policy
“wi_gsm_sat_sat2”.

Taking a look at the Policy “wi_gs_w_w2” we can see the Members assigned to this policy and determine the
failover/load balancing sequence. Because the Weight value is 1 (w1) for each Member this means that all traffic
will be routed through the “wext” interface if it is up. If “wext” is down, all traffic will be routed through the “ppp”
interface if it is configured and up. If the “ppp” interface is down, then all traffic will be routed through the “wan”
interface, if it is up. If the “wan” interface is down, then all traffic will be routed through the “wan2” interface, if it is
up. If the “wan2” interface is down, then all traffic will be blackholed. If the Weight values varied traffic would be
allocated among the interfaces in accordance with the Weight values assigned to the Members.

MWAN Policy Configuration - wi_gsm_sat_sat2

Member used (wext_miwd )%l
[ ppp_m2_w1 )]
[ sat.m3.wi B
[ sat2_m4_w1 1)
Last resort [_unreachable (reject) 3]
@ When all policy members are offline use this behavior for matched traffic

AD rule U JAdd
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Home I Services I Staius I Systern I VPN I Network I Users I Statistics - Logout

Diagnostics  Interfaces  Wifi  VLAN Switch  DHCP and DNS  Hostnames  Stetic Routes  Firewall  PacketCapture PPP SOM QoS DSCP QpS | Failover/Load Balancing |

Overview  Configuration | Advanced

| Interfaces Members  Policies  Rules

MWAN Rule Configuration - AD_rule

Sticky

IPset

Source address [ ]

Source port [ ]

Destination address [ |

Destination port [

Pratocel (at ]

Sticky timeout [ ]

Policy assigned ( 3]

@ Supports CIDR notation {eg "192.168.100.0/24") without quotes

@ May be entered as a single or multiple port(s) (eg "22" or "B0,443") or as a portrange {eg "1024:2048")
without quotes

@ Supports CIDR notation {eg "192.168.100.0/24") without guotes

(@ May be entered as a single or multiple port(s) (eg "22" or "B0,443") or as a portrange {eg "1024:2048")
without guotes

() view the contents of Jetc/protocols for protocol descriptions

e 5
(@ Traffic from the same source IP address that previously matched this rule within the sticky timeout period
will use the same WAN interface

(@ seconds. Acceptable values: 1-1000000. Defaults to 600 if not sat

12 Name of IPset rule. Requires IPset rule created under Network->Firewall->IPset

----- Currently Configured Policies

Complete this screen in accordance with the Rule you want to create:

Source address: Restrict incoming traffic arriving from a specific IP address or range.

Source port: Restrict incoming traffic arriving from a certain port or multiple ports.

Destination address: Restrict outgoing traffic to a specific IP address or range.

Destination port: Restrict outgoing traffic to a specific port or multiple ports.

Protocol: Restrict only traffic of a certain protocol, select from the drop-down list, or select -- custom-- and
enter the protocol here.

Sticky: This is important for smooth traffic flow when load-balancing among interfaces with different Weight
values. With <Yes> selected, once connected, the same interface will be used for that traffic up to the Sticky
Timeout period.

Sticky Timeout: This is like an idle timeout period. If Sticky is set to <Yes> above, Sticky Timeout represents
the number of seconds the system will wait for more traffic to flow through the specific interface. Once the
Sticky Timeout period is reached it will revert back to the original load balance configuration.

IPset: If you have an IPset defined in Network > Firewall > IPset (See Chapter 9.8.4), you can restrict traffic to
that location by selecting the IPSet rule from the drop-down list.

Policy assigned: Select which Policy you want this Rule assigned to using the drop-down menu. Every Rule
MUST be assigned to a Policy.

Click <Save & Apply>.

Rule

default_rule

AD_rule

Source address Source port Destination address Destination port Protocol Sticky Sticky timeout IPset Policy assigned Errors Sort

- — 0.0.0.0/0 - all No o —  wi_gsm_sat_sat2 @ % | ZEdit %]Delete

- - - - all No - - - # % | ZEdit ®]Delete

| £ ]add

The new rule now appears on the list. This Rule will never allow Facebook traffic over the wan2 interface. However,
in order for the Rule to apply, it must be moved up the list using the Sort Up button so that it appears before the
default rule that allows all traffic.
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Click <Edit> to edit a Rule.

Click <Delete> to remove a Rule. The Delete action cannot be undone.
9.13.3. Advanced

Requires “superadmin” login.

Select the MWAN Interface using the drop-down list and run diagnostics for that interface.

Home I Services I Status I Systemn I VPN l Network l Users. I Statistics - Logout

Diagnostics Interfaces  Wifi VLAN Switch  DHCPand DNS  Hostnames  SuticRoutes firewall  FPacket Capture PP SQM QoS DSCPQeS  Failover/Load Balancing |

| Overview  Configuration  Advanced

Diagnostics |

MWAN Interface Diagnostics

[ wan 3]
= Ping default gateway =] Ping tracking IP 5] Check IP rules 3 check routing table =l Hotplug ifup
(B Hotplug ifdown

MWAN Service Control

(] Restart MWAN ] Stop MWAN [} Start MWAN

Use MWAN Service Control to manually bring up or take down interfaces.
9.13.4. Failover Mode - Automatic or Manual

Requires “superadmin” login.

There are two Failover modes available:

Statistics Logout

Traffic Routing

Routing Mode

Routing Mode + Automatic
1 Manual

Real time WAN usage

(wan/eth0): RX bytes:14235226 (13.5 MiB) TX bytes:3510323 (3.3 MiB)
(wan2/ethl): RX bytes:C (0.0 B) TX bytes:0 (0.0 B)

{prp/pppl): Off-line

Edsave [ Save & Apply

Automatic Failover (default setting) requires no intervention; if a MWAN interface is unavailable, traffic will
automatically by routed per the Failover/Load Balancing Rules. Real time WAN usage is also displayed on this
screen.

Manual Failover requires the “superadmin” or “admin” to select which available interface to use for ALL traffic. Real
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time WAN usage is also displayed on this screen. Only available interfaces can be enabled. Unavailable interfaces
with no route to the Internet are disabled. Only one can be selected. The “Default Route” designation indicates
which interface is currently routing traffic.

Some Important Things to Know:

+ Only the ‘superadmin’ login can change the Failover Traffic Routing mode.

+ The “admin” login displays the Failover Traffic Routing mode as read-only.

+ Real time usage for each interface is displayed in either automatic or manual mode.

+ The currently selected Default Route only displays in Manual mode.
+ When set to Manual mode both “superadmin” and “admin” logins can select which interface to use for routing.

9.183.5. Failover/Load Balancing Scenarios

The scenarios below represent some commonly requested configurations.

9.13.5.1. Scenario 1
SatCom setup is a FleetBroadband Terminal, a handheld satphone like an Iridium 9555 and GSM.
A more useful Failover configuration may be: GSM >FBB > PPP.
1. Configure the PPP interface for the Iridium 9555 satphone under Network > PPP (See Chapter 9.2).
2. Connect the Iridium satphone to the Optimizer Enterprise’s USB port with the appropriate cable.
3. Create a MWAN Policy in Network > Failover/Load Balancing > Configuration > Policies (See Chapter 9.13.2.4).
The Policy might be named “wext_wan_ir”.
The Members Assigned should be “wext_m1_w1”, “wan_m1_w1” and “ppp_m1_w1".

4. Create a MWAN Rule in Network > Failover/Load Balancing > Configuration > Rules (See Chapter 9.13.2). Give
the rule a unique name.

When defining the Rule, the only field that requires an entry is the Policy Assigned field. Select the Policy name that
you created in step 3 “wext_wan_ir”.

5. Move this new Rule to the top of the list using the Sort Up button.

With this setup, all traffic will flow through the GSM, if it is up. If the GSM is not up, all traffic will flow through the
FleetBroadband satellite terminal, if it is up. If the FBB is not up, all traffic will flow through the Iridium 9555.

9.13.5.2. Scenario 2
Allow all http traffic through the GSM interface only and never through the satellite terminal.
Use the following to restrict all http traffic to the GSM interface only.
1. Create a MWAN Policy in Network > Failover/Load Balancing > Configuration > Policies (See Chapter 9.13.2).
The Policy might be named “gsmonly”.
The Members Assigned should be “wext_m1_w1”.
Last resort should be set to “reject” as you do not want the last resort to route through the default rule.
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2. Create a MWAN Rule in Network > Failover/Load Balancing > Configuration > Rules (See Chapter 9.13.2). Give
the rule a unique name. When defining the Rule, set:

Destination Port = 80,443 Protocol = tcp.

Policy Assigned = select the Policy name that you created in step 1 “gsmonly”.

3. Move this new Rule to the top of the list using the Sort Up button.

With this setup, all http traffic (i.e. port 80 and port 443) will flow through the LTE/GSM interface only, if it is up. If
the LTE/GSM is not up, all http traffic will be rejected.

9.13.5.3. Block Skype or other P2P applications

Skype and other Peer-to-Peer Applications are designed to circumvent firewalls allowing users to communicate
and share data. They consume a lot of satellite airtime resources and are very difficult to block. In order to block
Skype or other Peer-to-Peer Applications you must configure the firewall to block all traffic and then route all http
and https traffic through Optimizer Enterprise Proxy Server that allows you to Block sites. The Captive Portal must
be Enabled.

This configuration blocks all traffic to the Internet. Users must log in through the Captive Portal to have access to
http and https traffic.

1. Captive Portal must be enabled. (See Chapter 5.1).

2. Go to Services > Web Compression and Filtering > Filters to enter the sites you wish to block. (See Chapter

5.2.2).

3. Go to Network > Firewall > Firewall Rules and disable (uncheck) these six rules:
« ALL.

+  PASS DNS.

«  DNS.

« HTTR

«  HTTPS.

- FTR

4. Click <Save & Apply>. This will modify the firewall to block access to all traffic, including DNS.

5. The web browser configuration of each end user’s device must be modified to enable “Automatic Proxy
Detection.” (PC users with Firefox do this in Preferences > Advanced > Network > Settings by selecting
“Auto-detect proxy settings for this network”. Other browsers can be configured similarly.)

6. Users will log in to the Captive Portal by entering: http://10.1.5.1:4990/www/login.chi.
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S
Requires “superadmin” login.

The User tab permits the Superadmin login to manage both the Admin login as well as additional desired logins.
Through the <User> tab, Superadmin may permit or restrict User log in access.

Home l SE_rvj;m l Status l System l VPN l Network I Users l St__ntis_lic_s

JI Edit Users '_

Users

Interface Overview

Users Status Actions

Group: users )
Date Added: Wed Jan 17 16:37:15 2018 7 %] Delete
Last Entry: Wed Jan 17 16:37:15 2018

i'_]Md MNew User...

To manage Admin login, click <Edit> located under “Actions”.

| Edit Users

ADMIN

User Configuration Options

Enable Vpn Menus
Enable Network Menus
Enable Services Menus

Enable Status Menus

' Firewall

¥ Load
| Traffic
| Wireless
Connections

Enable Statistics Menus
Enable Home Menus

Enable System Menus

|+ |Back ta Overview (¥ Reset 1) Save [l Save & Apply

Manage options by clicking (enabling and disabling) options.
Click <Save & Apply> when complete.

To create new a new User, Navigate back to <User> tab.
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ort

Home | Services | Status | System | VPN | Network | Users | Staists. IR Losout

J Edit Users IL

Users

Interface Overview

Status Actions
Group: users

Date Added: Wed Jan 17 16:37:15 2018 7 Edit | Delete
Last Entry: Wed Jan 17 16:37:15 2018

ii_]Md MNew User...

Click <Add New User...>

Add New User

User Configuration

User Name etwork Assistant
Enable Vpn Menus

Enable Network Menus

[ IPset

|| IP_Proxy

2 wifl

|| Interfaces

|| Firewall

[ General_Settings

_| Port_Forwards

¥ Firewall_Rules
Failover/Load_Balancing

| )

|| Policles
|| Rules

|| Advanced
1 SQM_QoSs
I PPP

| Settings

L Leg
| DSCP_Qos
|| Packet_Capture

Enable Services Menus
| Enable Status Menus

Enable Statistics Menus

Enable Home Menus

Enable System Menus

|=|Back to Overview () Reset (Zisave [l Save & Apply

Create desired User Name.
Click desired menus.
Click <Save & Apply>.
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RedPor

[Home | Services | Status | System ] VPN | Network | Users | Statistcs I Losout.

Users

Interface Overview

Status Actions

Collecting data... 4 Edit #|  Delete

Collecting data... 4 Edr ®|  Delete

" |Add New User...
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11. Statistics

Requires “superadmin” login.

Home l Services l Sl:a_tus_l System l VPN l Netwark l Users l Statistics

Graphs.  Setup  Bandwadthd

Statistics

The statistics package uses Collectd to gather data and RRDtool to render diagram images.

You can install additional collectd-mod-* plugins to enable more statistics.

11.1. Graphs

Requires “superadmin” login.

Home I Services I Status I System I VPN I Metwork I Users l Statistics - Logout
_i. Graphs | Setup
Interfaces  Wireless  System Load  Memory  Processes  Uptime

Statistics

The statistics package uses Collectd to gather data and REDteool to render diagram images.

You can Install additional collectd-mod-* plugins to enable more statistics.

Similar to the Realtime Graphs in the Status tab, Statistics Graphs shows usage over a specific timespan.

Statistics
Graphse  Setup  Bandwidthd
Interfaces  Wireless System Load Memory Processes  Uptime
€thd ethl eth?z eth3

Statistics

[(Optmizer 4] (D oieplay Host = [ 1day # ] [Drisplay timespan =

dptimizer: Transfer on ethd

AT TeoL

a0 20000 Z:00 0000 0200 0400 08:00 000 1m0 1Z00 1400 1800

@ Eytes [Th) Avi: 0.0 fca. 0.0 Total)
W Eptes [RE)  hwg: 0.0 ica. 0 Total)

Optinizer: Packets on ethD

Facketsss

20:00 2100 00300 [a= i} 04: 00 0B 00 0e 00 10:00 12100 14100 A5 00 19100

@ Errors (Te) Avg: 0.0 fca. 0.0 Totald

[ Frocessed CT)  Rug: 17TEE34573758,5 (Ca.  15.1F To1al)
M Frocessed CRW)  Aug: 2EITISATOS.E (ca. 3M9.5T Totald
M Errors (XY Awgs 0.7 (e, 563k Totald

To modify the time span, use the down arrow next to <Display timespan>, then click <Display timespan> to view
the graph.

11.2. Setup
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Requires “superadmin” login.

The Optimizer Enterprise uses several tools for collecting data statistics. Use Setup to change general settings for
the collectd.

Home || Services | Status || System || ven | Network || Users | statistics - Logaut
Grﬁpﬂs Setup | Bandwidchd
General plugins  Melwork pluging  Outpul plugins

Collectd Settings

Collectd is a small dasmon for collecting data fram various sources through different plugins. On this page you can change general settings for the collectd daemon.

Base Oim&ow . . . l*va_r[run.'.collcctd .
Diraectary for sub-configurations [eteecliectdjcont.d
Diraectory for collectd plugins l[usr.flii_:gwlnmd

Used PID file [ear/runteeliectd gid
Datasets definition file kusr{ahmgmﬂactdhmes.ﬁb

Data collection interval EO |
@ Seconds

Mumber of threads for data collaction B |

Try to lookup Fully qualifiad hostname

(- Additicnal Fieid - £ " lAgd

@ Reset @Sa\'c @Same & Apply

11.3. Bandwidth

Requires “superadmin” login.

Bandwidth tracks TCP/IP subnet and data usage and provides a formulated representation.

Hame I Services I Status I Systam I VRN I Network I Users I Statisties

up | Bandwidthd |

|| Bandwidthd

Bandwidthd

(& view Stats

Listen interface [ary )

Subnets gosop A
@ enter subnets in CIOR format, e.g. 0.0.0.0/0 for ALL and 152.168.10.1/24 for LAN.

@Sﬂv: Save & Appiy

Click <View Stats> to be presented with the chart:
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Tue Sep 11 19:55:06 2018

Programmed by David Hinkle, Commissioned by DerbyTech wireless networking.

- Daily -- Weekly -- Monthly -- Yearly -

Pick a Subnet:
- Top20 - 0.0.00 -
-
Top 20 IPs by Traffic - Daily

[p and Name Total Total Sent |  Total Received | FTP HTTP SMTP TCP | UDP | ICMP |
5.8G) 2.96| 2.96]| 0 5.7G 0 5.76| 32.9M] 3.7M

|199.48.130.178 2.6G 28. on 2.66]| [ 2.6G 0 2.66 0 | 0
3 1.6G| 1.56] 117. 0 1a 0 1.66| 5.7m] 60.9K

692, 7M] 584. 9| 107.94] 0 688.8M) 0 689. 0m 2.9 805.4K

493.2u] 488.7n 4. 4m| 0 491.4M 0 4929 271.7K 4.5K

147. 6M] 138. 1| 9. 5m] 0 147.6M 0 147 6M 0 0

61. 1M 40.2u) 21.0M| 0 54,9M 0 55.3M] 4.9¥ 1.04

32.14 29.an| 2.7 0 30.5m] 0 31.7m 342.6x] 2.4K
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12. Remote Support
Remote Support Access can be granted from two locations, each with some differences.

Option 1 - navigate to <Home> tab, scroll down to the “Remote Access” section

Home I Services I Status I Sys_tam I VPN I MNetwerk I Users I St_atistics - Logout

; Tasks

Welcome

Crew Internet Services

Captive Portal URLs:
® Login - http://10.1.5.1:4950/www/login.chi
® Status - hitp:/f10.1.5.1:4930/www/slatus.chi
# Logout - http://logout
@Generalep'lncndes
@Crea!e USETS

[l generate pincode usage reports (CDRs)

@View.‘Mamgﬁ pincodes

Email Access

Email access settings and parameters:

» POP -10.1.5.1:110
& SMTP - 10.1.5.1:25 with no connection or auvthentication security

& 50 to webmail

Email Management

(& create and manage crew emall accounts
| Retrieve, de'ete, or drop large emails [BigMail) quarantined an the server
@l Perform common emal tasks

@Vie_w emal logs

System Status

|2 5ystem status overview
|| Realtime bandwidth usage over satellte link
Historic bandwicth usage over sateliite fink

@System message log

Local WiFi setup

SSID and Security |2 wiFi setup
@ Change hotspot name andfor add security and set password

Remote Support

Enable remote support
(@ Allow remcte personal access to your router via a broadband satellite, WiFi, or cell phone link

Click <Enable remote support> under “Remote Support” section of the <Home> tab.

When remote support is enabled Remote Access URLs are displayed.
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Remote Support

Remote access urls:
« htp://remate.redportgiobal.com: 56503
« sshy//remote.redportglobal.com; 56502

&) Disable Remote Support
() Terminate remote support

Option 2 - Navigate to <Services> tab, then to <Remote Access>

Services

| Crew Mlg\m;rrpgt{._mss Vfgg LCompression and: Flltnting _RedPort Emall  GPS Tracking | | Remote Access | SM5  GPS/NMEA Repeater  Voice PBX  Network Shares

il i I kit frnf s ace S o e it b

[ Remote Access

Options

Remote access urls:

Enable Remote Access | @ Open up a tunnel to remote. redpartglobal.com allowing remote acoess to the router and keep it

running.

12 Reset () 5ave [0l Save & Apply

Click “Enable Remote Support”
When remote support is enabled Remote Access URLs are displayed.

Network || Statistics

_cg_xl‘yﬁarnntmss Web Compression and Filtering RaﬂFm_E[_rmLL GRS Tmc):}ng | Remote Access | | SMS  GPS/NMEA Repeater Voice PBX  Network Snares

e e e

.' Remote Access |

Options

Remote access urls:
» http://remote.redportglobal.com:57443
» sshi//remote.redportglobal.com:57442

Enable Remote Access

f..' la Cpen up a tunnel to remoteredportglobal.com allowing remote access to the router and keep it
rurning.

Access Port [raa2

&) Reset (i 5ave [0 Save & Anply

Remote Support will remain enabled until Disabled or the router’s firmware / SD Image is updated.
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13. Appendix A

Optimizer Enterprise Guidelines
The router is shipped in the following Default State: {Legend: E=Enabled, D=Disabled, 0=Open)
Captive Portal E
Transparent Proxy

Firewall

ONS

Web Compression
RedPort Email
SMS

GPS Tracking
Voice

RedPort VolP
Automatic Failover

olo|lom|lo|lo|la|lao|m

The list below is designed as a general guideline for customizing the router to meet your needs. Be sureto read Chapter 777 "How to
Secure Your Router” before you begin

Caonfiguration

Actions Location in the Ul

Captive Portal Use

Change Captive Portal Admin Password Services > Grew Internet Access » Tools

1

2 |Add user account Services = Crew Internet Access = Users

3 |Add to Allowed Hosts table Services > Grew Internet Access » Settings = Allowed Hosts
4 | Bet Content Fitering Sceme Services > Web Compression and Fittering > Content Fittering
5 |Firewall Rules Network = Firewall = Firewall Rules

& |Add end user accounts Services = Crew Internet Access > Users

7 |Create Pincodes for Users Services > Crew Internet Access > Pincodes

‘Web Compression (Premium Service - fees may apply)

Must be enabled

Services > Web Compression and Fitering > Settings > Compression

Enter User 1D and Password

Services = Web Compression and Filtering = Setftings > Compression

Set Compression Level

Services > Web Compression and Fittering > Settings » Compression

Services > Web Compression and Fittering > Content Fittering

Establish Domain and Path Fiters
Firewall RBules

Services > Web Compression and Filttering > Content Fittering

1
2
3
4 | Bet Content Fitering Scheme
5
B

Network = Firewall = Firewall Rules

RedPort Email {Premium Service - fees may apply)

1 |Must be epabled Services > RedPort Email > General > General Settings
2 |Enter Main Identify Login Info Services > RedPort Emall > General > General Settings
3 |Select Satellte connection method Services > RedPort Email » Connection
4 |52t Inbound Email Fitter Size Services > RedPort Email » Filters
5 |Set Outbound Email Fitter Size Services > RedPort Email = Filters
& |Enter Primary Accounts Purchased Services > RedPort Emall > Primary Accounts
7 |Add Crew/Sub Accounts Services > RedPort Email » Crew Accounts
SMS
1 | et Satelite Device Services > SMS > Seftings
2 |Configure Extensions Services > Voice PBX » Extensions
GPS Tracking via SM3

| 1 |Conﬁgure Tracking Parameters Services > GPS Tracking > Tracking Via SMS
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GPS Tracking via RedPort {Premium Service - feas may apply)

| 1 |Configure Tracking Parameters

Services > GPS Tracking > Tracking powered by RedPort

Voice

Must be enabled

Services = Voice PBX = Settings

2 |Configure Extensions

Services > Voice PBX = Extensions

RedPort VoIP {Premium Service - fees may apply)

Must be activated

Services > Voice PBX » RedPort VolP

ha

Configure Extensions

Services = Voice PBX = Extensions

Failover / Load Balancing

Configure PPP/GEM, if needed

Network = PPP > Settings

Create Network Interface(s), if needed

Network = Interfaces

MNetwork = Failover/Load Balancing > Configuration > Members

1

2

3 |Create MWAN Member{s), if needed
4 |Create MWAN Policie(s), if needed

Network = Failover/Load Balancing > Configuration > Policies

&n

Create MWAN Traffic Rulefs), If needed

Network = Failover/Load Balancing > Gonfiguration » Rules

Firewall {See Advanced User Guide before attempting modifcations to the firewal]

Create additional firewall zone|s), if needed

Network = Firewall = General Settings

[

Assign each interface to a firewal zone

Network = Interfaces

o

Create new firewall rulejs) if needed

Network = Firewall > Firewall Bules

OE Advanced, v1.0
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Access to Optimizer Enterprise User Interface (Ul) Based on Login Credentials

SUPERADMIN ACCESS Services Tab contrued Wetwork Tab contrued Users Tab Contnued
Home Tab ShMP Interfaces continued Intarfaces
Tasks Genera WEXT Wireless
Traffie Routing Community WANE Output pluging
MWAN Overview ComZ8ec Wi Networs
Seryices Tan Group WLAN Switch RRDOToo
Crew Intermet Access iew DHCP and DNS Bandwidtind
Settngs Access Hostnames Bandwidthd
Usarg Log Static Routes Logout Tab
Pass-through MAC Hetwiork Shares Frawa ADMIN ACCESS
Pincodes Status Tap General Settings| Status Tab
CDRs Overvew Port Forwards Overvew
Tocis Frewa Freal Rues Frewa
‘Web Compression and Fiterng| Foutes IPaet Foutes
Settings System Log 1P Prosty System Log
Caontent Fiterng feme! Log Pacaet Capture Keme! Log
Cache Management Reztme Graphs PPP Reatme Graphg
Traffic Management System Ta Htatus Lioad
Access Confro System Sattngs Traffic
Logs Admnsiraton Log Wreess
Help Profies SOM QoS Connections
RedPaort Ema Frofies DECP QoS Admn Ootions Tab
Genera Too's Faiover/Load Baiancing Pasaword
Connection Backup / Flash Frmware) Owerviaw Logout Tab
Fifers Renoot Configuration
Prmary Accounts PN Tan Interfaces
Trew Accounts PRTP Mambers
Fie Trarater Settrgs Polces
Spoa Users Fules
Tooa IPSec Lsers Tah
BigMa IPSec Configuation|  Edt Users
Logs Cornectiona Graphs
Remote Accass Phase 1 proposa’s Interfaces
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15. Corporate Contact Information
For any questions, concerns, or recommendations, please contact us:

RedPort Company Information
For product orders, support or returns, please contact:
Phone: International: +1 865.379.8723

USA: 877.379.8723

Email: info@redportglobal
Sales: sales@redportglobal.com
Web: redportglobal.com

RedPort Corporate Address
RedPort Global

3224 Wrights Ferry Road
Louisville, TN 37777
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